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Building a secure network operating system requires careful planning. Recent computer-related security events throughout the Department of Defense and specifically, the U.S. Army, have resulted in an increased interest in the safety of the data contained in our information systems. The file system, user account directory, user authentication system, memory management, environment subsystems, and other components all require special design consideration if the system is to be secure.  Microsoft made security a design goal of the Windows NT Workstation and Windows NT Server operating systems. The Windows NT 4.0 (WinNT) operating system (OS) is an ever-evolving operating system.  As new threats to security emerge, Microsoft attempts to handle these by releasing Hotfixes, Service Packs and even complete OS revisions.  Accordingly, there are no absolutes for establishing a completely secure computing environment. The following checklist is designed to be a guide to securing a WinNT 4.0 Server/Workstation but is by no means the end all to securing the operating system.  

NOTE:  Additional security tools have been authorized for use within the Department of the Army, IAW AR 380-19.  These can be found at http://www.acert.belvoir.army.mil
Other procedural guidance concerning WinNT can be found at the following web sites:

Securing Windows NT Installation:

http://www.microsoft.com/ntserver/security/exec/overview/Secure_NTInstall.asp
Secure Windows NT Installation and Configuration Guide (Navy)

http://www.acert.belvoir.army.mil/hacked/guide/windows/navynt_may99.zip
Securing Windows NT Server/Workstation

http://www.acert.belvoir.army.mil/hacked/guide/windows/NT.doc
NOTE:  The School of Information Technology (SIT) makes no guarantees concerning the security of your system, it cannot guarantee that you will not be hacked, nor can it guarantee that you will not lose data by implementing this checklist.  The system administrator assumes the risk for implementing the procedures outlined.

In order to make effective use of this checklist, readers should have an understanding of the Windows NT operating system and basic system administration concepts.  References to books on WinNT can be found in Appendix C.  

SUGGESTIONS:

1. If possible, apply this checklist to a system BEFORE attaching it to a network.

2. In addition, we recommend that you use the checklist on a regular basis as well as after you install any hotfixes or service packs or new versions of the operating system. 

3. For ease of use, this checklist has been organized into separate, logically cohesive sections.  All sections are important. 

CHECKLIST INDEX:        

1.0 Physical Security

2.0 System Security

3.0 Network Security

4.0 Account Security 

5.0 Auditing/Logging

APPENDICES:      

Appendix A NT Security Links

Appendix B Useful security tools

Appendix C References

Appendix D How To Eliminate The Ten Most Critical Internet Security Threats 

NOTE 1:  Any trademarks which appear in this document are registered to their respective owners.  Windows NT ®, Windows NT Workstation ®, Windows NT Server ®, Windows ®, and Microsoft ®  are registered trademarks of Microsoft Corporation.  Registry keys and Knowledge Base articles (Q) are copyrighted by Microsoft Corporation.

OS/2® is a registered trademark of International Business Machines Corporation.  

Posix® is a registered trademark of the Open Software Foundation.

NOTE 2:  All references to Chapter or page numbers in the “Additional Information” column are taken from Windows NT Security Handbook by Tom Sheldon © 1997 (See C.9)

NO WARRANTY
Any material furnished by the U.S. Signal Center, School of Information Technology is furnished on an "as is" basis.  The U.S. Signal Center, School of Information Technology makes no warranties of any kind, either expressed or implied as to any matter including, but not limited to, warranty of fitness for a particular purpose or merchantability, exclusivity or results obtained from use of the material. The U.S. Signal Center, School of Information Technology does not make any warranty of any kind with respect to freedom from patent, trademark, or copyright infringement. 

	1.0 Physical Security


What to Do 



Additional Information 


How to Implement
	1.1  Secure the System

	
	
	

	1.1.1  CPU case

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· PHYSICALLY lock the CPU case


	
	
	

	1.1.2  Restricted server access 

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· PLACE the server in a locked room accessible only by the System Administrator



	
	
	

	1.1.3  
Keyboard, mouse, and monitor

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· REMOVE the keyboard, mouse, and monitor (where practical).



	
	
	

	1.2 Boot Sequence (Pg 39)

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· CHANGE the Boot sequence (in the CMOS).  Change boot sequence to Harddrive, CDROM, then Floppy.


	Other hardware configurations such as firmware setup, boot password, power-on password are also available on latest hardware to control the boot process and should be appropriately investigated and used.
	Most personal computers today can start a number of different operating systems. For example, even if you normally start Windows NT from the C: drive, someone could select another version of Windows on another drive, including a floppy drive or CD-ROM drive. If this happens, security precautions you have taken within your normal version of Windows NT might be circumvented. 

In general, you should install only those operating systems that you want to be used on the computer you are setting up. For a highly secure system, this will probably mean installing one version of Windows NT. 



	
	
	

	1.3 
CMOS password (Pg 39)

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· INSTALL a CMOS password



	
	
	

	1.4  System boot time 

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· SET the system boot time to zero (0) seconds 


	
	Another simple setting is to edit the boot.ini file such that the boot timeout is zero (0) seconds; this will make it harder for the user to boot to another operating system if one exists.



	
	
	

	1.5  Lock workstation 

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· LOCK your workstation whenever you walk away


	
	Use <Ctl>, <alt> <del> simultaneously

The default is “Lock Workstation”, then hit Enter



	
	
	

	1.6 Screen Saver Password
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F. Implement a screen saver password 

NOTE: to save processor time do not choose any of the four open GL items.

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· IMPLEMENT a Screen Saver Password 



	
	
	

	1.7  Backups (Pg 40)

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· PERFORM backups to protect your user and system data. 


	
	
	

	1.8  Removable Media (Pg 39)

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· ENSURE that WinNT is configured to limit unauthorized access to removable media, i.e. floppy disks.

By default, Windows NT allows any program to access files on floppy disks and CDs. In a highly secure, multi-user environment, you might want to allow only the person interactively logged on to access those devices. This allows the interactive user to write sensitive information to these drives, confident that no other user or program can see or modify that data. (ITSEC FC2-E3)


	Windows NT allows all users access to the tape drive, and therefore any user can read and write the contents of any tape in the drive. In general this is not a concern, because only one user is interactively logged on at a time. However, in some rare instances, a program started by a user can continue running after the user logs off. When another user logs on and puts a tape in the tape drive, this program can secretly transfer sensitive data from the tape. If this is a concern, restart the computer before using the tape drive. 


	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Winlogon

Value Name: AllocateFloppies

Data Type: REG_SZ

Value Data: 1 (1=enable, 0=disable)

NOTE: You must add the value name



	
	
	

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· ENSURE that WinNT is configured to limit unauthorized access to removable media, i.e. CD-ROMs. (ITSEC FC2-E3)


	
	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Winlogon

Value Name: AllocateCDRoms

Data Type: REG_SZ

Value Data: 1 (1=enable, 0=disable)

NOTE: You must add the value name



	
	
	

	1.9 
Syskey

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· CONSIDER installing Syskey 

(NOTE: use with Caution)

The Windows NT Server 4.0 System Key hotfix provides the capability to use strong encryption techniques to increase protection of account password information stored in the registry by the Security Account Manager (SAM).

(Q143475)
	You should proceed with great caution before implementing this step.  Once Syskey has been enabled, it CANNOT be disabled without reloading WinNT. Loss or damage of the Syskey may prevent access to the WinNT server, even with reliable Emergency Repair Disks available.
	Windows NT Server stores user account information, including a derivative of the user account password, in a secure portion of the Registry protected by access control and an obfuscation function. The account information in the Registry is only accessible to members of the Administrators group. Windows NT Server, like other operating systems, allows privileged users who are administrators access to all resources in the system. For installations that want enhanced security, strong encryption of account password derivative information provides an additional level of security to prevent Administrators from intentionally or unintentionally accessing password derivatives using Registry programming interfaces. 



	
	
	

	1.10 
Emergency Repair Disks (Pgs 274-277)

	
	Completed
	
	Not Applicable
	
	Not Implemented

	· CREATE Emergency Repair Disks using rdisk (Q122857)


	This utility updates the repair information saved when you installed the system, and creates an Emergency Repair disk (ERD).  The repair information is used to recover a bootable system in case of failure.  This utility should not be used as a backup tool.  The /s switch allows an Administrator to create or update an ERD with full backup of the Security Account dB (SAM) which should not be used on domains with over 200 users due to the size of the dB.  The ERD contains registry configuration information on the system, security, SAM (Security Accounts Manager), and the software configurations.  It also contains copies of the AUTOEXEC.NT and CONFIG.NT that are kept in the %SystemRoot%\System32 directory.  The AUTOEXEC.NT and CONFIG.NT files are used to initialize the DOS subsystem.


	The RDISK utility included with Windows NT version 3.5 or later has two command line options: 

rdisk /s –and- rdisk /s- 

When you use the RDISK /S option, the program skips the initial Create Repair Disk? Dialog box and goes directly into saving the configuration. 

When you use the RDISK /S- option, the program also skips the Create Repair Disk? Dialog box, saves configuration, and then the program quits. 


WARNING:

Both of these options also overwrite the saved SAM._ and SECURITY._ registry hives created during initial Windows NT Installation. The default administrator account and password used during Setup is all that is contained in these small files. 

If you choose either of the above optional switches [ASCII 150] Rdisk copies the entire current SAM and SECURITY database files containing ALL users and groups into the repair directory. On a domain controller containing many hundreds or even thousands of users these files can become very large which will inhibit the ability to copy them to the emergency repair disk (ERD). 

Microsoft does not recommend using either of these switches on Windows NT Machines that have a large number of users and groups defined in user manager. 

As a precaution you should make a backup copy of the %systemroot%\repair directory to ensure you will still be able to make an emergency repair diskette after running RDISK while using one of the above switches. 




	2.0 System Security


What to Do


 
Additional Information 


How to Implement

	2.1  Patches

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented
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A.  Ensure that all Hotfixes, and Service Packs are installed on your computer.  Service Pack 4 is the first to be Y2K compliant. Those who have not yet installed Service Pack 4 should make this their priority. Apply the post SP4 Hotfixes obtained from Microsoft in the correct order (NOTE: review the readme file for hardware/software compatibility). 

· ENSURE that all Hotfixes and Service Packs that have been approved by ACERT are installed on your computer.  PRIVATE


	Hotfixes (HF)/service packs (SP) may, in some cases, decrease the level of security on your system.  It is suggested that you go through this checklist again AFTER installing ANY new HF/SP.


	ftp://ftp.microsoft.com/bussys/winnt/winnt-public/fixes/usa/nt40/
ftp://ftp.microsoft.com/bussys/winnt/winnt-public/fixes/usa/nt40 /hotfixes-postsp4/




	
	
	

	2.2  NTFS (Pgs 103, 197-198)
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I. Ensure that the type of file system you are using is the NTFS file system versus the FAT file system. 


	NOTE: If you are currently running the FAT file system and are not familiar with the NTFS conversion process, please consult either a more advanced administrator or Microsoft support.


	From <Start> go to <Programs\Administrative Tools\Disk Administrator>

Select the partition or drive

CAUTION: This will erase any data currently stored on the partition/drive.  When in doubt, use the “convert” command. This will make the partition NTFS but keep the data intact.



	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· USE NTFS volumes instead of FAT.
The Windows NT File System (NTFS) provides security and access control for your data files. 
	By using NTFS, you can limit access to portions of your file system for specific users and services. A File Allocation Table (FAT) only supports share level security.
	For the sake of security, it is best to layer multiple defenses, so use NTFS on Internet-connected Windows NT computers. Windows NT takes the intersection of NTFS ACLs and share permissions, for example if NTFS ACLs gives a network user full access to a partition but the share-level permissions grant only read access, then the effective access is read only. If you create new shares, be sure to alter the default permissions assigned by Windows NT. Otherwise, by default, the group Everyone will have Full Control of all that is visible through the share.



	
	
	

	2.3  REMOVE POSIX & OS/2 support

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	Ref (ITSEC FC2-E3; Also via C2 Configuration Manager in Resource Kit)


	
	Delete \winnt\system32\os2 directory and all subdirectories 

Use regedt32 to delete the following registry key value: 

 \HKEY_Local_Machine\SOFTWARE\Microsoft\OS/2 Subsystem for NT and all subkeys 

Delete \HKLM\SYSTEM\CurrentControlSet\Control\Session Manager\Environment\ Os2LibPath key value 

\HKLM\SYSTEM\CurrentControlSet\Control\Session Manager\SubSystems 

Delete OS2 and Posix key values 

Delete OS2 and Posix from Optional values 

NOTE: DO NOT delete the SubSystems folder – only the keys under it.



	
	
	

	2.4  Administrative Shares (Pgs 111-112)

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· DISABLE Automatic Administrative Shares on WinNT Server. Hidden shares are no longer available after you save changes with System Policy Editor in registry mode. 
	The value for the AutoShareServer parameter was replaced with the setting in System Policy Editor\Windows NT Network\Sharing\Create Hidden Drive Shares (server). 


	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters

Value Name: AutoShareServer

Data Type: REG_DWORD

Value Data: 0 (0=disable, 1=enable)

NOTE: You must add the value name



	
	
	

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· DISABLE Automatic Administrative Shares on WinNT Workstation.
	
	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters

Value Name: AutoShareWks

Data Type: REG_DWORD

Value Data: 0 (0=disable, 1=enable)

NOTE: You must add the value name



	
	
	

	2.5  
Shutdown (Pg 120)

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· ENSURE that WinNT is configured to NOT display the “Shutdown” button in the logon dialog box. This requires a valid user to log into the WinNT device prior to shutting down the system.

Normally, you can shut down a computer running Windows NT Workstation without logging on by choosing Shutdown in the Logon dialog box. This is appropriate where users can access the computer's operational switches; otherwise, they might tend to turn off the computer's power or reset it without properly shutting down Windows NT Workstation. However, you can remove this feature if the CPU is locked away. (This step is not required for Windows NT Server, because it is configured this way by default.)  (Q114817, Q143164)

	
	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Winlogon

Value Name: ShutdownWithoutLogon

Data Type: REG_SZ

Value Data: 0 (0=disable, 1=enable)

	
	
	

	2.6  Hide Last Username (Pgs 119-120)

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· ENSURE that WinNT is configured to NOT display the username of the last successful logon into the system. (ITSEC FC2-E3)


	By default, Windows NT places the user name of the last user to log on the computer in the User name text box of the Logon dialog box. This makes it more convenient for the most frequent user to log on. To help keep user names secret, you can prevent Windows NT from displaying the user name from the last log on. This is especially important if a computer that is generally accessible is being used for the (renamed) built-in Administrator account.
	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon

Value Name: DontDisplayLastUserName

Data Type: REG_SZ

Value Data: 1 (1=enable, 0=disable)

Delete the entry “DefaultPassword” if it is present



	
	
	

	2.7 
System Pagefile

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· ENSURE that the System Pagefile is wiped clean when WinNT shuts down. (Q182086)
	Virtual memory support of WinNT uses a system page file to swap pages from memory of different processes onto disk when they are not being actively used.  
	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\MemoryManagement

Value Name: ClearPageFileAtShutdown

Data Type: REG_DWORD

Value Data: 1 (1=enable, 0=disable)



	
	
	

	2.8  Print Drivers (Pgs 43, 118)

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· ENSURE that WinNT is configured to allow only members of the “Administrators” and “Print Operators” user groups to install printer drivers on WinNT server. (ITSEC FC2-E3)
	
	Use regedt32 to create the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Print\Providers\LanMan Print Services\Servers

Value Name: AddPrintDrivers

Data Type: REG_DWORD

Value Data: 1 (1=enable, 0=disable)

NOTE: You must add the value name



	
	
	


	2.9 
Logon

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· ENSURE that automatic logon has been disabled. (Q119364 & Q97597))
If you have automatic logon enabled, you can bypass this feature by holding down the SHIFT key as Windows NT is starting. If you are already logged on, press CTRL+ALT+DEL, choose the Logoff button, choose the OK button, and then immediately hold down the SHIFT key until the Welcome dialog box appears. 
	The problem of bypassing the automatic logon feature is that the original DefaultUserName is no longer kept for subsequent logons, because the name of the last user to logon is retained in the Username box of the Welcome dialog box and the Registry. To enable the AutoAdminLogon once again, enter the original DefaultUserName and password in the Welcome dialog box. If the original DefaultUserName and password are unknown, use the workaround provided in the next section. 


	Using REGINI.EXE, which is included with the Windows NT Resource Kit, the parameters in the Registry can be modified each logon to reflect the correct user name. REGINI is a character-based batch file that you can use to add keys to the Windows NT Registry by specifying a Registry script. 

Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Winlogon 

Value Name: AutoAdminLogon 

Data Type: REG_SZ 

Value Data: 0 



	
	
	

	2.10  
Task Manager

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· ENSURE that users are prevented from running Task Manager. (Q160793)
	Task Manager gives you a quick view of how each application, application component, or system process is using CPU and memory resources, as well as a summary of overall CPU and memory usage. 
	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System\ 

Value Name: DisableTaskMgr
Data Type: REG_DWORD 

Value Data: 1 

NOTE: You must add the value name



	
	
	


	2.11  
Auto-Reboot

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· ENSURE that auto-reboot after a system crash is disabled. (Q174630)
	
	Use regedt32 to create or assign the following registry key value: 

Registry Key:  HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\CrashControl 

Value Name: AutoReboot
Data Type: REG_DWORD 

Value Data: 0 

Value Name: LogEvent
Data Type: REG_DWORD 

Value Data: 1 



	
	
	

	2.12  Boot Partition

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· ENSURE that access to the boot partition is protected. (ITSEC FC2-E3)
	
	Use regedt32 to create or assign the following registry key value: 

Registry Key:  HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa 

Value Name: ProtectSystemPartition 

Data Type: REG_DWORD 

Value Data: 1 

Note:  You must add the value name



	
	
	

	2.13PRIVATE
 Banner (Pg 121)
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L. (2) Must display the DoD banner at logon. (see https://www.rcerte.5sigcmd.army.mil/ for setup). 



	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· VERIFY that WinNT is configured to display a legal notice prior to logging on.
	
	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Winlogon

Value Name: LegalNoticeCaption

Data Type: REG_SZ

Value Data:  “DoD Logon Banner”



	
	
	

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon

Value Name: LegalNoticeText

Data Type: REG_SZ

Value Data:  “ATTENTION!

THIS IS A DOD COMPUTER SYSTEM. BEFORE PROCESSING CLASSIFIED INFORMATION, CHECK THE SECURITY ACCREDITATION LEVEL OF THIS SYSTEM. DO NOT PROCESS, STORE, OR TRANSMIT INFORMATION CLASSIFIED ABOVE THE ACCREDITATION LEVEL OF THIS SYSTEM. THIS COMPUTER SYSTEM, INCLUDING ALL RELATED EQUIPMENT, NETWORKS, AND NETWORK DEVICES (INCLUDES INTERNET ACCESS) ARE PROVIDED ONLY FOR AUTHORIZED U.S. GOVERNMENT USE. DOD COMPUTER SYSTEMS MAY BE MONITORED FOR ALL LAWFUL PURPOSES, INCLUDING TO ENSURE THEIR USE IS AUTHORIZED, FOR MANAGEMENT OF THE SYSTEM, TO FACILITATE PROTECTION AGAINST UNAUTHORIZED ACCESS, AND TO VERIFY SECURITY PROCEDURES, SURVIVABILITY, AND OPERATIONAL SECURITY, MONITORING INCLUDES, BUT IS NOT LIMITED TO, ACTIVE ATTACKS BY AUTHORIZED DOD ENTITIES TO TEST OR VERIFY THE SECURITY OF THIS SYSTEM. DURING MONITORING, INFORMATION MAY BE EXAMINED, RECORDED, COPIED, AND USED FOR AUTHORIZED PURPOSES. ALL INFORMATION, INCLUDING PERSONAL INFORMATION, PLACED ON OR SENT OVER THIS SYSTEM MAY BE MONITORED. USE OF THIS DOD COMPUTER SYSTEM, AUTHORIZED OR UNAUTHORIZED, CONSTITUTES CONSENT TO MONITORING. UNAUTHORIZED USE OF THIS DOD COMPUTER SYSTEM MAY SUBJECT YOU TO CRIMINAL PROSECUTION. EVIDENCE OF UNAUTHORIZED USE COLLECTED DURING MONITORING MAY BE USED FOR ADMINISTRATIVE, CRIMINAL, OR OTHER ADVERSE ACTION. USE OF THIS SYSTEM CONSTITUTES CONSENT TO MONITORING FOR ALL LAWFUL PURPOSES”



	
	
	

	2.14  Logon Prompt

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· CONSIDER customizing the Logon Prompt.
	
	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Winlogon

Value Name: LogonPrompt

Data Type: REG_SZ

Value Data:  <variable text>

	
	
	

	2.15 Welcome Message

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· CONSIDER customizing the Welcome Message.
	
	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Winlogon

Value Name: Welcome

Data Type: REG_SZ

Value Data:  <variable text>



	
	
	

	2.16 AntiVirus

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented
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M. Insure the latest virus software and associated .dat files (new virus detection code) are loaded. Use McAfee’s or Norton’s live/auto-update to do this effortlessly.


	
	http://www.acert.belvoir.army.mil/virus/norton/SOFTWARE.html
http://www.acert.belvoir.army.mil/virus/mcafee/SOFTWARE.html


	
	
	

	2.17  File and Directory Permissions
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J. Configure file and directory permissions.  *NOTE: please reference www.acert.belvoir.army.mil, click on the Security tab, click on Security guidelines. Click on Securing Windows NT Server/Workstation (see How To Implement column).
	Pgs 200-217
	I. All workstation hard drive shares must have permissions set.  You must be an Administrator or a Power User, to enable the sharing of a folder

on your computer.  Remember that any subfolder contained within a shared folder is also shared.

Share a folder
(1) Locate the folder you want to share (use Windows Explorer).

(2) Right-click the folder and choose Sharing from the short cut menu.

(3) On the Sharing tab, click the Shared As option.

(4) Type a new name for the folder if you want to further identify the shared folder.

(5) Specify how many users can connect at one time:

· Maximum Allowed, to permit as many as 10 users to connect to your computer at the same time.

· Allow, to permit a specific number of users to connect, but not more that 10.

Set the Access Type (NOTE: The default share permissions is Full Control for the Everyone Group.)

(1) Click the Permissions button on the Sharing tab.

(2) Specify the type of access:

· Read, to permit users to open files from the folder but not allow any changes to be saved in the folder.

· Change, to permit users to open files and save changes.

· Full Control, to permit users to open, save, create, move, and delete, files and folders.

(3) Click OK

(4) Click OK



	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· DO protect Files and Directories

Among the files and directories to be protected are those that make up the operating system software itself. The standard set of permissions on system files and directories provide a reasonable degree of security without interfering with the computer's usability. For high-level security installations, however, you might want to additionally set directory permissions to all subdirectories and existing files, as shown in the following list, immediately after Windows NT is installed. Be sure to apply permissions to parent directories before applying permissions to subdirectories. 

First apply the following using the ACL editor: 



	PRIVATE
Directory
	Permissions

	%System Root%

\WINNT 
	Administrators: Full Control 
CREATOR OWNER: Full Control 
Authenticated Users: Read 
SYSTEM: Full Control


	Now, within the \WINNT tree, apply the following exceptions to the general security: 

	PRIVATE
Directory
	Permissions

	\WINNT\REPAIR

	Administrators: Full Control


	\WINNT\SYSTEM32\CONFIG

	Administrators: Full Control 
CREATOR OWNER: Full Control 
Authenticated Users: List 
SYSTEM: Full Control


	\WINNT\SYSTEM32\SPOOL

	Administrators: Full Control 
CREATOR OWNER: Full Control 
Authenticated Users: Read 
Power Users: Change 
SYSTEM: Full Control


	\WINNT\COOKIES 
\WINNT\FORMS 
\WINNT\HISTORY 
\WINNT\OCCACHE 
\WINNT\PROFILES 
\WINNT\SENDTO 
\WINNT\Temporary Internet Files

	Administrators: Full Control 
CREATOR OWNER: Full Control 
Authenticated Users: Special Directory Access – Read and Execute, Special File Access – None 
System : Full Control


	Several critical operating system files exist in the root directory of the system partition on Intel 80486 and Pentium-based systems. In high-security installations you might want to assign the following permissions to these files: 

	PRIVATE
File
	C2-Level Permissions

	\Boot.ini, \Ntdetect.com, \Ntldr

	Administrators: Full Control 
SYSTEM: Full Control


	\Autoexec.bat, \Config.sys

	Authenticated Users: Read 
Administrators: Full Control 
SYSTEM: Full Control


	\TEMP directory

	Administrators: Full Control 
SYSTEM: Full Control 
CREATOR OWNER: Full Control 
Authenticated Users: Special Directory Access – Read and Execute, Special File Access – None 



	
	
	

	2.18 Registry Settings

	IAW MSG DTG 042100Z Mar 99 Fm ACERT Ft Belvoir VA.  

H. Use Regedt32 to secure the NT4 server/workstation registry settings. (NOTE: please reference www.acert.belvoir.army.mil, click on the security tab, click on security guidelines. Click on securing windows NT server/workstation.) 

NOTE: Registry editor should be used ONLY by individuals who thoroughly understand the tool, the registry itself, and the effects of changes to various keys in the registry. Mistakes made in registry editor could render part or all of the system unusable.  

NOTE:  BACKUP the Registry BEFORE making any changes.



	
	
	

	2.18PRIVATE
.1 
Idle Users

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· DISCONNECT idle users. (Q138365)
	Here is a Registry entry that will help systems administrators with users who don’t log off when they are supposed to.
	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters

Value Name: AutoDisconnect

Data Type: REG_DWORD

Value Data: 15 (valid range is 0 to 4294967295 

in minutes)

	
	
	

	PRIVATE
2.18.2 
Base Objects

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· SECURE Base Objects. (Q244995)

	This registry setting informs the Windows NT Session Manager that security on the base system objects should be at C2 security level. Please refer to Appendix D of the Windows NT Resource Kit, Version 4.0 Update Guide for the impact of this setting. 


	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager 

Value Name: ProtectionMode

Data Type: REG_DWORD 

Value Data: 1 (1=enable, 0=disable)

	
	
	

	PRIVATE
2.18.3 
Performance Data

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· SECURE performance data. (Q146906)
	Windows NT provides access to a variety of performance data that collectively represents the state of the computer. This performance data is stored in the registry key HKEY_PERFORMANCE_DATA. The default configuration of Windows NT gives everyone the ability to query this performance data, including remote users. 

In some environments, you may want to restrict access to this performance data because some performance data may be considered sensitive. An example of potentially sensitive performance data is the list of running processes in the system. 


	See 2.18.7

	
	
	

	PRIVATE
2.18.4 Restrict Untrusted Users

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· RESTRICT untrusted users from being able to plant trojan horse programs in these locations. (ITSEC FC2-E3) 
See 2.18.7


	
	
	

	PRIVATE
2.18.5 Restrict Shares

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· ENSURE that only Administrators can create shares. (ITSEC FC2-E3)
See 2.18.7



	
	
	

	PRIVATE
2.18.6 Direct Draw

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· DISABLE direct draw. (ITSEC FC2-E3)
	
	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\GraphicsDrivers\DCI 

Value Name: Timeout 

Data Type: REG_DWORD 

Value Data: 0 



	
	
	

	PRIVATE
2.18.7 Protect the Registry

	· PROTECT the Registry
[image: image1.wmf]


In addition to the considerations for standard security, the administrator of a high-security installation might want to set protections on certain keys in the registry. 

By default, protections are set on the various components of the registry that allow work to be done while providing standard-level security. For high-level security, you might want to assign access rights to specific registry keys. This should be done with caution, because programs that the users require to do their jobs often need to access certain keys on the users' behalf. 

For each of the keys listed below, make the following change: 

Access allowed 

Authenticated Users Group: Read 

NOTE: DO NOT change any other permissions

In the HKEY_LOCAL_MACHINE on Local Machine dialog: 

\SOFTWARE 

This change is recommended. It locks the system in terms of who can install SOFTWARE. Note that it is not recommended that the entire subtree be locked using this setting because that can render certain SOFTWARE unusable.

\SOFTWARE\Microsoft\RPC (and its subkeys) 

This locks the RPC services.

\SOFTWARE\Microsoft\WindowsNT\CurrentVersion 

\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\ProfileList 

\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\AeDebug 

\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Compatibility 

\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Drivers 

\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Embedding 

\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Fonts 

\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\FontSubstitutes 

\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\FontDrivers 

\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\FontMapper 

\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\FontCache 

\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\GRE_Initialize 

\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\MCI 

\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\MCIExtensions 

\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\PerfLib 

NOTE: Consider removing Everyone:Read access on this key. This allows remote users to see performance data on the machine. Instead you could give INTERACTIVE:Read Access which will allow only interactively logged on user access to this key, besides administrators and system.

\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Port (and all subkeys) 

\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Run (and all subkeys) 

\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\RunOnce (and all subkeys) 

\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Uninstall (and all subkeys) 

\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Type1Installer 

\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\WOW (and all subkeys) 

\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Windows3.1MigrationStatus (and all subkeys) 

\SYSTEM\CurrentControlSet\Services\LanmanServer\Shares 

\SYSTEM\CurrentControlSet\Services\UPS 

NOTE: Besides setting security on this key, it is also required that the command file (if any) associated with the UPS service is appropriately secured, allowing Administrators: Full Control, System: Full Control only.

In the HKEY_CLASSES_ROOT on Local Machine dialog: 

\HKEY_CLASSES_ROOT (and all subkeys) 

In the HKEY_USERS on Local Machine dialog: 

\DEFAULT

	
	
	

	PRIVATE
2.18.7.1 
Restrict Anonymous Access to Registry

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· RESTRICT null (or anonymous) sessions through the Registry (Q143474)

	Windows NT has a feature where anonymous logon users can list domain user names and enumerate share names. Windows NT 4.0 Service Pack 3 and a hotfix for Windows NT 3.51 provide a mechanism for administrators to restrict the ability for anonymous logon users (also known as NULL session connections) to list account names and enumerate share names. Listing account names from Domain Controllers is required by the Windows NT ACL editor, for example, to obtain the list of users and groups to select who a user wants to grant access rights. Listing account names is also used by Windows NT Explorer to select from list of users and groups to grant access to a share. 


	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa

Value Name:  RestrictAnonymous

Data Type:  REG_DWORD

Value Data:  1 (1=enable, 0=disable)

If the value of this entry is 1, users who logged on anonymously (also known as null session connections) cannot display lists of domain user names or share names. These users cannot use all of the features of Windows NT Explorer, User Manager, the ACL editor or other programs that enumerate users or shares.



	
	
	

	2.18.7.2  Restrict 
Remote Registry Access

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· ENSURE that network (remote) access to the registry is restricted.  (Q153183)
	Registry Editor supports remote access to the Windows NT Registry. On Windows NT 3.51 with Service pack 4 or Windows NT version 4.0 you can restrict this access. 


	1. Use regedt32 to create or assign the following registry key value:


HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control
2. On the Edit menu, click Add Key. 

3. Enter the following values:

Key Name: SecurePipeServers
Class: REG_SZ 

4. Go to the following subkey:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\ SecurePipeServers
5. On the Edit menu, click Add Key. 

6. Enter the following values:

Key Name: winreg
Class: REG_SZ 

7. Go to the following subkey:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurePipeServers\winreg
8. On the Edit menu, click Add Value. 

9. Enter the following values:

Value Name: Description
Data Type: REG_SZ
String: Registry Server 

10. Go to the following subkey.

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurePipeServers\winreg
11. Select "winreg". Click Security and then click Permissions. Add users or groups to which you want to grant access. 

12. Exit Registry Editor and restart Windows NT. 

You can either add the account name that the service is running under to the access list of the "winreg" key, or you can configure Windows NT 4.0 to bypass the access restriction to certain keys by listing them in the Machine or Users value under the AllowedPaths key. 

Registry Key:  HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurePipeServers\winreg\AllowedPaths

Value Name: Machine

Value Type: REG_MULTI_SZ 

Data Value: System\CurrentControlSet\Control\ProductOptions   System\CurrentControlSet\Control\Print\Printers            System\CurrentControlSet\Services\Eventlog

Software\Microsoft\Windows NT\CurrentVersion

System\CurrentControlSet\Services\Replicator



	
	
	

	2.18.8PRIVATE
 
Restrict Network Access

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· ENSURE that WinNT is configured to restrict network access to the Registry. (Q155363)
	
	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurePipeServers\winreg

Value Name:  RestrictGuestAccess

Data Type:  REG_DWORD

Value Data: 1 (1=enable, 0=disable)



	
	
	

	2.18.9  Hide Network Servers

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· CONSIDER hiding network servers from discovery by Network Neighborhood or your Browser

[Contributed by David Boucher @ Civilian Personnel Advisory Center, Ft Shafter, HI]


	
	Use regedt32 to create or assign the following registry key value: 

Registry Key:  HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters

Value Name: Hidden 

Data Type: REG_DWORD

Value Data: 1 (1=enable, 0=disable)

	
	
	

	2.19 System Security Tools

	
	
	

	2.19.1System Policy Editor

(See Exercise in Handout)
	Pgs 320-326
	From <Start>, <Programs\Administrative Tools\System Policy Editor>

http://technet.microsoft.com/cdonline/content/complete/windows/winnt/winntas/technote/planning/prof_pol.htm


	
	
	

	2.19.1.1  Policy Management (Pg 324)

	
	
	

	2.19.1.2  Default Profiles (Pg 102)

	
	
	

	2.19.1.3  Mandatory Profiles (Pg 102)

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	A mandatory profile is a preconfigured roaming profile that the user cannot change. In most cases, these are assigned to a person or a group of people for whom a common interface and standard configuration is required.


	
	http://technet.microsoft.com/cdonline/content/complete/srvnetwk/bosbs/reskit/sbs45res/part4/sbrk0426.htm


	
	
	

	2.19.1.4  Roaming Profiles (Pg 322)

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	A roaming profile is stored on a network share and can be accessed from any computer. A user who has a roaming profile can log on to any computer for which that profile is valid and access the profile. 



	
	
	

	2.19.1.5 
Cached User Profiles (Pg 102)

	Profiles can be stored on a network server or cached on the local machine. (Cached profiles are located in the \%systemroot%\Profiles directory.) Caching a profile reduces the total time to log on and load the profile; however, in a roaming user or kiosk environment, this approach may not be optimal. This option is controlled by the administrator. 



	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· ENSURE that WinNT is configured to NOT retain a copy of a user profile during an interactive logon. (Q172931)
	
	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Winlogon

Value Name:  CachedLogonsCount

Data Type: REG_SZ

Value Data: 0 (0=disable, 1-50 cached logons)



	
	
	

	2.19.2  Performance Monitor (Pgs 253-259)

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· USE Performance Monitor.

Performance Monitor enables you to look at resource use for specific components and application processes using charts and reports. 

With Performance Monitor, you can gauge your computer's efficiency, identify and troubleshoot possible problems (such as unbalanced resource use, insufficient hardware, or poor program design), and plan for additional hardware needs. You can also use alerts to notify you when resource use reaches a specified value. 

When Transmission Control Protocol/Internet Protocol (TCP/IP) services are installed, performance objects are added for all elements of the TCP/IP protocol suite.

From <Start>, <Programs\Administrative Tools\Performance Monitor>

	
	
	

	2.19.3 Frisk2k

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	Frisk2k is a tool developed to detect BO2K. 

It is available at: http://www.acert.belvoir.army.mil/tools2/Other_tools/frisk2k/frisk2k.exe


	
	
	

	2.19.4 SPI for NT

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	SPI for NT is a single host-based vulnerability and intrusion detection tool for Microsoft Windows NT.  Among its features, it checks for binary file modifications, vulnerable versions, weak passwords, common misconfigurations, and viruses. The SPI for NT application employs five security tools.

It is available at: http://www.acert.belvoir.army.mil/tools2/profile_checkers/spi/spi-nt1.4.exe


	
	
	

	2.19.5  Microsoft Resource Kit for WinNT Server and Workstation PRIVATE


	Microsoft Resource Kit for WinNT Server and Workstation 

The compact disc (CD) that accompanies the Windows NT Resource Kit contains utilities that apply to information in the Windows NT Resource Guide, the Windows NT Networking Guide, and now also the Windows NT Update 1 book. This CD includes a collection of information resources, tools, and utilities that can make networking and working with Windows NT even easier. The Windows NT Messages database and the utilities that apply to information in the Optimizing Windows NT book are also included on the Windows NT Resource Kit CD. 

A complete list of all the tools in the Windows NT Resource Kit, and instructions on how to install them, is available on the CD in the README.WRI file. Instructions on how to use them are provided in the RKTOOLS.HLP file.

The Windows NT Resource Kit CD includes tools that fall under the following major categories. Many of the tools that were included in version 3.5 are described in the “Introduction” section of the Windows NT Resource Guide. A few of the new or significantly updated tools for version 3.51 are also described here.



	
	
	

	2.19.5.1  C2 Configuration Manager (Q216081)PRIVATE


	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	This utility comes as part of numerous other utilities available on Microsoft’s Resource Kit for WinNT Server and Workstation. C2CM can be used to compare the current security configuration on your WinNT Server/Workstation with the C2-level security requirements of the federal government’s National Computer Security Center, and then to configure the workstation to conform up to that C2 level.

It is only available as part of the Microsoft Resource kit.



	
	
	

	2.19.6 
Security Configuration Manager (SCM) PRIVATE


	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· CONSIDER using SCM. (Q195509)
This tool was released with Microsoft’s Service Pack 4 (SP4) for WinNT Server and Workstation.   SCM allows system administrators to consolidate all security related system settings into a single configuration file. These security settings may then be applied to any number of Windows NT machines.

It is available at: ftp://ftp.microsoft.com/bussys/winnt/winnt-public/tools/scm/


	
	
	

	2.19.7 Zero Administration Kit (ZAK)PRIVATE


	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· CONSIDER using ZAK
ZAK is a set of methodologies for deploying WinNT 4.0 that greatly reduces the burden of individual desktop management for task-based workers. By judicious use of forward planning, user profiles, system policies, and security, ZAK can reduce some of the administrative costs associated with managing Windows desktops for task-based workers.  ZAK’s methodologies are based on the underlying technologies and capabilities of WinNT. It is anticipated that these techniques can readily be adapted to accommodate a corporation’s specific computing requirements.  

It can be obtained at: http://www.microsoft.com/windows/zak/zakreqs.htm



	3.0 Network Security


What to Do 



Additional Information 


How to Implement
	3.1 Trust relationships (Pgs 129-139)

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· DETERMINE Trust relationships


	It is important to understand if you have a trust relationship with another domain. This trust will allow global accounts and groups from one domain to be allocated permissions in the other, as well as allowing logon from any workstation, regardless of whence the logon occurs or where the account is stored.  Follow the Windows NT Server Installation Guide for procedures on how to set up trust relationships between domains. 


	From <Start>, <Programs\Administrative Tools\User Manager for Domains>

Select “Trust Relationships”

	
	
	

	3.2 IP Forwarding (Pgs 489-490)

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· ENSURE that IP forwarding has been disabled.


	When you connect computers to the Internet it becomes possible to communicate with millions of people and computers worldwide by using the TCP/IP protocols. This broad flexibility imposes a degree of risk: Not only can you communicate with people and systems using the protocols that you choose, it is also possible for users to try to initiate communication with your systems. 
	Review the following list to learn how to reduce security risks: 

If your private network runs TCP/IP, the servers Enable IP Forwarding check box in the Network application should not be selected. 

Clearing the Enable IP Forwarding check box prevents unauthorized IP packets from infiltrating your network. The Enable IP Forwarding check box is located in the Microsoft TCP/IP Properties dialog box. To open this, use the Network application in Control Panel. 


To disable IP forwarding on Microsoft Windows NT Server version 4.0: 

1. From the Start menu, select Settings, and then click Control Panel. 

2. In Control Panel, double-click the Network icon. 

3. In the Network dialog box, click the Protocols tab, select TCP/IP Protocol, and then click Properties. 

4. In the Microsoft TCP/IP Properties dialog box, click Routing. 

5. Make sure the check box for Enable IP Forwarding is cleared. 

6. Click OK, then click OK again. 


WARNING: If the Windows NT Remote Access Service (RAS) is installed on your gateway after Microsoft Proxy Server is installed, IP forwarding will be enabled. You must disable IP forwarding after installing RAS. 

	
	
	

	3.3 Permissions (Ch 9)

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· CHECK permissions set on network shares.
	
	If you are running the Server service on your Internet adapter cards, be sure to double check the permissions set on the shares you have created on the computer. It is also wise to double check the permissions set on the files contained in the shares directories to ensure that you have set them appropriately



	
	
	

	3.4 Network Services (Pgs 243-245)

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· ENSURE that you unbind unnecessary services from your Internet adapter cards.
	
	Use the Bindings feature in the Network application in the Control Panel to unbind any unnecessary services from any network adapter cards connected to the Internet. For example, you might use the Server service to upload new images and documents from computers in your internal network, but you might not want users to have direct access to the Server service from the Internet. If you need to use the Server service on your private network, the Server service binding to any network adapter cards connected to the Internet should be disabled. 

You can use the Windows NT Server service over the Internet; however, you should fully understand the security implications and comply with Windows NT Server licensing requirements issues. When you are using the Windows NT Server service you are using Microsoft networking or the Server Message Block (SMB) protocol and all Windows NT Server licensing requirements still apply.



	
	
	

	3.4.1 TCP/IP (Pg 490)

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· BLOCK Nonessential Inbound TCP/IP Ports.
	
	If your Windows NT Server is highly exposed, with the mission of offering services like Web and FTP, then only two inbound paths need to exist from the router to the server: HTTP on port 80 and FTP on port 21. The router should block all other inbound traffic. 

If you are using the Proxy Server and have 2 Network Interface Cards on your Computer, you can bind ONLY IPX on the Internal NIC and ONLY IP on the external NIC. 



	
	
	

	3.4.2 NetBios over TCP/IP

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· CONSIDER disabling NetBios over TCP/IP. 


	By default an Internet-connected Windows NT computer will support two transport protocols: NetBEUI and TCP/IP. Windows networking operations require syntax of the form of \\Name. These operations include directory and printer sharing, NetDDE, and remote administration. Connecting to a drive or editing a registry across the Internet requires only a mapping, in the local LMHOSTS file, between the remote computer’s NetBIOS name and its IP address. 


	You can control the use of NetBIOS over TCP/IP (NBT) by going into <Control Panel\Network> and the Bindings tab and disabling any of the bindings between NetBIOS-based services and TCP/IP. This way no one can try to remote-mount drives or remote-edit registries. Windows NT networking services run promiscuously over multiple transports; therefore, internally your computers can still talk to each other over the NetBEUI protocol, which does not go over the Internet. 



	
	
	

	3.4.3 Services (Ch 10, pg 238)

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· RUN only the services that you need.  

· CONSIDER disabling NetBIOS (already mentioned), Computer Browser, Network monitor tools, Remote Access, RPC (may be impossible), Alerter, Messenger, snmp, FTP server.


	The fewer services you are running on your computer, the less likely a mistake will be made in administration that could be exploited.
	Use the Services application in the Control Panel to disable any services not absolutely necessary. Also, if FTP or Gopher services are not needed or used, turn off these services using Internet Service Manager to stop each service.

<Start>, <Control Panel\Network\Services>

	
	
	

	3.5 Network Access

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· CONSIDER revoking “Access from Network” privilege.
	
	By default, Windows NT grants the group Everyone the right to Access from the network. By revoking this right you can block all networking services, but maintain support for the Web service because the Web server runs either as a System or Local user.



	
	
	

	3.6 
Server Message Block (SMB) (Pgs 123, 222, 227, 416)

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· CONSIDER Enable/Require SMB on WinNT Server (NOTE: use with caution) (Q161372)
	
	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters

Value Name: EnableSecuritySignature

Data Type: REG_DWORD

Value Data: 1 (1=enable, 0=disable)



	
	
	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters

Value Name: RequireSecuritySignature

Data Type: REG_DWORD

Value Data: 1 (1=enable, 0=disable)



	
	
	

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· CONSIDER Enable/Require SMB on WinNT Workstation (NOTE: use with caution) (Q161372)
	
	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Rdr\Parameters

Value Name: EnableSecuritySignature

Data Type: REG_DWORD

Value Data: 1 (1=enable, 0=disable)



	
	
	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Rdr\Parameters

Value Name: RequireSecuritySignature

Data Type: REG_DWORD

Value Data: 1 (1=enable, 0=disable)



	
	
	

	3.7 
Restrict Null Access

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· RESTRICT Null Access from Clients (Q143138)
	
	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters

Value Name: RestrictNullSessionAccess

Data Type: REG_MULTI_SZ

Value Data: True



	
	
	

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· CONSIDER allowing Null Pipes (Q143138)
	
	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters

Value Name: NullSessionPipes

Data Type: REG_MULTI_SZ

Value Data: Winreg (add or remove names from the list)



	
	
	

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· CONSIDER allowing Null Shares (Q143138)
	
	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters

Value Name: NullSessionShares

Data Type: REG_MULTI_SZ

Value Data: (add or remove names from the list)



	
	
	

	3.8 DNS Server

	For specific information on setting up a DNS server, refer to Microsoft documentation, and KB articles Q198408, Q198409, and Q198410.



	
	
	

	3.8.1 DNS Spoofing

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· CONSIDER enabling your DNS server from receiving non-secure data. (Q241352)
	DNS cache pollution can occur if Directory Naming Service (DNS) "spoofing" has been encountered. The term "spoofing" describes the sending of non-secure data in response to a DNS query. It can be used to redirect queries to a rogue DNS server and can be malicious in nature.
	Use regedt32 to create or assign the following registry key value: 

Registry Key:  HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\Services\DNS\Parameters

Value Name: SecureResponses

Data Type: REG_DWORD

Value Data: 1 (1=enable, 0=disable)

NOTE: Setting the Value Data to 1 eliminates non-secure data.

NOTE: This Registry feature is provided with SP4. 



	
	
	

	3.9 Denial of Service Against TCP/IP Stack

http://www.microsoft.com/TechNet/security/dosrv.asp


	Security Considerations for Network Attacks 
Microsoft’s TCP/IP stack, part of the Windows-family of operating systems, has been tested and proven reliable against many attacks and in its default state handles the most common types. In addition to these built-in capabilities, there are several common sense steps that can be taken to lower the vulnerability of a website to these and other network attacks: 

· Monitor networks boundaries for attacks. Many third party companies offer tools that can detect these types of attacks. (an intrusion detection tool that Is widely used can be found at:www.iss.net) 

· Ensure that routers are not converting layer 3 broadcasts into layer 2 broadcasts. The Cisco command to disable this is: no ip directed-broadcast. This is the default setting for routers that use IOS version 12.0 or greater. 

· Restrict routers to allow only the use of ports that are necessary for the site to function. 

· Disable unnecessary or optional services (i.e.: Client for Microsoft Networks on a IIS server) 

· Enable TCP/IP filtering and restrict access to only the ports that are necessary for the server to function. (see Q150543 for a list of ports that Windows services use) 

· Unbind NetBIOS over TCP/IP where it is not needed. 

· Configure static IP addresses and parameters for public adapters. 

· Configure registry settings for maximum protection 

· Follow the steps for configuring Windows NT and IIS described in the IIS security checklist 

· Consult Microsoft security web site regularly for security bulletins 

	
	
	


	3.9.1

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters

Value Name:  SynAttackProtect
Data Type: REG_DWORD
Value Data: 0, 1, 2
0 (no synattack protection)
1 (reduced retransmission retries and delayed RCE (route cache entry) creation if the TcpMaxHalfOpen and TcpMaxHalfOpenRetried settings are satisfied.)
2 (in addition to 1 a delayed indication to Winsock is made.) 

Note: When the system finds itself under attack the following options on any socket can no longer be enabled : Scalable windows (RFC 1323) and per adapter configured TCP parameters (Initial RTT, window size). This is because when protection is functioning the route cache entry is not queried before the SYN-ACK is sent and the Winsock options are not available at this stage of the connection. 

Default: 0 (False)
Recommendation: 2
Description: Synattack protection involves reducing the amount of retransmissions for the SYN-ACKS, which will reduce the time for which resources have to remain allocated. The allocation of route cache entry resources is delayed until a connection is made. If synattackprotect = 2, then the connection indication to AFD is delayed until the three-way handshake is completed. Also note that the actions taken by the protection mechanism only occur if TcpMaxHalfOpen and TcpMaxHalfOpenRetried settings are exceeded.



	
	
	

	3.9.2

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters

Value Name: TcpMaxHalfOpen
Data Type: REG_DWORD—Number
Value Data: 100–0xFFFF
Default: 100 (Professional, Server), 500 (advanced server)
Recommendation: default
Description: This parameter controls the number of connections in the SYN-RCVD state allowed before SYN-ATTACK protection begins to operate. If SynAttackProtect is set to 1, ensure that this value is lower than the AFD listen backlog on the port you want to protect(see Backlog Parameters for more information) . See the SynAttackProtect parameter for more details. 



	
	
	

	3.9.3

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters

Value Name: TcpMaxHalfOpenRetried
Data Type: REG_DWORD—Number
Value Data: 80–0xFFFF
Default: 80 (Professional, Server), 400 (Advanced Server)
Recommendation: default
Description: This parameter controls the number of connections in the SYN-RCVD state for which there has been at least one retransmission of the SYN sent, before SYN-ATTACK attack protection begins to operate. See the SynAttackProtect parameter for more details. 



	
	
	


	3.9.4

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters

Value Name: EnablePMTUDiscovery
Data Type: REG_DWORD—Boolean
Value Data: 0, 1 (False, True)
Default: 1 (True)
Recommendation: 0
Description: When this parameter is set to 1 (True) TCP attempts to discover the Maximum Transmission Unit (MTU or largest packet size) over the path to a remote host. By discovering the Path MTU and limiting TCP segments to this size, TCP can eliminate fragmentation at routers along the path that connect networks with different MTUs. Fragmentation adversely affects TCP throughput and network congestion. Setting this parameter to 0 causes an MTU of 576 bytes to be used for all connections that are not to hosts on the local subnet.



	
	
	

	3.9.5

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NetBt\Parameters

Value Name:  NoNameReleaseOnDemand
Data Type: REG_DWORD—Boolean
Value Data: 0, 1 (False, True)
Default: 0 (False)
Recommendation: 1
Description: This parameter determines whether the computer releases its NetBIOS name when it receives a name-release request from the network. It was added to allow the administrator to protect the machine against malicious name-release attacks. 



	
	
	

	3.9.6

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters

Value Name: EnableDeadGWDetect
Data Type: REG_DWORD—Boolean
Value Data: 0, 1 (False, True)
Default: 1 (True)
Recommendation: 0
Description: When this parameter is 1, TCP is allowed to perform dead-gateway detection. With this feature enabled, TCP may ask IP to change to a backup gateway if a number of connections are experiencing difficulty. Backup gateways may be defined in the Advanced section of the TCP/IP configuration dialog in the Network Control Panel. See the "Dead Gateway Detection" section this paper for details.



	
	
	


	3.9.7

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters

Value Name:  KeepAliveTime
Data Type: REG_DWORD—Time in milliseconds
Value Data: 1–0xFFFFFFFF
Default: 7,200,000 (two hours)
Recommendation: 300,000
Description: The parameter controls how often TCP attempts to verify that an idle connection is still intact by sending a keep-alive packet. If the remote system is still reachable and functioning, it acknowledges the keep-alive transmission. Keep-alive packets are not sent by default. This feature may be enabled on a connection by an application. 



	
	
	

	3.9.8

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\Interfaces\

Value Name:  PerformRouterDiscovery
Data Type: REG_DWORD
Value Data: 0,1,2
0 (disabled)
1 (enabled)
2 (enable only if DHCP sends the router discover option)
Default: 2, DHCP-controlled but off by default.
Recommendation: 0
Description: This parameter controls whether Windows 2000 attempts to perform router discovery per RFC 1256 on a per-interface basis. See also SolicitationAddressBcast. 



	
	
	

	3.9.9

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\

Value Name:  EnableICMPRedirects
Data Type: REG_DWORD
Value Data: 0, 1 (False, True)
Default: 1 (True)
Recommendation: 0 (False)
Description: This parameter controls whether Windows 2000 will alter its route table in response to ICMP redirect messages that are sent to it by network devices such as a routers. 



	3.10 Network Security Tools

	
	
	

	3.10.1 Network Monitor (Pgs 259-262)

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· Consider using Network Monitor.

The Network Monitor utility lets you monitor network traffic that is sent from or received by the computer where you are running the program.

NOTE: There is a vulnerability with network Monitor.  Make sure you have the latest patch.
	NetMon is a diagnostic tool for monitoring local area networks, locating a downed server, or locating bottlenecks on the networks.  It provides a graphical display of network statistics.


	Install NetMon by choosing the “Network Monitor Tools and Agents” option on the Services tab in the Network utility.


	4.0 Account Security


What to Do


Additional Information

 
How to Implement 

	4.1 Passwords

	
	
	

	4.1.1 
Password Length/Complexity

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented
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C. Passwords must consist of at least eight (8) alphanumeric characters. For increased security, mix in special characters like  +$% and capital letters (IAW AR 380-19) (Q151082, Q161990)
	Verify that WinNT is implementing strong password filtering.

Passfilt.dll implements the following password policy: 

1. Passwords must be at least six (6) characters long. 

2. Passwords must contain characters from at least three (3) of the following four (4) classes: 

a. English upper case letters  A, B, C, ... Z

b. English lower case letters   a, b, c, ... z

c. Westernized Arabic   numerals     0, 1, 2, ... 9  

d. Non-alphanumeric ("special characters") such as punctuation symbols 

3. Passwords may not contain your user name or any part of your full name. 

	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa

Value Name: NotificationPackages

Data Type: REG_MULTI_SZ

Value Data: PASSFILT

NOTE:  Delete “FPNWCLNT’

NOTE:  You must use ‘User Manager’ to change the password length from 6 to 8 characters.

	
	
	

	4.1.2 Password Security

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented
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G. Army policy dictates that passwords in unclassified systems be changed every six months; however, increased security is achieved by changing the password even more frequently


	
	Use “User Manager for Domains” (server) or “User Manager” (workstation), go to “Account Policies”

	
	
	

	4.1.3 Password Authentication

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· VERIFY that WinNT is configured to validate passwords using ONLY Windows NT authentication (Q147706)
NOTE:  Using only Windows NT authentication will prevent Win 9X machines from connecting to your NT domain controller.
	Level 0=Send LM and WinNT authentication (default)

Level 1=Send WinNT authentication and LM authentication only if the server requests it

Level 2=Never send LM authentication


	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa

Value Name:  LMCompatibilityLevel

Data Type:  REG_DWORD

Value Data:  0 (0=both, 1=request, 2=never)



	
	
	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa\MSV1_0 

Value Name: NtlmMinClientSec 

Data Type: REG_DWORD 

Value Data: 0 

Value Name: NtlmMinServerSec 

Data Type: REG_DWORD 

Value Data: 0 



	
	
	

	4.1.4 Password Expiration

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· CONSIDER changing the Password Expiration Notice. (Q135403)
	Default for notification to change passwords is 14 days. ADD this key to either lengthen or shorten the notification time
	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Winlogon

Value Name:  PasswordExpiryWarning

Data Type:  REG_DWORD

Value Data:  7 (set the number in days)



	
	
	

	4.2 Administration

	
	
	

	4.2.1 Privileges (Pgs 159-160)

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· CHECK user accounts, group membership and privileges.



	
	
	

	4.2.2 Account Policies (Ch 8)

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· ENFORCE strict account policies.
	Pgs 161-164

Log Out Attempts = 3

Password History = 4
	From <Start>, select <Programs\Administrative Tools\User Manager for Domains>



	
	
	

	4.3  Users/Groups

	
	
	

	4.3.1 Replace Everyone

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· REPLACE the “Everyone” group with “Authenticated Users” in all shares and directories to which you want to allow common access (if you are running NT4.0 SP3 or later)



	
	
	

	4.3.2 Everyone

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· CHANGE “access this computer from the network” from “Everyone” to “Authenticated Users”



	
	
	


	4.3.3 Special accounts (Pgs 169-170)

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented
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E. Disable the guest account (this is a user manager function) 



	
	
	

	4.3.4 Administrator account (Pgs 166-168)

	
	
	

	4.3.4.1 Rename Administrator account

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented
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D. Rename the administrator account (this is a user manager function) 

NOTE:  The Guest account is automatically disabled with NT 4.0/SP2.


	
	Rename the Administrator account by selecting User, Rename from User Manager menu.

	
	
	

	4.3.4.2 Administrator Group

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· LIMIT the membership of the Administrator group.

By limiting the members of the Administrator group, you limit the number of users who might choose bad passwords.



	
	
	

	4.3.4.3 Disable Administrator Network Access

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· ALLOW network-only lockout for administrator account


	
	C:\>passprop /adminlockout

NOTE:  This utility comes with the Resource Kit.



	
	
	

	4.3.4.4 Password for Administrator account

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· SET a very strong password for administrator account (longer than 8 characters)



	4.4 Account Security Tools

	
	
	

	4.4.1 SECpw_Tools

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	SECpw_Tools have been provided by CECOM to allow system administrators to test their users passwords against the site policy. L0phtCrack 1.5 is a tool for turning Microsoft LANMAN and NT password hashes back into the original clear text passwords.  The program does this using dictionary cracking and also brute force.  L0phtCrack 1.5 returns not just the LANMAN password but the NT password up to 14 characters in length. 

It is available at:

http://www.acert.belvoir.army.mil/tools2/password_tools/SECpw_Tools/SECpwNT.zip
http://www.acert.belvoir.army.mil/tools2/password_tools/SECpw_Tools/dictionaries.Z



	5.0 
Auditing/Logging


What to Do


   Additional Information

 How to Implement

	5.1 DISC4 Policy

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented
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K. Enable auditing for the following events: 

· ENSURE that the minimum required auditing is enabled per DISC4 policy
	Pgs 262-268

Enabling system auditing can inform you of actions that pose security risks and possibly detect security breaches.

NOTE that auditing is a "detection" capability rather than "prevention" capability. It will help you discover security breaches after they occur and therefore should always be considered in addition to various preventive measures.


	EVENT                 SUCCESS               FAILURE

Logon and Logoff           X 

X

File and Object Access  -----

X

Use of User Rights          X

X

User and Group 
            X

X

     Management           

Security Policy Changes X

X

Restart, Shutdown,          X

X

     and System               

Process Tracking         ------

X

To activate security event logging, follow these steps: 

1. Log on as the administrator of the local workstation.

2. Click the Start button, point to Programs, point to Administrative Tools, and then click User Manager.

3. On the Policies menu, click Audit.

4. Click the Audit These Events option.

5. Enable the options you want to use. The following options are available: 

· Log on/Log off. Logs both local and remote resource logons.

· File and Object Access. File, directory, and printer access. 

Note Files and folders must reside on an NTFS partition for security logging to be enabled. Once the auditing of file and object access has been enabled, use Windows NT Explorer to select auditing for individual files and folders.

· User and Group Management. Any user accounts or groups created, changed, or deleted. Any user accounts that are renamed, disabled, or enabled. Any passwords set or changed.

· Security Policy Changes. Any changes to user rights or audit policies.

· Restart, Shutdown, And System. Logs shutdowns and restarts for the local workstation.

· Process Tracking. Tracks program activation, handle duplication, indirect object access, and process exit. 

6. Select the Success check box to enable logging for successful operations, and the Failure check box to enable logging for unsuccessful operations.

7. Click OK. 



	Threat
	Action 

	Hacker-type break-in using random passwords
	Enable failure auditing for log on and log off events.

	Break-in using stolen password



	Enable success auditing for log on and log off events. The log entries will not distinguish between the real users and the phony ones. What you are looking for here is unusual activity on user accounts, such as logons at odd hours or on days when you would not expect any activity.



	Misuse of administrative privileges by authorized users



	Enable success auditing for use of user rights; for user and group management, for security policy changes; and for restart, shutdown, and system events. (Note: Because of the high volume of events that would be recorded, Windows NT does not normally audit the use of the Backup Files And Directories and the Restore Files And Directories rights. Appendix B, "Security In a SOFTWARE Development Environment," explains how to enable auditing of the use of these rights.)



	Virus outbreak



	Enable success and failure write access auditing for program files such as files with .exe and .dll extensions. Enable success and failure process tracking auditing. Run suspect programs and examine the security log for unexpected attempts to modify program files or creation of unexpected processes. Note that these auditing settings generate a large number of event records during routine system use. You should use them only when you are actively monitoring the system log.



	Improper access to sensitive files



	Enable success and failure auditing for file- and object-access events, and then use File Manager to enable success and failure auditing of read and write access by suspect users or groups for sensitive files.



	Improper access to printers



	Enable success and failure auditing for file- and object-access events, and then use Print Manager to enable success and failure auditing of print access by suspect users or groups for the printers.



	
	
	

	5.2 Log Size

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· VERIFY that WinNT server is configured to NOT overwrite data in the event logs should the logs’ size reach their maximum size
	
	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Eventlog\Application

Value Name: Retention

Data Type: REG_DWORD

Value Data: 0Xffffffff



	
	
	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Eventlog\Security

Value Name: Retention

Data Type: REG_DWORD

Value Data: 0Xffffffff



	
	
	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Eventlog\System

Value Name: Retention

Data Type: REG_DWORD

Value Data: 0Xffffffff



	
	
	

	5.3 
Enable Full-Privilege Auditing

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· ENSURE that WinNT is configured to enable full-privilege auditing. This permits the system to audit the user performing systems backups.  However, it may fill up your audit logs.
	Certain privileges in the system are not audited by default even when auditing on privilege use is turned on. This is done to control the growth of audit logs. The privileges are: 

8. Bypass traverse checking (given to everyone)

9. Debug programs (given only to administrators)

10. Create a token object (given to no one)

11. Replace process level token (given to no one)

12. Generate Security Audits (given to no one)

13. Backup files and directories (given to administrators and backup operators)

14. Restore files and directories (given to administrators and backup operators) 

1 is granted to everyone, so it is meaningless from an auditing perspective. 2 is not used in a working system and can be removed from administrators group. 3, 4, and 5 are not granted to any user or group, are highly sensitive privileges, and should not be granted to anyone. However, 6 and 7 are used during normal system operations. 


	To enable auditing of backup and restore privileges, add the following key value to the registry key:

Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa

Value Name: FullPrivilegeAuditing

Data Type: REG_BINARY

Value Data: 1 (1=enable, 0=disable)

NOTE:  these privileges are not audited by default because backup and restore are frequent operations and these privileges are checked for every file and directory backed or restored, which can lead to thousands of audits filling up the audit log in no time. Carefully consider setting auditing on these privileges.



	
	
	


	5.4 
Disable Guest Access to Logs (Pg 269)

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· ENSURE that Guest access is taken away from viewing all Log files.


	Default configuration allows guests and null logons ability to view event logs (system and application logs). Security log is protected from guest access by default, it is viewable by users who have "Manage Audit Logs" user right. 


	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Eventlog\Application

Value Name:  RestrictGuestAccess

Data Type:  REG_DWORD 

Value Data:  1 (1=enable, 0=disable)

	
	
	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Eventlog\Security

Value Name:  RestrictGuestAccess

Data Type:  REG_DWORD 

Value Data:  1 (1=enable, 0=disable)



	
	
	Use regedt32 to create or assign the following registry key value: 

Registry Key: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Eventlog\System

Value Name:  RestrictGuestAccess

Data Type:  REG_DWORD 

Value Data:  1 (1=enable, 0=disable)



	
	
	

	5.5 
Halt the System on Max Audit Log 

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· CONSIDER configuring WinNT to halt once any of the three event logs have reached the maximum size specified in the “Event Viewer” (Q149393, Q178208)
	
	Use regedt32 to create or assign the following registry key value: 

Registry Hive: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa

Value Name: CrashOnAuditFail

Data Type: REG_DWORD

Value Data: 1 (1=enable, 0=disable)



	5.6 Auditing Tools

	
	
	

	5.6.1 Event Viewer (Pgs 88, 266)

	PRIVATE

	Completed
	
	Not Applicable
	
	Not Implemented

	· USE the Event Viewer to display entries in the log files.
	
	Go to <Start>, go to <Programs\Administrative Tools\Event Viewer>, Select “Log”, then select either “System,” “Security,” or “Application”




Appendix A: NT Security Links

1. Aelita SOFTWARE

http://www.ntsecurity.com/
2. AltaVista: Simple Query Windows NT security 

http://altavista.digital.com/cgi-bin/query?pg=q&q=windows+nt+security
3. Firewall white paper for Microsoft Windows NT Security 

http://www.ntresearch.com/firewall.htm
4. Microsoft Knowledge Base

http://support.microsoft.com/support
5. Microsoft, Inc.

http://www.microsoft.com/security
email: secure@microsoft.com

6. Microsoft TechNet

http://www.microsoft.com/technet/



7. NTBugTraq

http://www.ntbugtraq.com/
8. NT Information Links

http://members.theglobe.com/NTLINK/Linkpage1.html
9. NT Link

http://www.ntlink.com/Computer_and_Internet/
10. NT Shop

http://www.ntshop.net/
11. Santeria Systems

http://pw2.netcom.com/~honeyluv/index.html
12. Somarsoft - Windows NT related sites 

http://www.somarsoft.com/ntsites.htm
13. Systems Internals

http://www.ntinternals.com/
14. Trusted Systems, Inc.

http://www.trustedsystems.com
15. The UNIX vs NT Organization

http://www.unix-vs-nt.org/
16. Windows NT Security Handbook – Appendix G: Steps for Evaluating the Security of a Windows NT Installation 

http://www.ntresearch.com/ntchecks.htm
17. Windows NT Resources

http://www.activexserver.com/bbs1/mnu_sub.asp?t=2&c=200&s=0&i=0&showframe=2
18. Windows NT Security 

http://www.space4less.com/usr/teknopia/security/winnt.html
19. Windows NT Security 

http://www.securityserver.com/cgi-local/ssis.pl/category/winnt.htm
20. Windows NT Security in Theory and Practice 

http://www.microsoft.com/WIN32DEV/NETWRK/SECCPP.HTM
21. WinNT Manager's Guide (must have Acrobat Reader loaded)

http://ciac.llnl.gov/ciac/documents/CIAC-2317_Windows_NT_Managers_Guide.pdf
22. ZDNet

http://www.zdnet.com/windows/nt/security/
Government Links

1. Air Force Computer Emergency Response Team (AFCERT)

http://afcert.csap.af.mil/
2. Army Computer Emergency Response Team (ACERT)

http://www.acert.belvoir.army.mil/
3. CERT/CC (Coordination Center)

http://www.cert.org/
4. Chief of Naval Education and Training

http://www.cnet.navy.mil/
5. Computer Incident Advisory Capability (CIAC) Index of documents

http://ciac.llnl.gov/ciac/documents/
6. DoD Computer Emergency Response Team (DOD-CERT) [Formerly ASSIST]

http://www.assist.mil/
7. DoD INFOSEC Training Facility (ITF) 

http://www.disa.mil/ciss/cissitf.html
8. DoD Network Information Center

http://nic.mil/
9. Jerold Schulman Inc. (NT Hacks)

http://www.jsiinc.com/
10. National Computer Science Center (NCSC) Commercial Product Evaluations

 http://www.radium.ncsc.mil/tpep
11. National Infrastructure Protection Center (NIPC)

http://www.fbi.gov/nipc/welcome.htm
12. National Institute of Standards and Technology (NIST) Computer Security Resource Clearinghouse

http://cs-www.ncsl.nist.gov/
13. NIST Computer Security Division 

http://www.itl.nist.gov/div893/
14. NIST Publications

http://csrc.nist.gov/publications/welcome.html
15. Navy InfoSec

http://infosec.nosc.mil/content.html
16. NT Security

http://www.ntsecurity.net/
17. Rainbow Series and Related Documents 

http://www.fas.org/irp/nsa/rainbow.htm
Appendix B: Useful security tools 

There are many good tools available for checking your system. The list below is not a complete list, and you should NOT rely on these to do ALL of your work for you. They are intended to be only a guide. 

B.1 Toneloc

This is a wardialer. Wardialing is the practice of dialing all the phone numbers in a range in order to find those that will answer with a modem. It is available at: http://www.acert.belvoir.army.mil/tools2/Other_tools/toneloc/toneloc.zip
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Appendix D: How To Eliminate The Ten Most Critical Internet Security Threats 

The Experts’ Version 1.28 November 8, 2000 Copyright 2000, The SANS Institute

http://www.sans.org/topten.htm
Here is the experts’ list of the Ten Most Often Exploited Internet Security Flaws along with the actions needed to rid your systems of these vulnerabilities. 

Three Notes For Readers:

Note 1. This is a living document. It includes initial, step-by-step instructions and pointers for correcting the flaws. We will update these instructions as more current or convenient methods are identified and we welcome your input. This is a community consensus document – your experience in eliminating the vulnerabilities can help others who come after you. To make suggestions e-mail info@sans.org with the subject Top Ten Comments. To get the latest version of the guidelines, e-mail info@sans.org with the subject Top Ten Fixes.

Note 2. You’ll find references to CVE numbers – the Common Vulnerabilities and Exposures reference numbers that correspond with vulnerabilities. CAN numbers are candidates for CVE entries that are not yet fully verified. For more data on the award-winning CVE project, see http://cve.mitre.org. 

Note 3. At the end of the list, you’ll find an extra section offering a list of the ports used by commonly probed and attacked services. By blocking traffic to those ports at the firewall or other network perimeter protection device, you add an extra layer of defense that helps protect you from configuration mistakes. 

1. BIND weaknesses: nxt, qinv and in.named allow immediate root compromise. 

The Berkeley Internet Name Domain (BIND) package is the most widely used implementation of Domain Name Service (DNS) -- the critical means by which we all locate systems on the Internet by name (e.g., www.sans.org) without having to know specific IP addresses -- and this makes it a favorite target for attack. Sadly, according to a mid-1999 survey, about 50% of all DNS servers connected to the Internet are running vulnerable versions of BIND. In a typical example of a BIND attack, intruders erased the system logs, and installed tools to gain administrative access. They then compiled and installed IRC utilities and network scanning tools, which they used to scan more than a dozen class-B networks in search of additional systems running vulnerable versions of BIND. In a matter of minutes, they had used the compromised system to attack hundreds of remote systems abroad, resulting in many additional successful compromises. This illustrates the chaos that can result from a single vulnerability in the software for ubiquitous Internet services such as DNS.  

Systems Affected: 

Multiple UNIX and Linux systems

As of May 22, 2000, any version earlier than BIND v.8.2.2 patch level 7 is vulnerable.

CVE Entries: 

nxt CVE-1999-0833

qinv CVE-1999-0009

Other related entries: CVE-1999-0835, CVE-1999-0848, CVE-1999-0849, CVE-1999-0851

Advice on correcting the problem:

A. Disable the BIND name daemon (named) on all systems that are not authorized to be DNS servers. Some experts recommend you also remove the DNS software.

B. On machines that are authorized DNS servers, update to the latest version and patch level (as of May 22, 2000, latest version was 8.2.2 patch level 7) Use the guidance contained in the following advisories:

For the NXT vulnerability: http://www.cert.org/advisories/CA-99-14-bind.html

For the QINV (Inverse Query) and NAMED vulnerabilities: http://www.cert.org/advisories/CA-98.05.bind_problems.html

http://www.cert.org/summaries/CS-98.04.html

C. Run BIND as a non-privileged user for protection in the event of future remote-compromise attacks. (However, only processes running as root can be configured to use ports below 1024 – a requirement for DNS. Therefore you must configure BIND to change the user-id after binding to the port.)

D. Run BIND in a chroot()ed directory structure for protection in the event of future remote-compromise attacks.

2.  Vulnerable CGI programs and application extensions (e.g., ColdFusion) installed on web servers. 

Most web servers support Common Gateway Interface (CGI) programs to provide interactivity in web pages, such as data collection and verification. Many web servers come with sample CGI programs installed by default. Unfortunately, many CGI programmers fail to consider ways in which their programs may be misused or subverted to execute malicious commands. Vulnerable CGI programs present a particularly attractive target to intruders because they are relatively easy to locate, and they operate with the privileges and power of the web server software itself. Intruders are known to have exploited vulnerable CGI programs to vandalize web pages, steal credit card information, and set up back doors to enable future intrusions, even if the CGI programs are secured. When Janet Reno's picture was replaced by that of Adolph Hitler at the Department of Justice web site, an in-depth assessment concluded that a CGI hole was the most probable avenue of compromise. Allaire's ColdFusion is a web server application package which includes vulnerable sample programs when installed. As a general rule, sample programs should always be removed from production systems.  

Systems Affected: 

All web servers. 

CVE Entries: 

** Sample CGI programs (All CGI)

Remedy: 

Remove all sample CGI programs on a production server.

** CAN-1999-0736(IIS 4.0, Microsoft Site Server 3.0, which is included with Microsoft Site Server 3.0 Commerce Edition, Microsoft Commercial Internet System 2.0, and Microsoft BackOffice Server 4.0 and 4.5)

(see http://www.microsoft.com/technet/security/bulletin/ms99-013.asp)

Remedy:

Apply patch at : ftp://ftp.microsoft.com/bussys/iis/iis-public/fixes/usa/Viewcode-fix/
CVE-1999-0067 (phf phone book program included with older NCSA and Apache server)

CVE-1999-0068 ('mylog.html' sample script shipped with the PHP/FI)

CVE-1999-0270 (IRIX 6.2, IRIX 6.3, IRIX 6.4)

CVE-1999-0346 (sample script shipped with the PHP/FI package)

CVE-2000-0207 (IRIX 6.5)

Most important CGI Vulnerabilities not including sample programs

CAN-1999-0467 (WebCom Guestbook CGI)

** CAN-1999-0509 (All CGI Web Servers)

Refer to http://www.cert.org/advisories/CA-96.11.interpreters_in_cgi_bin_dir.html
Remedy:

The solution to this problem is to ensure that the CGI bin directory does not include any general-purpose interpreters, for example 

· PERL 

· Tcl 

· UNIX shells (sh, csh, ksh, etc.) 

CVE-1999-0021 (Muhammad A. Muquit's wwwcount version 2.3)

CVE-1999-0039 (Outbox Environment Subsystem for IRIX)

CVE-1999-0058 (PHP/FI package written by Rasmus Lerdorf)

CVE-1999-0147 (Glimpse HTTP 2.0 and WebGlimpse)

CVE-1999-0148 (Outbox Environment Subsystem for IRIX)

CVE-1999-0149 (Outbox Environment Subsystem for IRIX)

** CVE-1999-0174 (All CGI Web Servers) Refer to, 

http://xforce.iss.net/static/291.php
(More info at http://www.netspace.org/cgi-bin/wa?A2=ind9702B&L=bugtraq&P=R64)

Remedy:

Remove the "view-source" script from the cgi-bin directory on your web server.

CVE-1999-0177 (O'Reilly Website 2.0 and earlier CGI)

CVE-1999-0178 (O'Reilly Website 2.0 and earlier CGI)

CVE-1999-0237 (Webcom's CGI Guestbook for Win32 web servers)

CVE-1999-0262 (fax survey CGI script on Linux )

CVE-1999-0279 (Excite for Web Servers)

CVE-1999-0771 (Compaq Management Agents and the Compaq Survey Utility)

CVE-1999-0951 (OmniHTTPd CGI program)

CVE-2000-0012 (MS SQL CGI program)

CVE-2000-0039 (AltaVista search engine)

CVE-2000-0208 (htsearch CGI script for ht://dig)

ColdFusion Sample Program Vulnerabilities

** CAN-1999-0455

** CAN-1999-0922

** CAN-1999-0923

ColdFusion Other Vulnerability

** CAN-1999-0760

** CVE-2000-0057

Advice on correcting the problem:

A. Do not run web servers as root 

B. Get rid of CGI script interpreters in bin directories: 

http://www.cert.org/advisories/CA-96.11.interpreters_in_cgi_bin_dir.html
C. Remove unsafe CGI scripts 

http://www.cert.org/advisories/CA-97.07.nph-test-cgi_script.html
http://www.cert.org/advisories/CA-96.06.cgi_example_code.html
http://www.cert.org/advisories/CA-97.12.webdist.html
D. Write safer CGI programs:

http://www-4.ibm.com/software/developer/library/secure-cgi/
http://www.cert.org/tech_tips/cgi_metacharacters.html
http://www.cert.org/advisories/CA-97.24.Count_cgi.html
E. Don't configure CGI support on Web servers that don't need it.

F. Run your Web server in a chroot()ed environment to protect the machine against yet to be discovered exploits 

3. Remote Procedure Call (RPC) weaknesses in rpc.ttdbserverd (ToolTalk), rpc.cmsd (Calendar Manager), and rpc.statd that allow immediate root compromise 

Remote procedure calls (RPC) allow programs on one computer to execute programs on a second computer. They are widely-used to access network services such as shared files in NFS. Multiple vulnerabilities caused by flaws in RPC, are being actively exploited. There is compelling evidence that the vast majority of the distributed denial of service attacks launched during 1999 and early 2000 were executed by systems that had been victimized because they had the RPC vulnerabilities. The broadly successful attack on U.S. military systems during the Solar Sunrise incident also exploited an RPC flaw found on hundreds of Department of Defense systems. 

Systems Affected: 

Multiple UNIX and Linux systems

CVE Entries: 

rpc.ttdbserverd - CVE-1999-0687, CVE-1999-0003, CVE-1999-0693 (-0687 is newer than -0003, but both allow root from remote attackers and it's likely that -0003 is still around a LOT; -0693 is only locally exploitable, but does give root)

rpc.cmsd – CVE-1999-0696

rpc.statd - CVE-1999-0018, CVE-1999-0019.

Advice on correcting the problem:

A. Wherever possible, turn off and/or remove these services on machines directly accessible from the Internet.

B. Where you must run them, install the latest patches:

For Solaris Software Patches: 

http://sunsolve.sun.com
For IBM AIX Software 

http://techsupport.services.ibm.com/support/rs6000.support/downloads
http://techsupport.services.ibm.com/rs6k/fixes.html
For SGI Software Patches:

http://support.sgi.com/
For Compaq (Digital Unix) Patches:

http://www.compaq.com/support
Search the vendor patch database for tooltalk patches and install them right away.

A summary document pointing to specific guidance about each of three principal RPC vulnerabilities may be found at: http://www.cert.org/incident_notes/IN-99-04.html
For statdd: http://www.cert.org/advisories/CA-99-05-statd-automountd.html
For ToolTalk: http://www.cert.org/advisories/CA-98.11.tooltalk.html
For Calendar Manager: http://www.cert.org/advisories/CA-99-08-cmsd.html
4. RDS security hole in the Microsoft Internet Information Server (IIS) 

Microsoft’s Internet Information Server (IIS) is the web server software found on most web sites deployed on Microsoft Windows NT and Windows 2000 servers. Programming flaws in IIS’s Remote Data Services (RDS) are being employed by malicious users to run remote commands with administrator privileges. Some participants who developed the "Top Ten" list believe that exploits of other IIS flaws, such as .HTR files, are at least as common as exploits of RDS. Prudence dictates that organizations using IIS install patches or upgrades to correct all known IIS security flaws when they install patches or upgrades to fix the RDS flaw.  

Systems Affected: 

Microsoft Windows NT systems using Internet Information Server

CVE Entries: 

CVE-1999-1011

Advice on correcting the problem:

An outstanding guide to the RDS weakness and how to correct it may be found 

at: http://www.wiretrip.net/rfp/p/doc.asp?id=29&iface=2
B. Microsoft has also posted relevant information at:

http://support.microsoft.com/support/kb/articles/q184/3/75.asp
http://www.microsoft.com/technet/security/bulletin/ms98-004.asp
http://www.microsoft.com/technet/security/bulletin/ms99-025.asp
5. Sendmail and MIME buffer overflows as well as pipe attacks that allow immediate root compromise. 

Sendmail is the program that sends, receives, and forwards most electronic mail processed on UNIX and Linux computers. Sendmail’s widespread use on the Internet makes it a prime target of attackers. Several flaws have been found over the years. The very first advisory issued by CERT/CC in 1988 made reference to an exploitable weakness in sendmail. In one of the most common exploits, the attacker sends a crafted mail message to the machine running Sendmail, and Sendmail reads the message as instructions requiring the victim machine to send its password file to the attacker’s machine (or to another victim) where the passwords can be cracked. 

Systems Affected: 

Multiple UNIX and Linux systems

CVE Entries: 

CVE-1999-0047, CVE-1999-0130, CVE-1999-0131, CVE-1999-0203, CVE-1999-0204, CVE-1999-0206. 

CVE-1999-0130 is locally exploitable only.

Advice on correcting the problem:

A. Upgrade to latest version of Sendmail and/or implement patches for sendmail. See

http://www.cert.org/advisories/CA-97.05.sendmail.html
B. Do not run Sendmail in daemon mode (turn off the -bd switch) on machines that are neither mail servers nor mail relays.

6. sadmind and mountd 

Sadmind allows remote administration access to Solaris systems, providing graphical access to system administration functions. Mountd controls and arbitrates access to NFS mounts on UNIX hosts. Buffer overflows in these applications can be exploited allowing attackers to gain control with root access. 

Systems Affected: 

Multiple UNIX and Linux systems

Sadmind: Solaris machines only

CVE Entries: 

sadmind - CVE-1999-0977

mountd - CVE-1999-0002.

Advice on correcting the problem:

A. Wherever possible, turn off and/or remove these services on machines directly accessible from the Internet.

B. Install the latest patches:

For Solaris Software Patches:

http://sunsolve.sun.com
For IBM AIX Software

http://techsupport.services.ibm.com/support/rs6000.support/downloads
http://techsupport.services.ibm.com/rs6k/fixes.html
For SGI Software Patches:

http://support.sgi.com/
For Compaq (Digital Unix) Patches:

http://www.compaq.com/support
C. More guidance at:

http://www.cert.org/advisories/CA-99-16-sadmind.html
http://www.cert.org/advisories/CA-98.12.mountd.html
7. Global file sharing and inappropriate information sharing via NetBIOS and Windows NT ports 135->139 (445 in Windows2000), or UNIX NFS exports on port 2049, or Macintosh Web sharing or AppleShare/IP on ports 80, 427, and 548.  

These services allow file sharing over networks. When improperly configured, they can expose critical system files or give full file system access to any hostile party connected to the network. Many computer owners and administrators use these services to make their file systems readable and writeable in an effort to improve the convenience of data access. Administrators of a government computer site used for software development for mission planning made their files world readable so people at a different government facility could get easy access. Within two days, other people had discovered the open file shares and stolen the mission planning software.

When file sharing is enabled on Windows machines they become vulnerable to both information theft and certain types of quick-moving viruses. A recently released virus called the 911 Worm uses file shares on Windows 95 and 98 systems to propagate and causes the victim’s computer to dial 911 on its modem. Macintosh computers are also vulnerable to file sharing exploits.

The same NetBIOS mechanisms that permit Windows File Sharing may also be used to enumerate sensitive system information from NT systems. User and Group information (usernames, last logon dates, password policy, RAS information), system information, and certain Registry keys may be accessed via a "null session" connection to the NetBIOS Session Service. This information is typically used to mount a password guessing or brute force password attack against the NT target.

Systems Affected: 

UNIX, Windows, and Macintosh systems.

CVE Entries: 

SMB shares with poor access control - CAN-1999-0520

NFS exports to the world - CAN-1999-0554

These candidate entries are likely to change significantly before being accepted as full CVE entries.

Advice on correcting the problem:

A. When sharing mounted drives, ensure only required directories are shared.

B. For added security, allow sharing only to specific IP addresses because DNS names can be spoofed. 

C. For Windows systems, ensure all shares are protected with strong passwords.

D. For Windows NT systems, prevent anonymous enumeration of users, groups, system configuration and registry keys via the "null session" connection. 

Block inbound connections to the NetBIOS Session Service (tcp 139) at the router or the NT host.

Consider implementing the RestrictAnonymous registry key for Internet-connected hosts in standalone or non-trusted domain environments:

NT4: http://support.microsoft.com/support/kb/articles/Q143/4/74.asp
Win2000: http://support.microsoft.com/support/kb/articles/Q246/2/61.ASP
E. A quick, free, and secure test for the presence of NetBIOS file sharing, and its related vulnerabilities, effective for machines running ANY operating system, is available at the Gibson Research Corporation web site. Simply visit http://grc.com/ and click the "ShieldsUP" icon to receive a real-time appraisal of any system's NetBIOS exposure. Detailed instructions are available to help Microsoft Windows users deal with NetBIOS vulnerabilities.

F. For Macintosh systems, disable file sharing and web sharing extensions unless absolutely required. If file sharing must be enabled, ensure strong passwords for access, and stop file sharing during periods in which it is not required.

To permanently disable Web sharing in MacOS 8 or MacOS 9, remove two files and restart:

System Folder:Control Panels:Web Sharing

System Folder:Extensions:Web Sharing Extension

To permanently disable AppleShare/IP in MacOS 9, remove one file and restart:

System Folder:Extensions:Shareway IP Personal Bgnd

8. User IDs, especially root/administrator with no passwords or weak passwords. 

Some systems come with "demo" or "guest" accounts with no passwords or with widely-known default passwords. Service workers often leave maintenance accounts with no passwords, and some database management systems install administration accounts with default passwords. In addition, busy system administrators often select system passwords that are easily guessable ("love," "money," "wizard" are common) or just use a blank password. Default passwords provide effortless access for attackers. Many attackers try default passwords and then try to guess passwords before resorting to more sophisticated methods. Compromised user accounts get the attackers inside the firewall and inside the target machine. Once inside, most attackers can use widely-accessible exploits to gain root or administrator access. 

Systems Affected: 

All systems.

CVE Entries: 

Unix guessable (weak) password - CAN-1999-0501

Unix default or blank password - CAN-1999-0502

NT guessable (weak) password - CAN-1999-0503

NT default or blank password - CAN-1999-0504

These candidate entries are likely to change significantly before being accepted as full CVE entries.

Advice on correcting the problem:

A. Create an acceptable password policy including assigned responsibility and frequency for verifying password quality. Ensure senior executives are not exempted. Also include in the policy a requirement to change all default passwords before attaching computers to the Internet, with substantial penalties for non-compliance.

B1. VERY IMPORTANT! Obtain written authority to test passwords

B2. Test passwords with password cracking programs:

For Windows NT: l0pthcrack http://www.l0pht.com
For UNIX: Crack http://www.users.dircon.co.uk/~crypto
C. Implement utilities that check passwords when created.

For UNIX: Npasswd, http://www.utexas.edu/cc/unix/software/npasswd
For Windows NT: http://support.microsoft.com/support/kb/articles/Q161/9/90.asp
D. Force passwords to expire periodically (at a frequency established in your security policy).

E. Maintain password histories so users cannot recycle old passwords.

Additional information may be found at:

http://www.cert.org/tech_tips/passwd_file_protection.html
http://www.cert.org/incident_notes/IN-98.03.html
http://www.cert.org/incident_notes/IN-98.01.irix.html
9. IMAP and POP buffer overflow vulnerabilities or incorrect configuration. 

IMAP and POP are popular remote access mail protocols, allowing users to access their e-mail accounts from internal and external networks. The "open access" nature of these services makes them especially vulnerable to exploitation because openings are frequently left in firewalls to allow for external e-mail access. Attackers who exploit flaws in IMAP or POP often gain instant root-level control. 

Systems Affected: 

Multiple UNIX and Linux systems

CVE Entries: 

CVE-1999-0005, CVE-1999-0006, CVE-1999-0042, CVE-1999-0920, CVE-2000-0091

Advice on correcting the problem:

A. Disable these services on machines that are not e-mail servers.

B. Use the latest patches and versions. Additional information may be found at:

http://www.cert.org/advisories/CA-98.09.imapd.html
http://www.cert.org/advisories/CA-98.08.qpopper_vul.html
http://www.cert.org/advisories/CA-97.09.imap_pop.html
C. Some of the experts also recommend controlling access to these services using TCP wrappers and encrypted channels such as SSH and SSL to protect passwords.

10. Default SNMP community strings set to ‘public’ and ‘private.’ 

The Simple Network Management Protocol (SNMP) is widely used by network administrators to monitor and administer all types of network-connected devices ranging from routers to printers to computers. SNMP uses an unencrypted "community string" as its only authentication mechanism. Lack of encryption is bad enough, but the default community string used by the vast majority of SNMP devices is "public", with a few "clever" network equipment vendors changing the string to "private". Attackers can use this vulnerability in SNMP to reconfigure or shut down devices remotely. Sniffed SNMP traffic can reveal a great deal about the structure of your network, as well as the systems and devices attached to it. Intruders use such information to pick targets and plan attacks. 

Systems Affected: 

All system and network devices.

CVE Entries: 

default or blank SNMP community name (public) - CAN-1999-0517

guessable SNMP community name - CAN-1999-0516

hidden SNMP community strings - CAN-1999-0254, CAN-1999-0186

These candidate entries are likely to change significantly before being accepted as full CVE entries.

Advice on correcting the problem:

A. If you do not absolutely require SNMP, disable it.

B. If you are using SNMP, use the same policy for community names as used for passwords described in Vulnerability Cluster Number 8 above.

C. Validate and check community names using snmpwalk.

D. Where possible make MIBs read only. Additional information:

http://www.cisco.com/univercd/cc/td/doc/cisintwk/ito_doc/snmp.htm#xtocid210315
Appendix A: A High Priority Bonus Item for Windows Users and Administrators: Various Scripting Holes in Internet Explorer and Office2000 

Recent virus attacks have illustrated how macro and script code could spread easily through e-mail attachments, and people were admonished to avoid opening potentially dangerous attachments. However, Windows users can also spread malicious viruses without opening attachments. Microsoft Outlook and Outlook Express will execute HTML and script code in an e-mail in their default installations. In addition, several so-called ActiveX components are incorrectly executable from an e-mail containing HTML and script code. Some of the vulnerable controls include the Scriplet.typlib (ships with IE 4.x and 5.x) and the UA control (Office 2000). Other vulnerabilities arising from the use of Active Scripting are that an e-mail could be used to install new software on a users computer.

A relatively benign virus known as the kak worm is already spreading through these mechanisms. A malicious version of kak can be anticipated at any time. We recommend that all users and administrators set Outlook and Outlook Express to read e-mail in the "Restricted Sites Zone" and then further disable all Active Scripting and ActiveX related settings in that zone. This is done in the Options dialog's Security tab, but can be automated using System Policies. Microsoft has made patches available for the individual problems and is readying a patch which will set the security settings in Outlook, but apparently has no plans on fixing Outlook Express.

Systems Affected:

All Windows systems with Internet Explorer 4.x and 5.x (even if it is not used) or Office 2000. Windows 2000 is not affected by some of the IE issues.

CVE Entries:

CVE-1999-0668

CAN-2000-0329

Advice on correcting the problem:

http://www.microsoft.com/security/bulletins/ms99-032.asp
http://www.microsoft.com/security/bulletins/MS99-048.asp
http://www.microsoft.com/technet/security/bulletin/MS00-034.asp
The fixes for the particular vulnerabilities discussed here are available from:

http://www.microsoft.com/msdownload/iebuild/scriptlet/en/scriptlet.htm
http://www.microsoft.com/msdownload/iebuild/ascontrol/en/ascontrol.htm
http://officeupdate.microsoft.com/info/ocx.htm
Set your Security Zone to restricted sites and then disable all active content in that zone. 

Apply the patch to Outlook as soon as it becomes available at:

http://www.officeupdate.com/2000/articles/out2ksecarticle.htm
Updating your virus detection software, while important, is not a complete solution for this problem. You must also correct the flaws in Microsoft's software.

Appendix B: Perimeter Protection For An Added Layer of Defense In Depth 

In this section, we list ports that are commonly probed and attacked. Blocking these ports is a minimum requirement for perimeter security, not a comprehensive firewall specification list. A far better rule is to block all unused ports. And even if you believe these ports are blocked, you should still actively monitor them to detect intrusion attempts. A warning is also in order. Blocking some of the ports in the following list may disable needed services. Please consider the potential effects of these recommendations before implementing them.

1. Block "spoofed" addresses-- packets coming from outside your company sourced from internal addresses, private (RFC1918 and network 127) and IANA reserved addresses. Also block source routed packets. 

2. Login services-- telnet (23/tcp), SSH (22/tcp), FTP (21/tcp), NetBIOS (139/tcp), rlogin et al (512/tcp through 514/tcp) 

3. RPC and NFS-- Portmap/rpcbind (111/tcp and 111/udp), NFS (2049/tcp and 2049/udp), lockd (4045/tcp and 4045/udp) 

4. NetBIOS in Windows NT -- 135 (tcp and udp), 137 (udp), 138 (udp), 139 (tcp). Windows 2000 – earlier ports plus 445(tcp and udp) 

5. X Windows -- 6000/tcp through 6255/tcp 

6. Naming services-- DNS (53/udp) to all machines which are not DNS servers, DNS zone transfers (53/tcp) except from external secondaries, LDAP (389/tcp and 389/udp) 

7. Mail-- SMTP (25/tcp) to all machines, which are not external mail relays, POP (109/tcp and 110/tcp), IMAP (143/tcp) 

8. Web-- HTTP (80/tcp) and SSL (443/tcp) except to external Web servers, may also want to block common high-order HTTP port choices (8000/tcp, 8080/tcp, 8888/tcp, etc.) 

9. "Small Services"-- ports below 20/tcp and 20/udp, time (37/tcp and 37/udp) 

10. Miscellaneous-- TFTP (69/udp), finger (79/tcp), NNTP (119/tcp), NTP (123/tcp), LPD (515/tcp), syslog (514/udp), SNMP (161/tcp and 161/udp, 162/tcp and 162/udp), BGP (179/tcp), SOCKS (1080/tcp) 

11. ICMP-- block incoming echo request (ping and Windows traceroute), block outgoing echo replies, time exceeded, and destination unreachable messages except "packet too big" messages (type 3, code 4). (This item assumes that you are willing to forego the legitimate uses of ICMP echo request in order to block some known malicious uses.) 

See also Top Ten Blocking Recommendations Using ipchains and Top Ten Blocking Recommendations Using Cisco ACLs in the SANS Infosec Reading Room.

========================================================================================

The School of Information Technology has made every effort to ensure that the information contained in this checklist is accurate.  However, the decision to use the tools and techniques described is the responsibility of each user or organization.  The appropriateness of each item for an organization or individual system should be considered before application in conjunction with local policies and procedures.  The School of Information Technology takes no responsibility for the consequences of applying the contents of this document.  

========================================================================================

If you believe that your system has been compromised, contact your SA, ISSO, ISSM, RCERT, or ACERT. 
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1.1.3  It should be noted that not all hardware supports the removal of peripheral devices.  SAs should check with their vendor.
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If the case is not locked, and then the CMOS password can be by-passed by removing the battery, and/or changing jumper settings.
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1.9


Windows NT System Key Permits Strong Encryption of the SAM 


--------------------------------------------------------------------------------


The information in this article applies to:





Microsoft Windows NT Workstation version 4.0 


Microsoft Windows NT Server version 4.0


--------------------------------------------------------------------------------


SUMMARY


The Windows NT Server 4.0 System Key hotfix provides the capability to use strong encryption techniques to increase protection of account password information stored in the registry by the Security Account Manager (SAM). Windows NT Server stores user account information, including a derivative of the user account password, in a secure portion of the Registry protected by access control and an obfuscation function. The account information in the Registry is only accessible to members of the Administrators group. Windows NT Server, like other operating systems, allows privileged users who are administrators access to all resources in the system. For installations that want enhanced security, strong encryption of account password derivative information provides an additional level of security to prevent Administrators from intentionally or unintentionally accessing password derivatives using Registry programming interfaces. 





This file has been posted to the following Internet location: 





ftp://ftp.microsoft.com/bussys/winnt/winnt-public/fixes/usa/nt40/hotfixes-postsp2/sec-fix/


NOTE: If you want to change where the SYSKEY key is stored, use the SYSKEY tool do not modify the registry directly. If you modify the registry, SYSKEY will work correctly but give the impression that it is not. 





IMPORTANT: For important information about a security issue with the Syskey tool, see the following article in the Microsoft Knowledge Base: 


Q248183 Syskey Tool Reuses Keystream 





MORE INFORMATION


The strong encryption capability with the Windows NT 4.0 System Key hotfix is an optional feature. Administrators may choose to implement strong encryption by defining a System Key for Windows NT. Strong encryption protects private account information by encrypting the password data using a 128-bit cryptographically random key, known as a password encryption key. 





Only the private password information is strongly encrypted in the database, not the entire account database. Every system using the strong encryption option will have a unique password encryption key. The password encryption key is itself encrypted with a System Key. Strong password encryption may be used on both Windows NT Server and Workstation where account information is stored. Using strong encryption of account passwords adds additional protection for the contents of the SAM portion of the registry and subsequent backup copies of the registry information in the %systemroot%\repair directory created using the RDISK command and on system backup tapes. 





The System Key is defined using the command Syskey.exe. Only members of the Administrators group can run the Syskey.exe command. The utility is used to initialize or change the System Key. The System Key is the "master key" used to protect the password encryption key and therefore protection of the System Key is a critical system security operation. 





There are three options for managing the System Key designed to meet the needs of different Windows NT environments. The System Key options are the following: 





Use a machine-generated random key as the System Key and store the key on the local system using a complex obfuscation algorithm. This option provides strong encryption of password information in the registry and allows for unattended system restart. 





Use a machine-generated random key and store the key on a floppy disk. The floppy disk with the System Key is required for the system to start and must be inserted when prompted after Windows NT begins the startup sequence, but before the system is available for users to logon. The System Key is not stored anywhere on the local system. 





Use a password chosen by the Administrator to derive the System Key. Windows NT will prompt for the System Key password when the system is in the initial startup sequence, but before the system is available for users to logon. The System Key password is not stored anywhere on the system. An MD5 digest of the password is used as the master key to protect the password encryption key. 





The System Key options using either a password or requiring a floppy disk introduce a new prompt during the initialization of the Windows NT operating system. They offer the strongest protection option available because master key material is not stored on the system and control of the key can be restricted to a few individuals. On the other hand, knowledge of the System Key password, or possession of the System Key disk is required to boot the system. (If the System Key is saved to a floppy disk, backup copies of the System Key disk are recommended.) Unattended system restart may require that System Key material be available to the system without Administrator response. Storing the System Key on the local system using a complex obfuscation algorithm makes the key available only to core operating system security components. In the future, it will be possible to configure the System Key to obtain the key material from tamper proof hardware components for maximum security. 





WARNING: If the System Key password is forgotten or the System Key floppy disk is lost, it may not be possible to start the system. Protect and store the System Key information safely with backup copies in the event of emergency. The only way to recover the system if the System Key is lost is using a repair disk to restore the registry to a state prior to enabling strong encryption. See the Repair Issues section below. 





Strong encryption may be configured independently on the Primary and each Backup Domain Controllers (DCs). Each domain controller will have a unique password encryption key and a unique System Key. For example, the Primary DC may be configured to use a machine generated System Key stored on a disk, and Backup DCs may each use a different machine generated System Key stored on the local system. A machine generated System Key stored locally on a Primary domain controller is not replicated. 





Before enabling strong encryption for Primary domain controllers, you may want to ensure a complete updated Backup domain controller is available to use as a backup system until changes to the Primary domain are complete and verified. Before enabling strong encryption on any system, Microsoft recommends making a fresh copy of the Emergency Repair Disk, including the security information in the registry, using the command, RDISK /S. Please see the following article in the Microsoft Knowledge Base prior to using RDISK /S: 





ARTICLE-ID: Q122857


TITLE : RDISK /S and RDISK /S- Options in Windows NT 





The SYSKEY command is used to select the System Key option and generate the initial key value. The key value may be either a machine generated key or a password derived key. The SYSKEY command first displays a dialog showing whether strong encryption is enabled or disabled. After the strong encryption capability is enabled, it cannot be disabled. To enable strong authentication of the account database, select the option "Encryption Enabled", and click OK. A confirm dialog appears reminding the administrator to make an updated emergency repair disk. A new dialog appears presenting options for the Account Database Key. Use the options available on Account Database Key dialog to select the System Key. 





After selecting the System Key option, Windows NT must be restarted for the System Key option to take effect. When the system restarts, the administrator may be prompted to enter the System Key, depending on the key option chosen. Windows NT detects the first use of the System Key and generates a new random password encryption key. The password encryption key is protected with the System Key, and then all account password information is strongly encrypted. 





The SYSKEY command needs to be run on each system where strong encryption of the account password information is required. SYSKEY supports a "-l" command option to generate the master key and store the key locally on the system. This option enables strong password encryption in the registry and allows the command to run without an interactive dialog. The SYSKEY command can be used at a later time to change the System Key options from one method to another, or to change the System Key to a new key. Changing the System Key requires knowledge of, or possession of, the current System Key. If the password derived System Key option is used, SYSKEY does not enforce a minimum password length, however long passwords (greater than 12 characters) are recommended. The maximum System Key password length is 128 characters.





SYSKEY should be applied to all domain controllers. If this is not done, the SAM on the backup domain controllers (BDCs) will not be as secure as that on the primary domain controller (PDC). Thus, the point of installing SYSKEY would be defeated. 


REPAIR ISSUES


Introduction of strong encryption of account password information changes the SYSTEM and SAM portions of the registry in ways that affect the repair options available for recovery of a Windows NT system. Always use the RDISK command with the /S option to create a new Emergency Repair Disk including a backup copy of the SYSTEM and SAM portion of the registry in the \Repair folder. 





For complete recovery options, the following Emergency Repair Disks should be available: 





Prior to installing the System Key hotfix, create a fresh repair disk. This disk is a "pre-hotfix" repair disk that contains a copy of the system configuration and account information prior to installation of the hotfix. The "pre-hotfix" repair disk may be used to recover the registry and system files using the Windows NT distribution CDROM. 





After installation of the System Key hotfix, but before enabling strong encryption using the SYSKEY command, create a repair disk. This repair disk is "hotfix - Before Encryption". This repair disk can be used to repair the Registry to the state before strong encryption is enabled, for example it may be used to recover a system if the Windows NT System Key is lost or forgotten. 





After running SYSKEY to enable strong encryption, create a repair disk. This repair disk is "hotfix - After Encryption". This repair disk, and subsequent updates to this repair disk, can be used to recover the registry with strong encryption intact using the System Key in effect at the time the repair disk was last updated. 





The System Key hotfix support for strong encryption affects the following system components: 





SYSTEM and SAM registry hives 





Three system security component files: Winlogon.exe, Samsrv.dll, Samlib.dll 





In general, the repair process needs to use matching versions of these components. Whatever repair option you choose, the repair process will coordinate repair of the registry hives with the matching system files. 





The following table lists the recovery options available. 





Desired System        Repair disk to        Repaired System


Configuration         apply


after Repair


--------------------------------------------------------------------------





Windows NT 4.0,       Use the "Pre-hotfix"  Registry matches system before


prior to hotfix       repair disk           hotfix installed; the three


installation                                system security component


                                            files need to be repaired from


                                            the Windows NT 4.0 compact


                                            disc to match the pre-hotfix


                                            registry format.





Windows NT 4.0 with   Use the "hotfix -     Registry matches the system


hotfix installed,     Before Encryption"    before strong encryption.


but strong            repair disk           System Key is not in effect;


encryption is not                           strong encryption not enabled.


enabled                                     System security files do not


                                            need to be repaired from the


                                            Windows NT 4.0 compact disc.





Windows NT 4.0 with   Use the "hotfix -     Registry matches the system


hotfix installed,     After Encryption"     with strong encryption


and strong            repair disk           enabled; the System Key in


encryption is                               effect is the System Key used


enabled                                     at the time the repair disk


                                            was made. 





In the event that an Administrator needs to repair the system after the System Key hotfix is installed, both the SYSTEM and SAM portions of the registry need to be repaired at the same time. The System Key option in the SYSTEM portion of the registry must match the strong encryption key used for the SAM portion of the registry. If one registry hive is repaired without the other, it may be possible for the system to try to use a different System Key option (password derived or machine generated) that does not match the strong encryption key used for the account password information. 





Installation of the System Key hotfix will update the checksums for the system security component (Winlogon.exe, Samsrv.dll, Samlib.dll) in the System.log file. The System.log file is saved on the Emergency Repair Disk. The System.log file is used during recovery to determine if the files need to be updated from the Windows NT Server 4.0 CD-ROM to match the pre-hotfix registry configuration. If the desired recovery system configuration is Windows NT Server 4.0 with the System Key hotfix, you will not be asked to repair these system security files. 





After installing the System Key hotfix, and you have not enabled strong encryption, if you attempt to repair the system files using a repair disk created before installing the System Key hotfix (that is, using the "pre- hotfix" repair disk) you also MUST repair the SYSTEM and SAM registry. If you do not repair the registry, the system files and registry format will not match. You will get an error (error number C00000DF) when you attempt to log on. When the registry and system files are mismatched, the recovery procedure is to repair matching system and registry files. Either repair the registry hives from the same "pre-hotfix" repair disk, or use the "hotfix - Before Encryption" repair disk, which has a registry format that matches the System Key hotfix system files. 





Finally, if you have a situation where the system security files (Winlogon, Samsrv.dll, Samlib.dll) are corrupted, then you must recover the system using a "Pre-hotfix" repair disk and repair the corrupted files from a Windows NT Server 4.0 CD-ROM. You must also repair the SYSTEM and SAM registry hives to match the system files from the "Pre-hotfix" repair disk.





Current United States export regulations allow the use of 128-bit encryption keys to be used to protect authentication data, such as passwords. The encryption keys used for Syskey are specific to the protection of passwords stored in SAM and the Security portion of the registry. There are no application APIs available for using 128-bit Syskey encryption for general-purpose data protection. 





Additional query words: sp3 
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1.10


RDISK /S and RDISK /S- Options in Windows NT 3.50 3.51 4.00


--------------------------------------------------------------------------------


The information in this article applies to:





Microsoft Windows NT Workstation versions 3.5, 3.51, 4.0 


Microsoft Windows NT Server versions 3.5, 3.51, 4.0


--------------------------------------------------------------------------------


The RDISK utility included with Windows NT version 3.5 or later has two command line options: 





RDISK /S 


-and- 


RDISK /S- 





When you use the RDISK /S option, the program skips the initial Create Repair Disk? dialog box and goes directly into saving the configuration. 





When you use the RDISK /S- option, the program also skips the Create Repair Disk? dialog box, saves configuration, and then the program quits. 





WARNING PLEASE READ:


Both of these options also overwrite the saved SAM._ and SECURITY._ registry hives created during initial Windows NT Installation. The default administrator account and password used during Setup is all that is contained in these small files. 





If you choose either of the above optional switches - Rdisk copies the entire current SAM and SECURITY database files containing ALL users and groups into the repair directory. On a domain controller containing many hundreds or even thousands of users these files can become very large which will Inhibit the ability to copy them to the emergency repair diskette (ERD). 





Be sure you have enough disk space when using either of these switches on Windows NT Machines and Domain Controllers that have a large number of users and groups defined. 





As a precaution - you should make a backup copy of the %systemroot%\repair directory to ensure you will still be able to make an emergency repair diskette after running RDISK while using one of the above switches. 





Additional query words: prodnt
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2.5


No Shutdown Button in Windows NT Server Welcome Screen �


The information in this article applies to:


Microsoft Windows NT Workstation versions 3.5, 3.51, 4.0 


Microsoft Windows NT Server versions 3.5, 3.51, 4.0


�





SUMMARY


In Windows NT Workstation, the Shutdown button is available in the Welcome screen after pressing CTRL+ALT+DEL to log on. However, in Windows NT Server, the Shutdown button is not available by default. 





MORE INFORMATION


The ability to display the Shutdown button is configurable for both Workstation and Server versions of the operating system via the Registry. ��Follow these steps to configure this option for Windows NT Workstation and Windows NT Server: ��WARNING: Using Registry Editor incorrectly can cause serious, system-wide problems that may require you to reinstall Windows NT to correct them. Microsoft cannot guarantee that any problems resulting from the use of Registry Editor can be resolved. Use this tool at your own risk. 


Run Registry Editor (REGEDT32.EXE). 


From the HKEY_LOCAL_MACHINE subtree, go to the following key: ��\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Winlogon 


Double-click ShutdownWithoutLogon. 


Change the value of the string to 1 to make the Shutdown button available.
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2.7


How to Clear the Windows NT Paging File at Shutdown �


The information in this article applies to:


Microsoft Windows NT Workstation versions 3.51, 4.0 


Microsoft Windows NT Server versions 3.51, 4.0 


Microsoft Windows NT Server, Enterprise Edition version 4.0 


Microsoft Windows 2000 Professional 


Microsoft Windows 2000 Server 


Microsoft Windows 2000 Advanced Server


�


�IMPORTANT: This article contains information about editing the registry. Before you edit the registry, make sure you understand how to restore it if a problem occurs. For information about how to do this, view the "Restoring the Registry" Help topic in Regedit.exe or the "Restoring a Registry Key" Help topic in Regedt32.exe. 


SUMMARY


This article documents the method for clearing the Windows NT paging file (Pagefile.sys) during the shutdown process, so that no unsecured data is contained in the paging file when the shutdown process is complete. ��Some third-party programs may temporarily store unencrypted (plain-text) passwords or other sensitive information in memory. Because of Windows NT's virtual memory architecture, this information may be present in the paging file. ��Although clearing the paging file is not a suitable substitute for physical security of a computer, you may want to increase the security of data on a computer while Windows NT is not running. 





MORE INFORMATION


WARNING: Using Registry Editor incorrectly can cause serious problems that may require you to reinstall your operating system. Microsoft cannot guarantee that problems resulting from the incorrect use of Registry Editor can be solved. Use Registry Editor at your own risk. ��For information about how to edit the registry, view the "Changing Keys And Values" Help topic in Registry Editor (Regedit.exe) or the "Add and Delete Information in the Registry" and "Edit Registry Data" Help topics in Regedt32.exe. Note that you should back up the registry before you edit it. 


Start Registry Editor (Regedt32.exe). 


Change the data value of the ClearPageFileAtShutdown value in the following registry key to a value of 1: ��HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\ Memory Management ��If the value does not exist, add the following value: ��Value Name: ClearPageFileAtShutdown Value Type: REG_DWORD Value: 1 


This change does not take effect until you restart the computer. ��For more information about Session Manager memory management settings, please refer to the following article in the Microsoft Knowledge Base: 


ARTICLE-ID: � HYPERLINK "http://support.microsoft.com/support/kb/articles/Q102/9/85.ASP" �Q102985��TITLE : REG: CurrentControlSet Entries PART 2: SessionManager 


Additional query words: erase delete zero null wipe 
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2.9


AutoAdminLogon Loses DefaultUserName �


The information in this article applies to:


Microsoft Windows NT Server version 3.1 


Microsoft Windows NT Workstation version 3.1 


Microsoft Windows NT Advanced Server, version 3.1


�





SUMMARY


If you have automatic logon enabled, you can bypass this feature by holding down the SHIFT key as Windows NT is starting. If you are already logged on, press CTRL+ALT+DEL, choose the Logoff button, choose the OK button, and then immediately hold down the SHIFT key until the Welcome dialog box appears. ��NOTE: For information on enabling automatic logon, please see the following article in the Microsoft Knowledge Base: 


� HYPERLINK "http://support.microsoft.com/support/kb/articles/Q97/5/97.ASP" �Q97597� How to Enable Automatic Logon in Windows NT 


The problem of bypassing the automatic logon feature is that the original DefaultUserName is no longer kept for subsequent logons, because the name of the last user to logon is retained in the Username box of the Welcome dialog box and the Registry. To enable the AutoAdminLogon once again, enter the original DefaultUserName and password in the Welcome dialog box. If the original DefaultUserName and password are unknown, use the workaround provided in the next section. 





MORE INFORMATION


Using REGINI.EXE, which is included with the Windows NT Resource Kit, the parameters in the Registry can be modified each logon to reflect the correct user name. REGINI is a character-based batch file that you can use to add keys to the Windows NT Registry by specifying a Registry script. ��To ensure that the DefaultUserName value never changes, create an .INI file and insert the following, and then press ENTER: 


   \Registry\Machine


       Software


          Microsoft


             Windows NT


                CurrentVersion


                   Winlogon


                      DefaultUserName = REG_SZ <USERNAME>TEST 





The .INI file can be referenced by creating a .BAT or .CMD file and inserting the following sample 


   c:\reskit\REGINI c:\<USERNAME>INI 


where the name of the .INI file saved is <USERNAME>TEST.INI. Putting this .CMD or .BAT file in the Common Startup group ensures that the DefaultUserName will not change regardless of logon. Note that this .CMD or .BAT file must be in the Common Startup group for this to work properly. ��For more information on using REGINI.EXE and other tools and utilities provided with the Windows NT Resource Kit, see the RKTOOLS.HLP file on your "Windows NT Resource Guide" disk. 


Additional query words: prodnt 3.10 
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2.10


Additional Desktop Restrictions Available Through Registry Modifications �


The information in this article applies to:


Microsoft Windows NT Workstation version 4.0 


Microsoft Windows NT Server version 4.0


�


�IMPORTANT: This article contains information about editing the registry. Before you edit the registry, make sure you understand how to restore it if a problem occurs. For information about how to do this, view the "Restoring the Registry" Help topic in Regedit.exe or the "Restoring a Registry Key" Help topic in Regedt.32.exe. 


SUMMARY


After you apply Windows NT 4.0 Service Pack 2, additional desktop restrictions are available per user by configuring the registry values specified. ��WARNING: Using Registry Editor incorrectly can cause serious problems that may require you to reinstall your operating system. Microsoft cannot guarantee that problems resulting from the incorrect use of Registry Editor can be solved. Use Registry Editor at your own risk. ��For information about how to edit the registry, view the "Changing Keys And Values" Help topic in Registry Editor (Regedit.exe) or the "Add and Delete Information in the Registry" and "Edit Registry Data" Help topics in Regedt32.exe. Note that you should back up the registry before you edit it. 





MORE INFORMATION





Removing "Map Network Drive"/"Disconnect Network Drive"


Details: Removes the "Map Network Drive" and "Disconnect Network Drive" buttons from the toolbar in Explorer and also removes the menu items from the context menu of My Computer and the Tools menu of Explorer. Registry Location: ��HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion \Policies\Explorer ��NOTE: The above registry key is one path, it has been wrapped for readability. 


Value: NoNetConnectDisconnect�Type: REG_DWORD�Options: 1=Enable 0=Disable 


Removing Context Menus


Details: Removes the context menus for the tray including the Start button, tab control, and clock. ��Registry Location: ��HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion \Policies\Explorer ��NOTE: The above registry key is one path, it has been wrapped for readability. 


Value: NoTrayContextMenu�Type: REG_DWORD�Options: 1=Enable 0=Disable 


Disabling Ability to View Context Menus (Desktop/Explorer)


Details: Removes the context menu when you right click on the desktop, or when you right click in Explorer in the results pane. ��Registry Location: ��HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion \Policies\Explorer ��NOTE: The above registry key is one path, it has been wrapped for readability. 


Value: NoViewContextMenu�Type: REG_DWORD�Options: 1=Enable 0=Disable 


Preventing User from running Task Manager


Registry Location: ��HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion \Policies\System ��(create the System key if not already present) ��NOTE: The above registry key is one path, it has been wrapped for readability. 


Value: DisableTaskMgr�Type: REG_DWORD�Options: 1=Enable 0=Disable


New ".ADM" files, used in building System Policy Files, will also be included in the Service Pack. 


Additional query words: editor SP2 
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2.11


Windows NT Restarts Continuously with Blue Screen �


The information in this article applies to:


Microsoft Windows NT Server, Enterprise Edition version 4.0 


Microsoft Windows NT Server versions 3.5, 3.51, 4.0 


Microsoft Windows NT Workstation versions 3.5, 3.51, 4.0


�


IMPORTANT: This article contains information about editing the registry. Before you edit the registry, make sure you understand how to restore it if a problem occurs. For information about how to do this, view the "Restoring the Registry" Help topic in Regedit.exe or the "Restoring a Registry Key" Help topic in Regedt32.exe. 





SYMPTOMS


When you start Windows NT, your computer may briefly display the blue startup screen and then continuously restart. 





CAUSE


This behavior can occur if the following conditions exist: 


A fatal system error (STOP error) causes the computer to stop. 


The Automatically Reboot option is enabled under Recovery on the Startup/Shutdown tab in System properties. 


The Windows NT paging file is smaller than the amount of physical memory installed in the computer or there is insufficient free space on the system hard disk to write the error dump file (Memory.dmp).





RESOLUTION


WARNING: Using Registry Editor incorrectly can cause serious problems that may require you to reinstall your operating system. Microsoft cannot guarantee that problems resulting from the incorrect use of Registry Editor can be solved. Use Registry Editor at your own risk. ��For information about how to edit the registry, view the "Changing Keys And Values" Help topic in Registry Editor (Regedit.exe) or the "Add and Delete Information in the Registry" and "Edit Registry Data" Help topics in Regedt32.exe. Note that you should back up the registry before you edit it. ��Workarounds to this problem require a parallel installation of Windows NT. To make the necessary changes, follow these steps: 


Install Windows NT to a different folder. 


Run Regedt32.exe from the new installation of Windows NT and go to the HKEY_LOCAL_MACHINE key. 


On the Registry menu, click Load Hive, and then open the System file in the original Windows NT installation location. By default, this location is: ��%SystemRoot%\System32\Config\System 


Enter an arbitrary name when you are prompted for a key name in the Load Hive window. This loads the original HKEY_LOCAL_MACHINE hive as a subkey of the current key. 


Change the value data in the AutoReboot value to 0 (zero), instead of 1, in the following key: ��HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\CrashControl 


Collapse the HKEY_LOCAL_MACHINE subkey and unload the hive. 


This disables the Automatically Reboot option in the original Windows NT installation. After you follow these steps, you may be able to gather information from the STOP error message and resolve the problem that prevents the computer from starting. ��Another workaround may be necessary if the minimum size of the paging file is set to a value less than the amount of physical memory. Windows NT requires a paging file on the system drive large enough to hold all of physical memory, plus 1 megabyte (MB), to write debugging information. You can modify the PagingFiles value of the original installation so that the dump file can be created by the STOP error message. Enough free disk space must be available on the system drive for the paging file. ��Follow these steps to change the PagingFiles value in the System file in the original Windows NT installation location: 


Follow steps 1-4 from the preceding workaround. 


Change the data value of the PagingFiles value to allow a minimum value of the amount of physical memory plus 1 MB, but not greater than the amount of free space on the hard disk. The key name is: ��HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Session Manager\ Memory Management ��For example: "<drive>:\pagefile.sys <nnn> <nnn>" where <drive> is the letter of the system hard disk and <nnn> is a number for the minimum and maximum size of the paging file. 


Check the following key to verify that the CrashDumpEnabled value is set to a data value of 1: ��HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\CrashControl 


Collapse the HKEY_LOCAL_MACHINE subkey and unload the hive. 


Attempt to start the original installation of Windows NT and the STOP error message should appear. The dump information is stored in the paging file. 


Restart the computer and select the parallel installation of Windows NT. This allows the dump file to be created and you may be able to use the information to resolve the problem that causes the STOP error message in the original installation. ��NOTE: The dump file is saved in the %SystemRoot%\Memory.dmp file, where %SystemRoot% is the parallel installation system folder.





MORE INFORMATION


Windows NT may encounter a problem during startup that results in a STOP error message. Depending on the system configuration, the blue screen may not be displayed long enough to record the error information. Using the workarounds listed above, you can alter the startup process so that important information about the STOP error message can be gathered. ��For additional information about how to troubleshoot STOP error messages, please see the following articles in the Microsoft Knowledge Base: ��ARTICLE-ID: � HYPERLINK "http://support.microsoft.com/support/kb/articles/Q123/7/50.ASP" �Q123750��TITLE : Debugging Windows NT Setup STOP Screens ��ARTICLE-ID: � HYPERLINK "http://support.microsoft.com/support/kb/articles/Q129/8/45.ASP" �Q129845��TITLE : Blue Screen Preparation Before Contacting Microsoft ��ARTICLE-ID: � HYPERLINK "http://support.microsoft.com/support/kb/articles/Q165/8/63.ASP" �Q165863��TITLE : Troubleshooting "Stop 0x0A" Messages in Windows NT 


Additional query words: Pagefile Autoreboot 
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2.18.1


How the Autodisconnect Works in Windows NT �


The information in this article applies to:


Microsoft Windows NT Workstation versions 3.5, 3.51, 4.0 


Microsoft Windows NT Server versions 3.5, 3.51, 4.0 


Microsoft Windows 2000 Professional 


Microsoft Windows 2000 Server 


Microsoft Windows 2000 Advanced Server


�





SUMMARY


This article documents the Windows NT local area network (LAN) related Autodisconnect parameter. ��Windows NT uses two different Autodisconnect parameters; one for disconnecting Remote Access Service (RAS) connections and another for disconnecting LAN connections. The RAS Autodisconnect parameter is documented in the Microsoft Knowledge Base article Q153944, but the LAN version is undocumented. The only published reference to this Autodisconnect is in the Windows NT Resource Kit NT Registry Entries help file, in an overview of entries for the LanmanServer Parameters section. 





MORE INFORMATION


You can find the LAN Autodisconnect parameter in the registry under the subtree HKEY_LOCAL_MACHINE under the subkey: 


\System\CurrentControlSet\Services\LanmanServer\Parameters 


Purpose: The function is to disconnect idle sessions after a set number of minutes. The number of minutes can be set at a command prompt using the Net Config Server command. For example, to set the Autodisconnect value to 30 minutes: 


Net Config Server /autodisconnect:30 


�The valid value range is -1 to 65535 minutes at the command line. ��To disable Autodisconnect set it to: -1 ��Setting Autodisconnect to 0 does not turn it off and results in very fast disconnects, within a few seconds of idle time. (However, the RAS Autodisconnect parameter is turned off if you set it to a value of 0.) ��NOTE: It is preferable to modify the LAN Autodisconnect directly in the registry. If you modify it at the command line, Windows NT may turn off its autotuning functions. For additional information, please see the following article in the Microsoft Knowledge Base: 


ARTICLE-ID: � HYPERLINK "http://support.microsoft.com/support/kb/articles/Q128/1/67.ASP" �Q128167��TITLE : Server Service Configuration and Tuning 


�The valid value range if you edit the LAN Autodisconnect parameter in the registry is 0 to 4294967295 (Oxffffffff). If you configure the Autodisconnect option to -1 at the command prompt, Autodisconnect is set to the upper value in the registry. This is approximately 8,171 years (not tested), which should be long enough to be the equivalent of turning Autodisconnect off. 


Additional query words: prodnt 
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2.18.2


Base System Object Restrictions Are Not Enabled by Default �


The information in this article applies to:


Microsoft Windows NT Workstation version 4.0 


Microsoft Windows NT Server version 4.0 


Microsoft Windows NT Server, Enterprise Edition version 4.0


�


IMPORTANT: This article contains information about editing the registry. Before you edit the registry, make sure you understand how to restore it if a problem occurs. For information about how to do this, view the "Restoring the Registry" Help topic in Regedit.exe or the "Restoring a Registry Key" Help topic in Regedt32.exe.


SUMMARY


After you apply the latest Windows NT 4.0 service pack to your Windows NT-based computer, it is necessary to manually enable base system object restrictions to prevent unauthorized access to various system-level files. Access to these files may be used to circumvent some of the security functions of the operating system. 





MORE INFORMATION


WARNING: Using Registry Editor incorrectly can cause serious problems that may require you to reinstall your operating system. Microsoft cannot guarantee that problems resulting from the incorrect use of Registry Editor can be solved. Use Registry Editor at your own risk.��For information about how to edit the registry, view the "Changing Keys and Values" Help topic in Registry Editor (Regedit.exe) or the "Add and Delete Information in the Registry" and "Edit Registry Data" Help topics in Regedt32.exe. Note that you should back up the registry before you edit it. If you are running Windows NT, you should also update your Emergency Repair Disk (ERD).���To restrict changes to base system objects, use Registry Editor (Regedt32.exe) to locate the ProtectionMode value under the following registry key: 


HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Session Manager 


Verify that a DWORD value with a value of 1 exists, and if it does not exist or has a value of 0, add it to this key, or edit the value to be 1.





�PAGE \# "'Page: '#'�'"  ��


2.18.3


HOWTO: How To Secure Performance Data in Windows NT 


--------------------------------------------------------------------------------


The information in this article applies to:





Microsoft Win32 Software Development Kit (SDK), used with:


The Microsoft Windows NT operating system, versions 3.51, 4.0 


The Microsoft Windows 2000 operating system


--------------------------------------------------------------------------------





SUMMARY


Windows NT provides access to a variety of performance data that collectively represents the state of the computer. This performance data is stored in the registry key HKEY_PERFORMANCE_DATA. The default configuration of Windows NT gives everyone the ability to query this performance data, including remote users. 





In some environments, you may want to restrict access to this performance data because some performance data may be considered sensitive. An example of potentially sensitive performance data is the list of running processes in the system. This article describes how to regulate access to this performance data programmatically by using the Win32 API. 











MORE INFORMATION


The security on the following registry key dictates which users or groups can gain access to the performance data: 





HKEY_LOCAL_MACHINE\ 


 SOFTWARE\ 


 Microsoft\ 


 Windows NT\ 


 CurrentVersion\ 


 Perflib 





In order for users to query performance data, they must have KEY_READ access to the above registry key. An example of reasonable security on the performance data would be to grant Administrators KEY_ALL_ACCESS access and Interactive (users logged onto the workstation interactively) KEY_READ access. This particular configuration would prevent non-administrator remote users from querying performance data. 





Note that this operation can be performed by using the registry editor utility (Regedt32.exe). 


Sample Code


/*


 This sample illustrates how to regulate access to the performance data provided by the registry key HKEY_PERFORMANCE_DATA.





 The security on the following registry key dictates which users or groups can gain access to the performance data:





 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Perflib





 This sample opens the registry key for WRITE_DAC access, which allows for a new Dacl to be applied to the registry key.





 A Dacl is then built, which grants the following users access:





 Administrators are granted full control to allow for future updates to the security on the key and to allow for querying performance data.





 Interactively logged on users, through the well-known Interactive Sid, are granted KEY_READ access, which allows for querying performance data.





 The new Dacl is then applied to the registry key using the RegSetKeySecurity() Win32 API.





 This sample relies on the import library Advapi32.lib.


 Note that not all errors will cause an information message to be displayed.





 */ 





#include <windows.h>


#include <stdio.h>





#define RTN_OK 0


#define RTN_USAGE 1


#define RTN_ERROR 13





int


__cdecl


main(


    void


    )


{


    SID_IDENTIFIER_AUTHORITY sia = SECURITY_NT_AUTHORITY;


    PSID pInteractiveSid = NULL;


    PSID pAdministratorsSid = NULL;


    SECURITY_DESCRIPTOR sd;


    PACL pDacl = NULL;


    DWORD dwAclSize;


    HKEY hKey;


    LONG lRetCode;


    BOOL bSuccess = FALSE; // assume this function fails





    // 


    // open the performance key for WRITE_DAC access


    // 


    lRetCode = RegOpenKeyEx(


        HKEY_LOCAL_MACHINE,


       TEXT("SOFTWARE\\Microsoft\\Windows NT\\CurrentVersion\\Perflib"),


        0,


        WRITE_DAC,


        &hKey


        );





    if(lRetCode != ERROR_SUCCESS) {


        fprintf(stderr, "RegOpenKeyEx error! (rc=%lu)\n", lRetCode);


        return RTN_ERROR;


    }





    // 


    // prepare a Sid representing any Interactively logged-on user


    // 


    if(!AllocateAndInitializeSid(


        &sia,


        1,


        SECURITY_INTERACTIVE_RID,


        0, 0, 0, 0, 0, 0, 0,


        &pInteractiveSid


        )) goto cleanup;





    // 


    // prepare a Sid representing the well-known admin group


    // 


    if(!AllocateAndInitializeSid(


        &sia,


        2,


        SECURITY_BUILTIN_DOMAIN_RID,


        DOMAIN_ALIAS_RID_ADMINS,


        0, 0, 0, 0, 0, 0,


        &pAdministratorsSid


        )) goto cleanup;





    // 


    // compute size of new acl


    // 


    dwAclSize = sizeof(ACL) +


        2 * ( sizeof(ACCESS_ALLOWED_ACE) - sizeof(DWORD) ) +


        GetLengthSid(pInteractiveSid) +


        GetLengthSid(pAdministratorsSid) ;





    // 


    // allocate storage for Acl


    // 


    pDacl = (PACL)HeapAlloc(GetProcessHeap(), 0, dwAclSize);


    if(pDacl == NULL) goto cleanup;





    if(!InitializeAcl(pDacl, dwAclSize, ACL_REVISION))


        goto cleanup;





    // 


    // grant the Interactive Sid KEY_READ access to the perf key


    // 


    if(!AddAccessAllowedAce(


        pDacl,


        ACL_REVISION,


        KEY_READ,


        pInteractiveSid


        )) goto cleanup;





    // 


    // grant the Administrators Sid GENERIC_ALL access to the perf key


    // 


    if(!AddAccessAllowedAce(


        pDacl,


        ACL_REVISION,


        KEY_ALL_ACCESS,


        pAdministratorsSid


        )) goto cleanup;





    if(!InitializeSecurityDescriptor(&sd, SECURITY_DESCRIPTOR_REVISION))


        goto cleanup;





    if(!SetSecurityDescriptorDacl(&sd, TRUE, pDacl, FALSE)) {


        fprintf(stderr, "SetSecurityDescriptorDacl error! (rc=%lu)\n",


            GetLastError());


        goto cleanup;


    }





    // 


    // apply the security descriptor to the registry key


    // 


    lRetCode = RegSetKeySecurity(


        hKey,


        (SECURITY_INFORMATION)DACL_SECURITY_INFORMATION,


        &sd


        );





    if(lRetCode != ERROR_SUCCESS) {


        fprintf(stderr, "RegSetKeySecurity error! (rc=%lu)\n",


            lRetCode);


        goto cleanup;


    }





    bSuccess = TRUE; // indicate success





cleanup:





    RegCloseKey(hKey);


    RegCloseKey(HKEY_LOCAL_MACHINE);





    // 


    // free allocated resources


    // 


    if(pDacl != NULL)


        HeapFree(GetProcessHeap(), 0, pDacl);





    if(pInteractiveSid != NULL)


        FreeSid(pInteractiveSid);





    if(pAdministratorsSid != NULL)


        FreeSid(pAdministratorsSid);





    if(!bSuccess) return RTN_ERROR;





    return RTN_OK;


}
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2.18.7.1


Restricting Information Available to Anonymous Logon Users �


The information in this article applies to:


Microsoft Windows NT Workstation version 4.0 Service Pack 3 


Microsoft Windows NT Server version 4.0 Service Pack 3 


Microsoft Windows NT Workstation version 3.51 


Microsoft Windows NT Server version 3.51


�





SUMMARY


Windows NT has a feature where anonymous logon users can list domain user names and enumerate share names. Customers who want enhanced security have requested the ability to optionally restrict this functionality. Windows NT 4.0 Service Pack 3 and a hotfix for Windows NT 3.51 provide a mechanism for administrators to restrict the ability for anonymous logon users (also known as NULL session connections) to list account names and enumerate share names. Listing account names from Domain Controllers is required by the Windows NT ACL editor, for example, to obtain the list of users and groups to select who a user wants to grant access rights. Listing account names is also used by Windows NT Explorer to select from list of users and groups to grant access to a share. 





MORE INFORMATION


Windows NT networks based on a single Windows NT domain will always be able to authenticate connections to list domain account information. Windows NT networks that use multiple domains may require anonymous user logon to list account information. A brief example shows how anonymous connections are used. Consider two Windows NT domains, an account domain and a resource domain. The resource domain has a one-way trust relationship with the account domain. That is, the resource domain "trusts" the account domain, but the account domain does not trust the resource domain. Users from the account domain can authenticate and access resources in the resource domain based on the one-way trust. Suppose an administrator in the resource domain wants to grant access to a file to a user from the account domain. They will want to obtain the list of users and groups from the account domain to select a user/group to grant access rights. Since the account domain does not trust the resource domain, the administrator request to obtain the list of users and groups from the resource domain cannot be authenticated. The connection is made using a NULL session to obtain the list of account domain users. ��There are similar situations where obtaining account names using an anonymous connection allows the user interface tools, including Windows NT Explorer, User Manager, and ACL editor, to administer and manage access control information across multiple Windows NT domains. Another example is using User Manager in the resource domain to add users from the trusted account domain to a local group. One way to add the account domain user to a local group in the resource domain is to manually enter a known domain\username to add access without getting the complete list of names from the account domain. Another approach is to logon to the system in the resource domain using an account in the trusted account domain. ��Windows NT environments that want to restrict anonymous connections from listing account names can control this operation after installing Windows NT 4.0 Service Pack 3 or the Windows NT 3.51 hotfix. ��After installation of Windows NT 4.0 Service Pack 3 or the Windows NT 3.51 hotfix, administrators who want to require only authenticated users to list account names, and exclude anonymous connections from doing so, need to make the following change to the registry: ��WARNING: Using Registry Editor incorrectly can cause serious, system-wide problems that may require you to reinstall Windows NT to correct them. Microsoft cannot guarantee that any problems resulting from the use of Registry Editor can be solved. Use this tool at your own risk. 


Run Registry Editor (Regedt32.exe). 


Go to the following key in the registry:


HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\LSA 


On the Edit menu, click Add Value and use the following entry:


Value Name: RestrictAnonymous�Data Type: REG_DWORD�Value: 1 


Exit the Registry Editor and restart the computer for the change to take effect.


�The purpose of the registry value is to configure local system policy for whether authentication is required to perform common enumeration functions. Requiring authentication to obtain the account name list is an optional feature. When the RestrictAnonymous value is set to 1, anonymous connections from the Graphical User Interface tools for security management will receive an access denied error when attempting to get the list of account names. When the RestrictAnonymous value is set to 0, or the value is not defined, anonymous connections will be able to list account names and enumerate share names. It should be noted that even with the value of RestrictAnonymous set to 1, although the user interface tools with the system will not list account names, there are Win32 programming interfaces to support individual name lookup that do not restrict anonymous connections. ��Windows NT networks using a multiple domain model can restrict anonymous connections without loss of functionality. The initial steps in planning to disable anonymous connections is for administrators in resource domains to add members of trusted account domains to specific local groups as needed before changing the value for the LSA RestrictAnonymous registry entry. Users logged on using accounts from trusted account domains will continue to use authenticated connections to obtain list of account names to manage security access control. 


Restricting Anonymous List of Share Names


The Server service that provides remote file access to share resources will also use the LSA registry value, RestrictAnonymous, to control whether anonymous connections can obtain a list of share names. Therefore, administrators can set the value of a single registry configuration entry to define how the system responds to enumeration requests by anonymous logons. 





Restricting Anonymous Remote Registry Access


Installation of Windows NT 4.0 Service Pack 3 or the Windows NT 3.51 hotfix removes the ability for anonymous users to connect to the registry remotely. Anonymous users cannot connect to the registry and cannot read or write any registry data. As a reminder, Windows NT 4.0 restricts remote access to the registry by domain users using the access control list on the registry key: 


HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurePipeServers\winreg 


The ACL on this key identifies the authenticated users allowed to remotely connect to the registry. Windows NT 4.0 Server, by default, only allows Administrators remote registry access. The winreg\AllowedPaths subkey identifies specific portions of the registry that authenticated users who are not explicitly granted access by the winreg ACL can use for printer access and other system operations. The winreg key may be defined on Windows NT 4.0 Workstations to restrict remote registry access to those systems. For more information on the winreg key, please see the following article in the Microsoft Knowledge Base: 


ARTICLE-ID: � HYPERLINK "http://support.microsoft.com/support/kb/articles/Q155/3/63.ASP" �Q155363��TITLE : How To Regulate Network Access to the Windows NT Registry 


Authenticated Users Built-in Group


A new built-in group is created when installing Windows NT 4.0 Service Pack 3 or the Windows NT 3.51 hotfix known as "Authenticated Users." The Authenticated Users group is similar to the "Everyone" group, except for one important difference: anonymous logon users (or NULL session connections) are never members of the Authenticated Users group. The built-in Security Identifier for Authenticated Users is S-1-5-11. Authenticated network connections from any account in the server's Windows NT domain, or any domain trusted by the server's domain, is identified as an Authenticated User. The Authenticated Users group is available for granting access rights to resources in the security ACL editor. Windows NT 4.0 Service Pack 3 and the Windows NT 3.51 hotfix do not modify any access control lists to change access rights granted to Everyone to use Authenticated Users. 





Windows NT 3.51 Hotfix


The Windows NT 3.51 hotfix has been posted to the following Internet location: 


� HYPERLINK "ftp://ftp.microsoft.com/bussys/winnt/winnt-public/fixes/usa/NT351/" \t "_top" �ftp://ftp.microsoft.com/bussys/winnt/winnt-public/fixes/usa/NT351/ hotfixes-postSP5/sec-fix�
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2.18.7.2


How to Restrict Access to NT Registry from a Remote Computer �


The information in this article applies to:


Microsoft Windows NT Workstation versions 3.51, 4.0 


Microsoft Windows NT Server versions 3.51, 4.0 


Microsoft Windows 2000 Professional 


Microsoft Windows 2000 Server 


Microsoft Windows 2000 Advanced Server


�


SUMMARY


Registry Editor supports remote access to the Windows NT Registry. On Windows NT 3.51 with Service pack 4 or Windows NT version 4.0 you can restrict this access. 





MORE INFORMATION


By default on a Windows NT 3.51 system any user can access the registry when connecting over the network. On a Windows NT 4.0 system, by default only members of the Administrators group can access the registry over the Network. ��NOTE: Some services need access to the registry to function correctly. For example, if you add this key to a 3.51 system that is running Directory Replication, it is necessary to grant the Replicator account access to the registry as described later in this article.


Restricting Network Access to the Registry


NOTE: In Windows 2000, only Administrators and Backup Operators have default network access to the registry. This section may not apply in certain instances. To restrict network access to the registry, follow the steps listed below to create the following Registry key: 


   HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurePipeServers\ 


   winreg





   Description: REG_SZ


   Value:       Registry Server 


�The Security permissions set on this key define what Users or Groups can connect to the system for remote Registry access. The default Windows NT Server 4.0 installation defines this key and sets the Access Control List to restrict remote registry access as follows: 





   Administrators have Full Control 


�The default configuration for Windows NT Server 4.0 permits only Administrators remote access to the Registry. Changes to this key to allow users remote registry access require a system reboot to take effect. ��WARNING: Using Registry Editor incorrectly can cause serious, system-wide problems that may require you to reinstall Windows NT to correct them. Microsoft cannot guarantee that any problems resulting from the use of Registry Editor can be solved. Use this tool at your own risk. ��To create the registry key to restrict access to the registry: 


Start Registry Editor (Regedt32.exe) and go to the following subkey:��HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control


On the Edit menu, click Add Key. 


Enter the following values:��Key Name: SecurePipeServers�Class: REG_SZ 


Go to the following subkey:��HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\ SecurePipeServers


On the Edit menu, click Add Key. 


Enter the following values:��Key Name: winreg�Class: REG_SZ 


Go to the following subkey:��HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\ SecurePipeServers\winreg


On the Edit menu, click Add Value. 


Enter the following values:��Value Name: Description�Data Type: REG_SZ�String: Registry Server 


Go to the following subkey.��HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\ SecurePipeServers\winreg


Select "winreg". Click Security and then click Permissions. Add users or groups to which you want to grant access. 


Exit Registry Editor and restart Windows NT. 


If you at a later stage want to change the list of users that can access the registry, repeat steps 10-12. 





Bypassing the Access Restriction


Some services need remote access to the registry to function correctly. For example, the Directory Replicator service and the Spooler service when connecting to a printer over the network require access to the remote registry. ��You can either add the account name that the service is running under to the access list of the "winreg" key, or you can configure Windows NT 4.0 to bypass the access restriction to certain keys by listing them in the Machine or Users value under the AllowedPaths key. 


�HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurePipeServers\ winreg\AllowedPaths


   Value:        Machine


   Value Type:   REG_MULTI_SZ - Multi string


   Default Data: System\CurrentControlSet\Control\ProductOptions


                 System\CurrentControlSet\Control\Print\Printers


                 System\CurrentControlSet\Services\Eventlog


                 Software\Microsoft\Windows NT\CurrentVersion


                 System\CurrentControlSet\Services\Replicator





   Valid Range:  A valid path to a location in the registry.


   Description:  Allow machines access to listed locations in the registry provided that no explicit access restrictions exists for that location.





   Value:        Users


   Value Type:   REG_MULTI_SZ - Multi string


   Default Data: (None)


   Valid Range:  A valid path to a location in the registry.


   Description:  Allow Users access to listed locations in the registry provided that no explicit access restrictions exists for that location. 





Changed slightly in Windows 2000: 


   Value:        Machine


   Value Type:   REG_MULTI_SZ - Multi string


   Default Data: System\CurrentControlSet\Control\ProductOptions


                 System\CurrentControlSet\Control\Print\Printers


                 system\CurrentControlSet\control\Server Applications


                 System\CurrentControlSet\Services\Eventlog


                 Software\Microsoft\Windows NT\CurrentVersion


                 


   Value:  Users - Does not exist in either Windows 2000 or Windows NT by default. 
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2.18.8


HOWTO: Regulate Network Access to the Windows NT Registry �


The information in this article applies to:


Microsoft Windows NT Server version 4.0 


Microsoft Windows NT Workstation version 4.0 


Microsoft Win32 Software Development Kit (SDK) for Windows NT 


Microsoft Windows 2000 Advanced Server 


Microsoft Windows 2000 Server 


Microsoft Windows 2000 Professional


�





SUMMARY


This article describes new functionality in Windows NT 4.0 that provides a system administrator with the ability to secure remote registry access. 





MORE INFORMATION


Windows NT supports accessing a remote registry via the Registry Editor and also through the RegConnectRegistry() Win32 API call. The default security on the registry allows for easy use and configuration by users in a network. In some cases, it may be useful to regulate who has remote access to the registry, in order to prevent potential security problems. ��The security on the following registry key dictates which users/groups can access the registry remotely: 


   HKEY_LOCAL_MACHINE\ 


    SYSTEM\ 


    CurrentControlSet\ 


    Control\ 


    SecurePipeServers\ 


    Winreg 





If this key does not exist, remote access is not restricted, and only the underlying security on the individual keys control access. ��In a default Windows NT workstation installation, this key does not exist. In a default Windows NT server installation, this key exists and grants administrators full control for remote registry operations. ��The following optional subkey defines specific paths into the registry that are allowed access, regardless of the security on the winreg registry key: 


   HKEY_LOCAL_MACHINE\ 


    SYSTEM\ 


    CurrentControlSet\ 


    Control\ 


    SecurePipeServers\ 


    Winreg\ 


    AllowedPaths\ 


    Machine (entry of type REG_MULTI_SZ) 





The "AllowedPaths" registry key contains multiple strings, which represent registry entries that can be read by Everyone. This allows specific system functions, such as checking printer status, to work correctly regardless of how access is restricted via the winreg registry key. The default security on the "AllowedPaths" registry key only grants Administrators the ability to manage these paths. ��Any changes to the above registry entries require a reboot in order to take effect. ��Note that modifying the security and key contents can be performed using the registry editor utility (Regedt32.exe). ��The following KB article illustrates how to programmatically access the Windows NT registry and apply security to a registry key: 


� HYPERLINK "http://support.microsoft.com/support/kb/articles/Q146/9/06.ASP" �Q146906� How to Secure Performance Data in Windows NT 
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2.19.1.5


Cached Logon Information �


The information in this article applies to:


Microsoft Windows NT Workstation versions 3.51, 4.0 


Microsoft Windows NT Server versions 3.51, 4.0


�


�IMPORTANT: This article contains information about editing the registry. Before you edit the registry, make sure you understand how to restore it if a problem occurs. For information on how to do this, view the "Restoring the Registry" online Help topic in Regedit.exe or the "Restoring a Registry Key" online Help topic in Regedt32.exe. 


SUMMARY


Microsoft Windows NT caches previous users' logon information locally so that they will be able to log on in the event that a logon server is unavailable during subsequent logon attempts. ��If a domain controller is unavailable and a user's logon information is cached, the user will be prompted with a dialog that says: 


A domain controller for your domain could not be contacted. You have been logged on using cached account information. Changes to your profile since you last logged on may not be available. 


With caching disabled, the user is prompted with this message: 


The system cannot log you on now because the domain <DOMAIN_NAME> is not available. 





MORE INFORMATION


When you logon to Windows NT using cached logon information, if the domain controller is unavailable to validate you account, you are unable to access network resources that require domain validation. However, you are able to access network resources that do not require domain validation. ��Through the registry and a resource kit utility (Regkey.exe), you are able to change the number of previous logon attempts that a server will cache. By default, Windows NT will remember the 10 most recent logon attempts. The valid range of values for this parameter is 0 to 50. A value of 0 disables logon caching and any value above 50 will only cache 50 logon attempts. ��WARNING: Using Registry Editor incorrectly can cause serious problems that may require you to reinstall your operating system. Microsoft cannot guarantee that problems resulting from the incorrect use of Registry Editor can be solved. Use Registry Editor at your own risk. ��For information about how to edit the registry, view the "Changing Keys And Values" online Help topic in Registry Editor (Regedit.exe) or the "Add and Delete Information in the Registry" and "Edit Registry Data" online Help topics in Regedt32.exe. Note that you should back up the registry before you edit it. ��Cached logon information is controlled by the following key: 


   HKLM\Software\Microsoft\Windows NT\Current Version\Winlogon\ 





   ValueName: CachedLogonsCount


   Data Type: REG_SZ


   Values: 0 - 50 


�Any changes you make to this key require that you restart the computer for the changes to take effect. 


Additional query words: reg ras 
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2.19.6


Installing Security Configuration Manager from SP4 Changes Windows NT 4.0 ACL Editor �


The information in this article applies to:


Microsoft Windows NT Workstation version 4.0 SP4 


Microsoft Windows NT Server version 4.0 SP4 


Microsoft Windows 2000 Professional 


Microsoft Windows 2000 Server 


Microsoft Windows 2000 Advanced Server


�





SYMPTOMS


After you install Security Configuration Manager for Windows NT 4.0 Service Pack 4, the Access Control List (ACL) editor is modified. 





CAUSE


Because Security Configuration Manager was originally designed for Windows 2000, the Windows 2000 ACL Inheritance infrastructure was also back-ported to Windows NT 4.0 and is available when the Security Configuration Manager is installed. This is most readily apparent when setting security through Windows NT Explorer after Security Configuration Manager is installed. When the Security tab is selected from a file system object's Properties dialog box, the Windows 2000 ACL Editor is exposed on the Windows NT 4.0 computer. 





MORE INFORMATION


The Windows 2000 ACL inheritance model is characterized most significantly by its dynamic rather than static nature. By default, permissions on child objects are automatically inherited from their parent. This is specified by the check box labeled Allow Inheritable Permissions from the parent to propagate to this object available on the first page of the ACL Editor dialog box. When checked, the inheritable permissions defined on the parent object are automatically applied to the child object and cannot be changed at the child object. ��The degree to which a permission is inheritable is defined by the Apply To dialog box exposed on the Advanced page of the ACL Editor dialog. For example, assume the following directory structure: 


   \Parent


          |___Child 


�If the Everyone group has Full Control permissions on the Parent directory and these permissions apply to this folder, subfolders and files, Everyone will also have Full Control on the Child directory as long as the Child directory Allows inheritable permissions from parent to propagate to this object. This permission on the Child directory cannot be modified on the Child object itself as long as the Allow inheritable permissions from parent to propagate to this object is checked. If permissions on the Parent are changed so that Everyone has Read Only, this modification will also impact the Child directory automatically. If the inheritance properties for the Everyone group is modified on the Parent directory so that the permission apply only to this folder, Everyone will automatically be removed from the Child directory. ��An administrator can define additional permissions on a child object beyond those that are automatically being inherited. Such permissions are called Explicit and can be modified on the child object itself at any time. ��If an administrator does not want a child object to inherit from its parent, then the Allow inheritable permissions from parent to propagate to this object should be cleared. When cleared, the child object is said to be Protected. At the time the child object is protected, the ACL editor will ask the administrator what should be done with the permissions that are currently being inherited. These inherited permissions can be copied to the child object or removed altogether. When an object is protected, it contains only Explicit permissions. Note that the child objects with Windows NT 4.0-style permissions that are not consistent with the inheritable permissions defined on the parent are automatically protected under the new ACL inheritance. ��Security Configuration Manager allows administrators to override the normal behavior of the ACL inheritance model by specifying that all child objects of a given object should be reconfigured whether they are protected or not. In fact, this is the only mode of operation that is supported in the Windows NT 4.0 version of Security Configuration Manager and is specified by selecting the Overwrite radio button when defining the security of a File System or Registry object through Security Configuration Manager. ��In Overwrite mode, all children of the specified object are set to inherit from the object whose security is being defined. To specify different security settings for child objects, those child objects must be explicitly added to the security configuration file. These child objects may be protected, in which case the object is not impacted by the security of its parent, or the child objects may inherit, in which case additional explicit permissions may be defined on the child object. Finally, for child objects that the administrator does not wish to touch, those child objects should be added to the security configuration file with the Ignore, rather than Overwrite, attribute. ��SCM is available for download and in the Mssce folder on your Windows NT 4.0 Service Pack 4 CD-ROM. For more information on downloading SCM, please see the following article in the Microsoft Knowledge Base: 


� HYPERLINK "http://support.microsoft.com/support/kb/articles/Q195/2/27.ASP" �Q195227� SP4 Security Configuration Manager Available for Download 


Known Issues with the New Permissions Editor


The new Permissions Editor is not exposed when using Regedt32.exe; however, it is used by Security Configuration Manager when configuring security for registry keys. 


Permissions edited using the new editor are not viewable using the old editor. This is because the old editor is limited in terms of its capabilities to display and edit different kinds of valid permissions. The old editor works only with permissions that are very simple or have been edited using itself. 


Uninstalling the New Permissions Editor


Uninstalling the new Permissions Editor is not recommended because it will render Security Configuration Manager nonfunctional. If you must uninstall it, perform the following steps: 


Go to the %windir%\System32. 


Rename Rshx32_5.dll to Rshx32_5.sav. 


Rename Rshx32.dll to Rshx32_5.dll. 


Start Windows NT Explorer and look at the properties on an NTFS file or folder. The old Permissions Editor should appear on the Security tab. ��After reinstalling the old editor, you must examine the security on all files and folders that you may have edited with the new editor. This will display an error message stating that the permissions are not viewable and will give you the opportunity to reset them and redefine new permissions.
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3.6 


How to Enable SMB Signing in Windows NT 


--------------------------------------------------------------------------------


The information in this article applies to:





Microsoft Windows NT Workstation version 4.0 Service Pack 3 


Microsoft Windows NT Server version 4.0 Service Pack 3


--------------------------------------------------------------------------------


SUMMARY


This article explains how to enable SMB signing. 





MORE INFORMATION


Windows NT 4.0 Service Pack 3 provides an updated version of the Server Message Block (SMB) authentication protocol, also known as the Common Internet File System (CIFS) file sharing protocol. For more information on SMB signing, please see the Windows NT 4.0 Service Pack 3 Readme.txt file. 





Perform the following steps to configure SMB signing on a server: 





WARNING: Using the registry editor incorrectly can cause serious, system- wide problems that may require you to reinstall Windows NT. Microsoft cannot guarantee that any problems resulting from the use of the registry editor can be solved. Use this tool at your own risk. 





Run Registry Editor (Regedt32.exe). 





From the HKEY_LOCAL_MACHINE subtree, go to the following key: 





System\CurrentControlSet\Services\LanManServer\Parameters 





Click Add Value on the Edit menu. 





Add the following two values: 





      Value Name: EnableSecuritySignature


      Data Type: REG_DWORD


      Data: 0 (disable), 1 (enable)





         NOTE: The default is 0 (disable)





      Name: RequireSecuritySignature


      Type: REG_DWORD


      Value: 0 (disable), 1 (enable)





         NOTE: The default is 0 (disable) 





Click OK and then quit Registry Editor. 





Shut down and restart Windows NT. 





Perform the following steps to configure SMB signing on a workstation: 


Run Registry Editor (Regedt32.exe). 





From the HKEY_LOCAL_MACHINE subtree, go to the following key: 





\System\CurrentControlSet\Services\Rdr\Parameters 





Click Add Value on the Edit menu. 





Add the following two values: 





      Value Name: EnableSecuritySignature


      Data Type: REG_DWORD


      Data: 0 (disable), 1 (enable)





         NOTE: The default is 1 (enable)





      Name: RequireSecuritySignature


      Type: REG_DWORD


      Value: 0 (disable), 1 (enable)





         NOTE: The default is 0 (disable) 





Click OK and then quit Registry Editor. 





Shut down and restart Windows NT. 





Using SMB signing will slow down the performance when enabled. This setting is only to be used when network security is a concern. Performance decrease usually averages between 10 to 15%. The very nature of SMB signing requires that every packet is signed for and every packet must be verified. 
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3.7


Can No Longer Access the Registry with Null Sessions �


The information in this article applies to:


Microsoft Windows NT Server version 4.0 


Microsoft Windows NT Workstation version 4.0


�





SYMPTOMS


After you apply the security hotfix (Sec-fix) or Windows NT 4.0 Service Pack 3, which includes this hotfix, applications that use null sessions may no longer work properly. ��For example, after you apply the security hotfix to a Windows NT computer running Cheyenne ARCServe 6.0, you may receive the following error message when you attempt to schedule a job (for example, local, remote, backup, and restore): 


User doesn't have enough rights to do this�EC=5 





CAUSE


The updated security modules for Windows NT no longer permit null sessions to access the Windows NT registry. 





RESOLUTION


Perform the following steps to resolve this problem: ��WARNING: Using Registry Editor incorrectly can cause serious, system-wide problems that may require you to reinstall Windows NT to correct them. Microsoft cannot guarantee that any problems resulting from the use of Registry Editor can be solved. Use this tool at your own risk. 


Run Registry Editor (Regedt32.exe). 


Go to the following key in the registry:�HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters\ 


Add "winreg" (without the quotation marks) to the NullSessionPipes entry. 


Restart your computer.





MORE INFORMATION


For more information on the security hotfix (Sec-fix,) please see the following article(s) in the Microsoft Knowledge Base: 


ARTICLE-ID: � HYPERLINK "http://support.microsoft.com/support/kb/articles/Q143/4/74.ASP" �Q143474��TITLE : Restricting Information Available to Anonymous Logon Users ��ARTICLE-ID: � HYPERLINK "http://support.microsoft.com/support/kb/articles/Q143/4/75.ASP" �Q143475��TITLE : Windows NT System Key Permits Strong Encryption of the SAM ��ARTICLE-ID: � HYPERLINK "http://support.microsoft.com/support/kb/articles/Q161/3/72.ASP" �Q161372��TITLE : How to Enable SMB Signing in Service Pack 3 


�This hotfix is also included with Windows NT 4.0 Service Pack 3.
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4.1.1


HOWTO: Password Change Filtering & Notification in Windows NT 


--------------------------------------------------------------------------------


The information in this article applies to:





Microsoft Win32 Software Development Kit (SDK), version 4.0


--------------------------------------------------------------------------------





SUMMARY


This article describes the password change package facility that can be used to receive notification of password changes and can provide control over password quality. 





The password change notification can be used to synchronize foreign account databases. Password change notification functionality is available on Windows NT 3.51 and later. 





The password filter can provide strict control over the quality or strength of new passwords, and the PasswordFilter routine can indicate whether the new password is appropriate. Password filter functionality is only available on Windows NT 4.0 systems with Service Pack 2 installed. 





NOTE: Other potential uses for this facility exist but are not discussed in this article. 





CAUTION: Take great care when dealing with passwords in clear text (non- encrypted text). Sending passwords over the network in clear text could compromise security on the network because network "sniffers" can watch for such password traffic. Zeroing memory used to store passwords is recommended prior to freeing the memory. It is assumed that the reader of this article knows how to deal with password information in a secure manner. 





The interface to this functionality may be subject to change in a future release of Windows NT. 





MORE INFORMATION





Considerations that Apply to Password Change Events


All buffers passed into the notification and filter routines should be treated as read-only. Writing any data to these buffers may cause undefined behavior.





The notification and filter routines should be thread-safe. Use critical sections or other synchronization techniques to protect data where appropriate.





The InitializeChangeNotify function is called when the password notify DLL is loaded. If this function returns FALSE, the DLL is unloaded. This function is provided to allow for password notify specific initialization that allows the password DLL to be used for other purposes.





The PasswordFilter function is called when a password change has been requested. Such password-change events take place during account creation, administrative password over-ride, and user-specified password changes. If this function returns TRUE, the password is considered valid and the system continues to evaluate the password through any other password-change packages installed on the system. If this function returns FALSE, the password is considered invalid, and ERROR_ILL_FORMED_PASSWORD (1324) is returned to the source of the password change request.





The PasswordChangeNotify function is called after successful filtering of the provided passwords and storage of the new password. The return value from PasswordChangeNotify is currently unused. For the current release of Windows NT, PasswordChangeNotify should always return STATUS_SUCCESS (0x00000000L).





Notification and filtering only take place on the computer that houses the updated account. Keep this in mind when dealing with domain-user accounts. Notification on domain accounts only takes place on the Primary domain controller for the domain. Notification packages should be installed on all BDCs in a domain, in addition to the PDC, to allow notifications to continue in the event of server role changes.





The following registry entry, of type REG_MULTI_SZ, must be configured appropriately for this facility to be used:





      HKEY_LOCAL_MACHINE\ 


       SYSTEM\ 


       CurrentControlSet\ 


       Control\ 


       Lsa\ 


       Notification Packages (value of type REG_MULTI_SZ) 





Notification Packages contains a list of DLLs to be loaded and notified of password changes and password change requests. If this value does not exist in the registry, it must be created.





The following functions comprise the password change package: 





InitializeChangeNotify 


PasswordFilter 


PasswordChangeNotify 





Each function is optional and must be declared NTAPI or WINAPI to insure proper calling convention. Each function used must appear in the .DEF file used to build the DLL.





Unhandled exceptions encountered in these functions cause security related failures system-wide; structured exception handling should be used when appropriate.





The caller of the password-change function blocks until each function has completed. When appropriate, move lengthy processing to a separate thread prior to returning from PasswordChangeNotify or PasswordFilter.





The PasswordChangeNotify, PasswordFilter, and InitializeChangeNotify functions run in the security context of the Local System account.





The loading of notification packages is an auditable event through enabling of AuditCategorySystem "Restart, Shutdown, and System" audit event type.





Password change notification and password filters only support password changes initiated from Windows 95 and Windows NT clients. Password changes initiated by 16-bit Windows clients do not generate password notification events because they use a different password change protocol that cannot support password notification.





Microsoft Provided Password Filter DLL


System administrators who wish to increase password strength without having to write their own filter may use the password filter supplied by Microsoft along with Service Pack 2 for Windows NT 4.0. This filter, PASSFILT.DLL, will need to be copied to %system root%\SYSTEM32 after Service Pack 2 is installed on the system. To enable the filter follow steps 6 and 7 above.





PASSFILT.DLL implements the following password policy:





Passwords must be at least six (6) characters long.





Passwords must contain characters from at least three (3) of the following four (4) classes:





   Description                            Examples


   English Upper Case Letters             A, B, C, ... Z


   English Lower Case Letters             a, b, c, ... z


   Westernized Arabic Numerals            0, 1, 2, ... 9


   Non-alphanumeric ("Special characters") E.g., punctuation symbols. 





Passwords may not contain your user name or any part of your full name.





Strong Password Functionality Included with Windows 2000


The functionality described above for Windows NT 4.0 has been moved into the operating system security components for Windows 2000. Strong password enforcement can be enabled on Windows 2000 by opening the Local Computer Policy MMC snap-in and enabling the "Passwords must meet complexity requirements" setting in Computer Configuration\Software Settings\Account Policy\Password Policy. 


Sample Code


/*++





   Copyright (c) 1995, 1996  Microsoft Corporation





   Module Name:





       pswdntfy.c





   Abstract:





       This module illustrates how to implement password change notification and password filtering in Windows NT 4.0.





       Password change notification is useful for synchronization of non-Windows NT account databases.





       Password change filtering is useful for enforcing quality or strength of passwords in an Windows NT account database.





       This sample illustrates one approach to enforcing additional password quality.





   Author:





       Scott Field (sfield)    14-May-96





   --*/ 





   #include <windows.h>


   #include "ntsecapi.h" // \mstools\samples\win32\winnt\security\include\ 





   #ifndef STATUS_SUCCESS


   #define STATUS_SUCCESS  ((NTSTATUS)0x00000000L)


   #endif





   NTSTATUS


   NTAPI


   PasswordChangeNotify(


                       PUNICODE_STRING UserName,


                       ULONG RelativeId,


                       PUNICODE_STRING Password


                       )


   /*++


   


   Routine Description:


   


       This (optional) routine is notified of a password change.


   


   Arguments:


   


       UserName - Name of user whose password changed


       RelativeId - RID of the user whose password changed


       NewPassword - Cleartext new password for the user


   


   Return Value:


   


       STATUS_SUCCESS only - errors from packages are ignored.


   


   --*/ 


   {


   


      #ifdef DEBUG


      LPWSTR String;


   


      String = HeapAlloc(GetProcessHeap(), 0, 


                  Password->Length + UserName->Length + (256*sizeof(WCHAR)));


   


      swprintf(String,


               L"Password for account %.*ls (rid 0x%x) changed to %.*ls\n",


               UserName->Length / sizeof(WCHAR),


               UserName->Buffer,


               RelativeId,


               Password->Length / sizeof(WCHAR),


               Password->Buffer


              );


   


      OutputDebugStringW( String );


   


      ZeroMemory(String, 


         Password->Length + UserName->Length + (256*sizeof(WCHAR)));


   


      HeapFree(GetProcessHeap(), 0, String);


      #endif


   


   


      return STATUS_SUCCESS;


   }


   


   BOOL


   NTAPI


   PasswordFilter(


       PUNICODE_STRING UserName,


       PUNICODE_STRING FullName,


       PUNICODE_STRING Password,


       BOOL SetOperation


       )


   /*++





   Routine Description:





       This (optional) routine is notified of a password change.





   Arguments:





       UserName - Name of user whose password changed


       FullName - Full name of the user whose password changed


       NewPassword - Cleartext new password for the user


       SetOperation - TRUE if the password was SET rather than CHANGED





   Return Value:





       TRUE if the specified Password is suitable (complex, long, etc).  The system will continue to evaluate the password update request through any other installed password change packages.





       FALSE if the specified Password is unsuitable. The password change on the specified account will fail.





   --*/ 


   {


       BOOL bComplex = FALSE; // assume the password in not complex enough


       DWORD cchPassword;


       PWORD CharType;


       DWORD i;


       DWORD dwNum = 0;


       DWORD dwUpper = 0;


       DWORD dwLower = 0;





       // 


       // check if the password is complex enough for our liking by


       // checking that at least two of the four character types are


       // present.


       // 





       CharType = HeapAlloc(GetProcessHeap(), 0, Password->Length);


       if(CharType == NULL) return FALSE;





       cchPassword = Password->Length / sizeof(WCHAR);





       if(GetStringTypeW(


           CT_CTYPE1,


           Password->Buffer,


           cchPassword,


           CharType


           )) {





           for(i = 0 ; i < cchPassword ; i++) {





               // 


               // keep track of what type of characters we have encountered


               // 





               if(CharType[i] & C1_DIGIT) {


                   dwNum = 1;


                   continue;


               }





               if(CharType[i] & C1_UPPER) {


                   dwUpper = 1;


                   continue;


               }





               if(CharType[i] & C1_LOWER) {


                   dwLower = 1;


                   continue;


               }





               if(!(CharType[i] & (C1_ALPHA | C1_DIGIT) )) {





                   // 


                   // any other character types make the password complex


                   // 





                   dwNum = 2;





                   break;


               }


           } // for





           // 


           // Indicate whether we encountered enough password complexity


           // 





           if( (dwNum + dwUpper + dwLower) >= 2 )


               bComplex = TRUE;





           ZeroMemory( CharType, Password->Length );


       } // if





       HeapFree(GetProcessHeap(), 0, CharType);





       return bComplex;


   }





   BOOL


   NTAPI


   InitializeChangeNotify(


       void


       )


   /*++





   Routine Description:





       This (optional) routine is called when the password change package is loaded.





   Arguments:





   Return Value:





       TRUE if initialization succeeded.





       FALSE if initialization failed. This DLL will be unloaded by the system.





   --*/ 


   {





   #ifdef DEBUG


       OutputDebugString( TEXT("Initialize Change Notify called!\n") );


   #endif





       // 


       // initialize any critical sections associated with password change


       // events, etc.


       // 





       return TRUE;


   }





   /********





   pswdntfy.def


   ------------





   LIBRARY pswdntfy





   EXPORTS


       InitializeChangeNotify


       PasswordChangeNotify


       PasswordFilter





   ********/  
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5.0


The NT Security Log - Your Best and Last Defense 
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by R. Franklin Smith 


Your overall security strategy depends on the Windows NT security log, which is your final layer of defense for catching violators who made it past your previous layers of authentication and access control. The NT security log tracks what objects your users access and how, and which programs they run. You can monitor a user's actions, even when the user holds administrative access rights. This audit trail lets you detect suspicious activity from both outsiders and insiders and provides you with important evidence to use against intruders. 


You might find that getting the most benefits out of your security log is challenging, but I can show you how to maximize your NT security log's potential. Let's start with some tips on the log's overall care and feeding. 
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Before you start auditing activities, you need to correctly configure your log and archival process to avoid data gaps. The NT Event Viewer's log settings dialog box specifies a maximum size for the three NT event logs—system, application, and security. As NT records events in the security log, the log grows until it reaches its threshold size. You can select Overwrite Events as Needed to discard the oldest events as NT records new events, as Screen 1 shows. However, programs can fall into infinite loops, which results in NT creating log entries for each program iteration. You'll need to see what events caused this condition, not just a log full of identical events, so I usually don't choose this option. If you select Do Not Overwrite Events (Clear Log Manually), NT stops recording events when the log reaches its threshold and doesn't resume recording until you manually clear the log. I don't like this option because you must clear the log before it fills, and you can't keep a constant amount of history online. If you choose the Overwrite Events Older than X Days option, NT records events until it fills the log. When the log is full, NT discards events older than the set number of days as needed to accommodate new events. If the log becomes full of events younger than the set number of days, NT stops recording events until some events expire. Unfortunately, NT doesn't warn you that your available log space is running out. If you're recording events at a sufficient frequency, you might lose important activity records regardless of the log settings. 


�If your browser does not support inline frames, � HYPERLINK "http://www.microsoft.com/TechNet/winnt/images/NTSECU01.GIF" �click here� to view on a separate page. 


Screen 1 Event Log Settings 
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Unless you use an event-log management product that monitors the log in realtime and relays events to a central log server, you need to formulate a combination of log settings and archival procedures to avoid losing events. You must also consider how far back in time you need to record events in your security log because you might discover perpetrators who have been engaging in improprieties for an unknown period. You want to be able to sufficiently document their actions to develop your case against them. 


Several strategies are available to meet your needs and required security level. One strategy that is appropriate for many medium-level-security commercial environments uses a long, contiguous audit trail and requires low maintenance. However, you might find maintaining a contiguous event log difficult because you can still lose events no matter how you configure your log and archival process. For example, if you set the log to automatically overwrite, NT might discard older events before you can archive or view the log. If you don't set the log to overwrite, you might lose new events between the time the log fills and when you clear the log. If savvy intruders know your log settings, the intruders can use this information to try to fill the log to cover their tracks. 


To illustrate my internal network security strategy, set up an internal application server (requiring medium security) to maintain a contiguous, 12-month audit trail. I determined that 7MB will accommodate the average activity for 30 days on this particular system, but I don't have a rule of thumb to give you to determine this size. The amount of log space you consume daily depends on the size and activity of your system; the event categories you enable for auditing in the Start menu's Programs, Administrative Tools, User Manager for Policies, Audit dialog box; and especially the level of object auditing you're using. Therefore, I set the maximum log size to 14MB to accommodate a month of unusually high activity. I also set the event-log wrapping to overwrite events older than 3 days because nobody checks the system from Friday evening until early Monday morning. If a process goes awry during the weekend and starts pouring events into the log, NT overwrites older events up to the 3-day threshold and stops logging at that point. By the time I come in Monday, I can at least get a clue as to what happened between Friday evening and Monday morning. I perform full backups every night out of a 30-tape rotation, and on the first Monday of every month, I back up out of a 12-tape rotation. Before each backup, I use the NT Scheduler service and Dumpel from the Microsoft Windows NT Server 4.0 Resource Kit to archive the event log to a directory on the server, then the backup archives the directory to tape. If I keep a minimum of 30 days of activity online and archive once a month, I can research through 12 months of activity and avoid manually repeating work. When you need a particular month's activity, just restore the previously dumped EVT file and use Event Viewer to open it. This method doesn't fit all scenarios, but you can use the same archival frequency and tape rotation scenario to determine the method that best suits your security requirements. 


You must remember a few more important facts about log settings and security. When you change the maximum event-log size, the change doesn't take effect immediately. This delay is especially significant to remember when you're increasing the log size. After you change the size, you're given the option to save the log. If you don't clear the log, NT won't take advantage of the newly added space. You also need to keep your event-log size, wrapping settings, and archival process private because intruders can use this information against you to try to fill the log. To help keep this information less public, I recommend you set the Registry key RestrictGuestAccess of type REG_DWORD to 1 in HKEY_LOCAL_MACHINE \SYSTEM \CurrentControlSet \Services \EventLogLogName to restrict guest access to all three event logs. You need to make sure the Registry keys' permissions grant set-value authority to administrators only. You can also use the Security Configuration Manager (SCM) that Service Pack 4 (SP4) includes to manage log settings, as Screen 2 shows, and to restrict access to event logs. (For more information about SCM, see the Microsoft TechNet article "MS Security Configuration Manager for Windows NT 4" at � HYPERLINK "http://www.microsoft.com/technet/winnt/Winntas/technote/scmnt4.asp" �http://www.microsoft.com/technet/winnt/Winntas/technote/scmnt4.asp�.) Finally, you can configure NT to immediately crash if NT inadvertently fills the event log, but use this procedure only for extremely high-security commercial and military configurations. To recover from the NT crash, the administrator must reboot, archive, and clear the log; reset a flag in the Registry; and reboot a second time. 


�If your browser does not support inline frames, � HYPERLINK "http://www.microsoft.com/TechNet/winnt/images/NTSECU02.GIF" �click here� to view on a separate page. 


Screen 2 Security Configuration Manager 


You need to know a final fact about NT's security log—the Event Viewer is the only tool that NT includes to get information from the logs. Unfortunately, this tool is inadequate for performing analysis and for tracking and automating security checks. I have a few favorite utilities for these processes, but many event-log tools are available to meet these needs. For more information about log analyzers, see Mark Joseph Edwards, "The Handy Security Toolkit Revisited," October 1999, and Gary Kessler, "Add Fuel to Your Firewall," October 1999. 
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Keep in mind that each NT system maintains an event log. NT records events on the system as the OS perceives them, which results in a very fragmented audit record for the enterprise and affects how you configure your security event log. You must make sure that you use consistent and appropriate log settings to configure each class of systems. Most administrators make a standard SCM template with the appropriate security settings for each system type they manage, such as domain controllers, workstations, and application servers. For each template, be sure to include your desired settings for the three security logs. In future articles, I'll discuss the most useful locations for you to use each audit category on, such as on domain controllers, member servers, or workstations. I'll also look at utilities that help you merge and correlate data from logs scattered throughout your network. 
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In March, I'll look inside the security log and dive into NT auditing. I'll examine three audit categories—logon/logoff, object access, and process tracking—and tackle topics such as whether auditing will slow down your system, how you can prevent or detect tampering with the security log, and how you can effectively track logon activity throughout your domain's many systems. Until next time, make sure that you have a comprehensive system that keeps a dependable and contiguous audit trail and that minimizes your manual work. 
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5.3


Auditing Backup and Restore Activities


When files are being backed up, Windows NT checks to ensure that the user performing the backup has the Back Up Files and Directories special right each time the backup program attempts to copy a file to the backup media. In the same way, Windows NT checks for the Restore Files and Directories right for each file that is being restored from backup media. Obviously, if Windows NT were to record an audit event each time those rights were invoked, thousands of events would be recorded during a routine backup. Because this would flood the security log with event records that most often would be of little value for maintaining system security, Windows NT does not normally record audit events for the use of these rights, even when success auditing of Use of User Rights is enabled in the system user rights policy.


To audit the use of these rights, use the Registry Editor to create or assign the following Registry key value:


Hive:�
HKEY_LOCAL_MACHINE\System �
�
Key:�
\CurrentControlSet\Control\Lsa�
�
Name:�
FullPrivilegeAuditing�
�
Type:�
REG_BINARY�
�
Value:�
1�
�
The changes take effect the next time the computer is started. You might want to update the Emergency Repair Disk to reflect these changes.


Note


The use of the following rights is never audited, even when the FullPrivilegeAuditing Registry entry is set to 1. However, the assignment of these rights, during logon, is audited.


Bypass traverse checking (SeChangeNotify) 


Generate security audits (SeAuditPrivilege) 


Create a token object (SeCreateTokenPrivilege) 


Debug programs (SeDebugPrivilege) 


Create a new security context for a new logon (AssignPrimaryToken)
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5.4


Event Logging Security


Access to the event logs is determined by the account under which the application is running. The LocalSystem account is a special account that service applications can use. The Administrator account consists of the administrators for the system. The Server Operator account (ServerOp) consists of the administrators of the domain server. The World account includes all users on all systems. 


The following table shows which accounts are granted read, write, and clear access to each log. 


Log�
Account�
Access   �
 �
 �
�
Application�
LocalSystem�
Read�
Write�
Clear�
�
 �
Administrator�
Read�
Write�
Clear�
�
 �
ServerOp�
Read�
Write�
Clear�
�
 �
World�
Read�
Write�
�
�
Security�
LocalSystem�
Read�
Write�
Clear�
�
 �
Administrator�
Read�
�
Clear�
�
 �
World�
�
�
�
�
System�
LocalSystem�
Read�
Write�
Clear�
�
 �
Administrator�
Read�
Write�
Clear�
�
 �
ServerOp�
Read�
�
Clear�
�
 �
World�
Read�
�
�
�



In addition, users can read and clear the Security log if they have been granted one of the following: 


The "manage auditing and security log" user right. Use the User Manager. Click the Policies menu, then click User Rights. 


The SE_AUDIT_NAME privilege. For more information, see � HYPERLINK "http://msdn.microsoft.com/library/psdk/winbase/accctrl_96lv.htm" �Windows NT Privileges�. 


The following table shows which types of access are required for the event logging functions. 


Function�
Access Required�
�
� HYPERLINK "http://msdn.microsoft.com/library/psdk/winbase/eventlog_3elj.htm" �OpenEventLog��
Read�
�
� HYPERLINK "http://msdn.microsoft.com/library/psdk/winbase/eventlog_131j.htm" �OpenBackupEventLog��
Read�
�
� HYPERLINK "http://msdn.microsoft.com/library/psdk/winbase/eventlog_48px.htm" �RegisterEventSource��
Write�
�
� HYPERLINK "http://msdn.microsoft.com/library/psdk/winbase/eventlog_5xgn.htm" �ClearEventLog��
Clear�
�



As an example, OpenEventLog requires read access. A member of the ServerOp account can call OpenEventLog for the Application event log and the System event log, because ServerOp has read access for both of these logs. However, a member of the ServerOp account cannot call OpenEventLog for the Security log, because it does not have read access for this log. 


Access to the Application event log is restricted. To grant access to the members of the Guests account, change the following registry entry from 1 (the default) to 0:


HKEY_LOCAL_MACHINE �    SYSTEM �      CurrentControlSet �        Services �          EventLog �            Application �              RestrictGuestAccess
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5.5


When the Security Log Is Full


If you have set the security log either to "Overwrite Events Older than n Days" or "Do Not Overwrite Events (Clear Log Manually)", you might want to prevent auditable activities while the log is full and no new audit records can be written. To do so, use the Registry Editor to create or assign the following Registry key value:


Hive:�
HKEY_LOCAL_MACHINE\SYSTEM�
�
Key:�
\CurrentControlSet\Control\Lsa�
�
Name:�
CrashOnAuditFail�
�
Type:�
REG_DWORD�
�
Value:�
1�
�



The changes take effect the next time the computer is started. You might want to update the Emergency Repair Disk to reflect these changes.


If Windows NT halts as a result of the security log becoming full, the system must be restarted and reconfigured to restore it to high-level security. When Windows NT restarts, the Security log is full and so no auditable actions are recorded until the Security log is cleared.


To recover when Windows NT halts because it cannot generate an audit event record


1. Restart the computer and log on using an account in the Administrators group.


2. Use Event Viewer to clear all events from the Security log, archiving the currently logged events. For details, see the "Event Viewer" chapter in the Windows NT Workstation or Windows NT Server System Guide. 


3. Use the Registry Editor to delete and replace value entry CrashOnAuditFail, with data type REG_DWORD and value 1, under HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa (as described earlier in this section).


4. Exit, and then restart the computer.
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