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This checklist is composed of information from numerous information security sources.  The Australian Computer Emergency Response Team (AUSCERT), University of Queensland, originally developed the checklist on which this one is based.  Additionally, security information was added from the National Security Agency (NSA), Defense Information Systems Agency (DISA), Sun Microsystems, the System Administrator Networking Security Institute (SANS), and various CERT/RCERT/ACERT alerts.  It’s purpose is to assist in removing common and known security vulnerabilities under the UNIX Operating System.  It is based around discovered security vulnerabilities and other checklists which are readily available. 

IMPORTANT NOTE: The members of the Information Assurance Division of the School of Information Technology, US Army Signal Center at Fort Gordon, Georgia have made major changes to the original UNIX security checklist by covering vulnerabilities that have been discovered since the original checklist was created.  Some original material is contained, and thus the appropriate copyright reference.  However, this document no longer resembles the original.  They gratefully acknowledge the AUSCERT’s contributions in assisting UNIX system administrators in the continuing struggle to maintain secure UNIX systems.   While this checklist may prove effective for most situations, it was designed for use within the U.S. Army, and incorporates Chief Information Officer/G6 (CIO/G6) guidelines. 

For information about detecting or recovering from an intrusion, see the CERT security information document which can be retrieved via anonymous ftp from: ftp://info.cert.org/pub/tech_tips/intruder_detection_checklist 

Any comments concerning the "original" checklist should be directed via email to auscert@auscert.org.au.

Any comments concerning the "revised" checklist should be directed to mailto:ia@gordon.army.mil. Before using this document, ensure you have the latest version.  New versions of this checklist can be obtained by sending an email to ia@gordon.army.mil

.   In order to make effective use of this checklist, readers should have a good grasp of basic UNIX system administration concepts.  

1. If possible, refer to this checklist prior to attaching a system to the network.

2. In addition, we recommend that you use the checklist on a regular basis as well as after you install any patches or new versions of the operating system, with consideration given to the appropriateness of each action to your particular situation. 

3. Command examples have been supplied for BSD-like and SVR4-like systems.  Full directory paths and program options may vary for different flavors of UNIX.  If in doubt, consult your vendor documentation. 

4. For ease of use, the checklist has been organized into separate, logically cohesive sections.  All sections are important. 
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Machine and Site Preparation

	1.1 Written Security Policy

	Vulnerability
	Countermeasure

	Only by doing proper analysis and security planning, can you hope to provide a secure environment for your data.  Security without a security policy is synonymous with a long journey without  a road map 
	( 1. Asset identification and evaluation

( 2. Threat identification and assessment

( 3. Vulnerability and exposures identification and assessment

( 4. Determine access and control requirements

( 5. Qualitative and quantitative risk assessment

( 6.  Develop your plan and policies to maintain number 1 while defending against numbers 2,3, 4 and 5.



	1.2 Facilities

	Vulnerability
	Countermeasure

	Improperly maintained facilities can be a source of service disruption.
	( 1.  Separate black-red communication lines.

(2.  If TEMPEST requirements apply to the system, has TEMPEST testing been accomplished. 

(3.  Are TEMPEST test results acceptable or is the physical control zone sufficient. 

(4.  Conduct a physical risk assessment.

(5.  Is there adequate power or UPS support available.

(6.  Make sure hardware and software configurations 

support the security policy.

(7.  Maintain proper temperatures per manufacturer specifications.


	1.3 Server Access

	Vulnerability
	Countermeasure

	Physical access by unauthorized personnel could result in theft of peripherals, denial of service, security overrides via removable media, or miscellaneous tampering.

Remember that there is NO security without Physical Security.  Access to the interior of the CPU case exposes the computer to theft, sabotage, and reconfiguration.
	( 1. Place the server in a locked room accessible only by the System Administrator.

· Maintain a list of personnel authorized entry

· Establish key/access control.

( 2. PHYSICALLY lock the CPU case



	1.4 Access Control

	Vulnerability
	Countermeasure

	Access control has several primary objectives.  They are:  Identification, Authentication, Authorization, Confidentiality, Integrity, Availability, and Accountability
	( 1. Before a user gains access to an access control object, the user must go through three levels of access control.

· The user must be identified

· The user must be authenticated based on the identification supplied

· Once identified and authenticated, the user must be authorized for access to the object under control.




	1.5 Authentication Methods

	Vulnerability
	Countermeasure

	Authentication is the transfer of some information that proves you are who you say you are.  Failure to properly identify users results in a breakdown of authorization and access control
	( 1. There are 3 types of authentication

· Something you know (password)

· Something you have (token, smart cards, Id badges)

· Something you are (biometrics)




	1.6 Input Devices

	Vulnerability
	Countermeasure

	If your system is has peripherals devices connected, then it will not take an attacker long to gain access.  Removal of input devices prevents any one from causing the system to execute programs or loading software.
	( 1. Remove the Keyboard, mouse, and monitor, if possible.




	1.7 Hard drives

	Vulnerability
	Countermeasure

	It is trivial to take the hard drive from one Unix system and read it on another.  Just like your backup tapes, hard drives are the goal of any attacker who has physical access to your system.
	( 1. Physically lock the CPU case.


	1.8 Boot Sequence  (I386 versions)

	Vulnerability
	Countermeasures

	An operating system can be rebooted using removable media.  Once rebooted, the operating system can be modified or reinstalled, overriding password controls. Other hardware configurations such as firmware setup, boot password, power-on password are also available on latest hardware to control the boot process and should be appropriately investigated and used.


	( 1. CHANGE the Boot sequence in the CMOS.  Change boot sequence to Harddrive, CDROM, then Floppy.  For complete safety, change it so only the hard drive is available for boot.

· Most personal computers today can start a number of different operating systems. For example, even if you normally start Unix from the first drive, someone could select another version of OS on another drive, including a floppy drive or CD-ROM drive. If this happens, security precautions you have taken within your normal version of Unix might be circumvented. 




	1.9 CMOS Passwords (i386 versions)

	Vulnerability
	Countermeasures

	Access to the CMOS enables changing of the boot sequence order.  Changing the boot sequence can enable reboot via removable media.
	( 1. INSTALL a CMOS password. 




	1.10 System boot time  (i386 versions)

	Vulnerability
	Countermeasures

	Since backup tapes can contain multiple boot systems and allow for the user to choose between which operating system they would like to boot up in.  Some operating systems offer insufficient security and could possibly circumvent security.


	( 1. SET the system boot time to zero (0) seconds 

Another simple setting is to edit the boot.rc file such that the boot timeout is zero (0) seconds; this will make it harder for the user to boot to another operating system if one exists.




	1.11 Protect Open Boot  (Sun Hardware)

	Vulnerability
	Countermeasure

	Users with access to Open Boot can boot the system from almost any external hard drive, SCSI device or CDROM.  This would allow someone to take complete control of the system.  During Open Boot, the use of the Stop-A command can change Open Boot environment variables or corrupt data.
	( 1. Password protect Open Boot

· # eeprom security-password

( 2.  Set the Open Boot security mode.  There are three levels of security for Open Boot:

· none - no password protection, all commands may be ran without a password

· command -all commands except "boot" and "go" require a password to run

· full - all commands except "go" require a password to run.  Go can still be ran after a Stop-A command.  (two password protection)

· # eeprom security-mode="none, command, or full without quotation marks"


	1.12  Configuration Management

	Vulnerability
	Countermeasure

	Rebuilding a system from scratch can be complicated by a lack of documentation.  Backup tapes/disks are not always enough.
	( 1.  Has all hardware and software configurations been documented in a Configuration Management database.

· Has system architecture been documented.

· Are key nodes and connections identified.

· Is an inventory of all software maintained.

· Document all patches, OS version, and partitioning information.

· Identify additional device drivers per requirements.

· Document and mark all cables and connections.


	1.13  Contingency Planning

	Vulnerability
	Countermeasure

	If Information Technology operations are disrupted, mission critical functions could be lost.
	( 1.  Minimize the impact of fire, flood, civil disorder, 

natural disaster, or bomb threat.

(2.  Identify an alternate site containing compatible equipment. 

(3.  Identify backup procedures if the primary IT operation site is disrupted.

(4.  Destruction or safe guarding plan in case of site evacuation. (classified sites)

(5.  Plan the test - test the plan.


Installation and Configuration

	1.14 Securing a Unix server starts with the installation.

	Vulnerability
	Countermeasure

	Security should be involved in every phase of installation and system use.
	(1. Some things that should be part of a secure installation process

· Do not be connected to the network.
· Install the OS w/Patches

· Secure the inetd

· Secure the startup scripts

· Enable logging

· Protect against 

              –buffer overflows, root network access, system account access,

                sendmail, motd misuse, permissions, trusts
· Install ssh (secure remote communication method)
NOTE:  A minimum install will increase security by not loading various applications.  



	1.15 Patches

	Vulnerability
	Countermeasure

	Failure to stay current with available vendor patches may leave your system vulnerable to attack. Always check with ACERT for the latest approved patches for your version of Unix.


	(1. Use the command #showrev –p  to list patches installed on your system

· PRIVATE
RETRIEVE the latest patch list from your vendor (NOTE: Check ACERT advisories to be sure you have the latest "approved" patch).

· INSTALL patches that are recommended for your system. Some patches may re-enable default configurations. For this reason, it is important to go through this checklist AFTER installing ANY new patches or packages.

· ALWAYS review the Readme files.

NOTE:  Ensure that current vulnerability patches are loaded as provided by the vendor and listed in ACERT/CC advisories.


	1.16 Banners

	Vulnerability
	Countermeasure

	Security warning banners notify users that they may be monitored.  Lack of a banner may potentially give the impression that this system may be hacked without repercussion.  A banner should be provided for both the desktop (GUI) login and the command line/network login.  Individual banners may also be set up for individual network services.

A banner should tell the visitor who the system belongs to, that the system is being monitored, that their use of the system is agreement to their being monitored, and the regulations governing the monitoring or use of the system.
	(1.  vi /etc/issue  (create a command line login banner for connections

                             which bypass the GUI)

· The /etc/default/telnetd and /etc/default/ftpd may also be used for the corresponding network service.

(2.  For systems using the Dtlogin login screen, modify the /usr/dt/config/Xresources file.  Set the Dtlogin*greeting.labelString to the Attention Banner.  

“ATTENTION!

THIS IS A DOD COMPUTER SYSTEM. BEFORE PROCESSING CLASSIFIED INFORMATION, CHECK THE SECURITY ACCREDITATION LEVEL OF THIS SYSTEM. DO NOT PROCESS, STORE, OR TRANSMIT INFORMATION CLASSIFIED ABOVE THE ACCREDITATION LEVEL OF THIS SYSTEM. THIS COMPUTER SYSTEM, INCLUDING ALL RELATED EQUIPMENT, NETWORKS, AND NETWORK DEVICES (INCLUDES INTERNET ACCESS) ARE PROVIDED ONLY FOR AUTHORIZED U.S. GOVERNMENT USE. DOD COMPUTER SYSTEMS MAY BE MONITORED FOR ALL LAWFUL PURPOSES, INCLUDING TO ENSURE THEIR USE IS AUTHORIZED, FOR MANAGEMENT OF THE SYSTEM, TO FACILITATE PROTECTION AGAINST UNAUTHORIZED ACCESS, AND TO VERIFY SECURITY PROCEDURES, SURVIVABILITY, AND OPERATIONAL SECURITY, MONITORING INCLUDES, BUT IS NOT LIMITED TO, ACTIVE ATTACKS BY AUTHORIZED DOD ENTITIES TO TEST OR VERIFY THE SECURITY OF THIS SYSTEM. DURING MONITORING, INFORMATION MAY BE EXAMINED, RECORDED, COPIED, AND USED FOR AUTHORIZED PURPOSES. ALL INFORMATION, INCLUDING PERSONAL INFORMATION, PLACED ON OR SENT OVER THIS SYSTEM MAY BE MONITORED. USE OF THIS DOD COMPUTER SYSTEM, AUTHORIZED OR UNAUTHORIZED, CONSTITUTES CONSENT TO MONITORING. UNAUTHORIZED USE OF THIS DOD COMPUTER SYSTEM MAY SUBJECT YOU TO CRIMINAL PROSECUTION. EVIDENCE OF UNAUTHORIZED USE COLLECTED DURING MONITORING MAY BE USED FOR ADMINISTRATIVE, CRIMINAL, OR OTHER ADVERSE ACTION. USE OF THIS SYSTEM CONSTITUTES CONSENT TO MONITORING FOR ALL LAWFUL PURPOSES”




	1.17   Shells 

	Vulnerability
	Countermeasure

	Shells are almost always in a binary directory.  Ensure that you list only the absolute pathnames to the shells.  Shells may be in /bin, /usr/bin, /sbin, etc.  Because the entire /etc/shells file is read by Unix, DO NOT use pathnames to non-shell scripts, nor should you use any extraneous characters as these will be interpreted as 'non-shells' by Unix and your users will not be able to log in.

Accounts listed in the /etc/passwd file which do not have an assigned shell, receive one by default from the system, normally the bourne shell (/bin/sh).


	(1.  ENSURE that ALL authorized shells are listed in the /etc/shells file, i.e. /bin/sh, /bin/ksh, /bin/csh, /bin/bash, /sbin/sh, /bin/tcsh, /bin/zsh, etc.

#cat /etc/shells

(2.  ENSURE that each username entry in the /etc/passwd file invokes an authorized shell listed in the /etc/shells file.

NOTE: /dev/null, /bin/false, or /bin/true will be used to replace shells, but WILL NOT be listed in the /etc/shells file because they are used to disable account login.  If you place them in the /etc/shells file, ftp access is enabled for the accounts with a false shell.

(3.  EACH authorized shell listed in the /etc/shells file WILL NOT have the SUID and/or SGID bits set, WILL be owned by root, and WILL have access permissions of 555.

#chmod u-s shell (i.e. /bin/sh)

#chmod g-s shell (i.e. /bin/csh)

#chmod 555 shell (i.e. /bin/ksh)

#chown root shell (i.e. /bin/bash)




	1.18 Startup (S) and Shutdown (K) scripts

	Vulnerability
	Countermeasure

	Attackers, if they gain access to your system, will more than likely add scripts or modify existing scripts. Understanding what scripts should be in the /etc/rc* directories is crucial.


	(1.  ALL startup/shutdown scripts should be readable and executable only by root (500).

(2.  ENSURE that the line "rm -f /tmp/t1" (or similar) exists in a startup script to clean up the temporary file used to create /etc/motd. This should occur BEFORE the code to startup the local daemons. 

(3.  EXAMINE all "S" files in /etc/rc2.d and /etc/rc3.d (or similar directories).  Any files that start unneeded facilities should be renamed (be sure the new names DO NOT start with a capital "S").

(4.  TEST all boot files changes by rebooting, examining /var/adm/messages, and checking for extraneous processes.

#mv /etc/rc2.d/Sfilename /etc/rc2.d/.NOSfilename

#cat /var/adm/messages
             #ps –elf


	1.19 External file systems/devices

	Vulnerability
	Countermeasure

	By default, most file systems are mounted with Read/Write permissions for everyone, as well as allowing the ability to create SUID files.  To protect your system, file systems should be mounted as Read-Only, and no SUID.
	(1.  MOUNT  file systems non-setuid and read-only where practical.

NOTE: DO be VERY careful when using the mountall or umountall commands.

· Newer versions of Unix utilize volume managers and automatic removable media mounting scenarios.  Check  volume manager or rmmount configuration files  for nosuid entries.  Normally the /etc/vold.conf and /etc/rmmount.conf.

(2.  Check the /etc/fstab; /etc/export; or /etc/dfstab for entries without the nosuid flag.

· Example:  /dev/hdc  /mnt/cdrom   iso9660   ro,user,noauto,nosuid


	1.20 File Access Control List 

	Vulnerability
	Countermeasure

	ACLs allow the administrator to set finer controls than are allowed by the default Unix permissions.  Failure to set ACLs on critical files and directories may potentially leave those files and directories exploitable by malicious attackers.


	(1.  USE FACLs (access control lists) if your version of UNIX supports it.
NOTE:  Using chmod on a file that has an FACL set, both the file group and owner permissions, and the FACL mask are changed to the new permissions. The new FACL mask permissions may change the effective permissions for additional users and groups who have FACL entries on the file.

· If a file or directory has an FACL set, a '+' will appear as the last character (far right) following the permissions.

· FACL are only supported by the UFS and are best used to control access to binaries which have the suid or sgid bit set.


	1.21 Message of the Day, & Mount Tab

	Vulnerability
	Countermeasure

	False information can be released to system users.  The Message of the Day (MOTD) goes out to all users on the system.  Do not use the motd file for login banners.


	(1.  ENSURE that the permissions of /etc/motd and /etc/mtab are set to 644 or more restrictive.

#ls –l /etc/motd 

#ls –l /etc/mtab
#chmod 644 /etc/motd 

#chmod 644 /etc/mtab


	1.22    System daemons

	Vulnerability
	Countermeasure

	System daemons should not be modified or deleted.   Doing so could affect the operating system as a whole.


	(1.  ENSURE that the permissions of all daemons are set to 555 or more restrictive.

#chmod 555 daemonname




	1.23 Library calls

	Vulnerability
	Countermeasure

	Shared libraries allow executable files to call discrete pieces of code from a common library when executed.  If attackers are able to modify a shared library pr provide an alternate shared library via an environment variable, the attackers could gain root access.


	(1.  ENSURE that the permissions of all library files are set to 555 or more restrictive.

#chmod 555 libraryname or
#chmod -R 555 /lib/*

· ENSURE that dynamic link loaders ignore the LD_PRELOAD environment variable for SUID and SGID  binaries.

#LD_PRELOAD=/file.so

#export LD_PRELOAD

Also consider placing the LD_PRELOAD into your user startup scripts.

Note: This vulnerability should be corrected with the latest Linux ld-linux.so version 1.9.0 and Solaris 2.x. Possibly other Unixes as well. The problem is in using older dynamic linkers where SUID binaries do not ignore the LD_PRELOAD environmental variable.


	1.24 System Commands

	Vulnerability
	Countermeasure

	System commands should not be written to or deleted.  Deletion of system commands can affect the overall operation of the system.
	(1.  ENSURE that the permissions of all system commands are set to 555 or more restrictive.

#chmod 555 command


	1.25 System Files

	Vulnerability
	Countermeasure

	Allowing Read access to system files could potentially give attackers additional avenues to exploit.
	(1.  REMOVE read access to files that users do not need to access. 

#chmod o-r filename


	1.26   Kernel

	Vulnerability
	Countermeasure

	The kernel, or heart of the UNIX system, is the operating system.  It should not modified or recompiled unless by root.  Modifications could affect computer input/output systems and filesystem security.
	(1.  ENSURE that the kernel (may be called  /vmunix, /unix, or /kernel) is owned by root, has group set to 0 and permissions set to 644 or more restrictive.




	1.27 System Directories

	Vulnerability
	Countermeasure

	The deletion of system directories or their files could cause the malfunction of the operating system.


	(1.  ENSURE that /etc, /usr/etc, /bin, /usr/bin, /sbin, /usr/sbin, /tmp and /var/tmp are owned by root and that the sticky-bit is set on /tmp and on /var/tmp. NOTE: the sticky bit is set by default on both /tmp and /var/tmp in Solaris 2.X.

#ls -lad /etc/usr/etc /bin /usr/bin /sbin /usr/sbin /tmp /var/tmp 

The sticky bit appears as a 't' in the execute permission field for Other.

Set ownership and permissions for /tmp correctly.

#chown root /tmp 

#chgrp 0 /tmp 

#chmod 1777 /tmp


	1.28 Writeable Files and Directories 

	Vulnerability
	Countermeasure

	World-writeable files and directories are normally set as a matter of convenience; however, attackers will not overlook the obvious.  Reconfiguration of system files, such as those located in /etc/rc*.d, could give attackers root access.  Especially important are system initialization files, system configuration files, or user startup files.
	(1.  ENSURE that there are no unnecessary or unexpected world-writeable files or directories on your system.  

NOTE:  it is necessary for some (maybe most) /dev files to be world-writeable.

#find / -type f –perm –g+w  (-print as required)

#find / -type f –perm –o+w (-print as required)

#find / -type d –perm –g+w (-print as required)

#find / -type d -perm –o+w (-print as required)

Could be added to a cronjob to routinely check. See manual page on crontab

To remove Group and Other write permissions from all files in a particular directory, use the following command:

#chmod -R go-w /directoryname (for instance /etc, /bin, etc.)

(2.  ENSURE that you don’t have ANY system writeable directories, i.e. /etc, /bin, /usr, /dev, /export, /sbin

(3.  ENSURE that writeable directories are not also readable. Directories that are both writeable and readable may be used in an unauthorized manner. 

Note: There are also implications in having writeable directories in user's home directories

#ls -l

#chmod -R g-w directoryname

(4.  ENSURE that any writeable directories are owned by root and have permissions 1733.

The sticky bit should be set. If the directory has the sticky bit set, a file can be deleted only by the owner of the file, the owner of the directory or by root.


	1.29 SUID/SGID  

	Vulnerability
	Countermeasure

	Processes that have a SUID or SGID will execute as either the owner of the file or the group that is assigned to the file. Files that are executed as root are particularly dangerous.  

NOTE:  Buffer overflows, race conditions, and symlink attacks (mentioned in other parts of this checklist) would be virtually useless unless the program were SUID root.
	(1.  REMOVE the set-user-id (SUID) or set-group-id (SGID) bit from processes that do not need it.  Most systems ship with more preset suid files than are required.  Many of these programs are only accessed by root.  

(2.  Disable XHOST and CHROOT applications and any other application or process that uses a SETUID to Root upon execution, on all servers.

NOTE 1: This is the point of failure on all standard UNIX machines. Virtually every attack is based around the concept of gaining root access on a machine. Once this is achieved an intruder can literally do anything with your system. 

SUID

#find / -type f  -perm -4000 -ls (-print as required)
SGID

#find / -type f  -perm -2000 -ls (-print as required)
Could be added to a cronjob to routinely check. See manual page on crontab.


	1.30 Umasks for Users

	Vulnerability
	Countermeasure

	Users can set their own Umask.  This will override system defaults for the user.  Hackers can take advantage of files that have weak permission settings.  


	(1.  ENSURE that the umask value for each user is set to 037 (consider a more restrictive value, such as 077).

Check .profile (for sh, ksh) or .login (for csh) for setting umask value. Don’t universally grant other permissions.

The first way to set the system Umask is to Edit the file /etc/default/login by modifying the umask line to read umask 037 or 077. 

The second and more popular option is to edit the file /etc/profile by modifying the umask line to read umask 037 or 077.

NOTE: The /etc/default/login and /etc/profile files are used for every user.  Which file is used depends on the version of UNIX.  Also, umask settings will be superseded/overridden by a user’s .profile/.login/.cshrc.


	1.31 UMASKS for Root

	Vulnerability
	Countermeasure

	Default Umask values may not be set appropriately to protect files created by root.
	(1.  ENSURE that the umask value for root is set to 077
Check .profile (for sh, ksh) or .login (for csh) for setting umask value. Don’t universally grant other permissions.

· To set a umask value for root which is different than the umask value for all users, you must create a .profile, .cshrc, or .login for root and place it in root's home directory.

· If the system Umask is set to 077 in the /etc/default/login or /etc/profile, root will not need a separate entry in a .profile/.login/.cshrc.


	1.32 Umask for System Daemons

	Vulnerability
	Countermeasure

	System Daemons can create files during normal operation.   The permissions on these files may be excessive. 
	(1.  ENSURE that the umask value for system daemons is set to 022. 

#echo 'umask 022' > /etc/init.d/umask.sh

#chmod 744 /etc/init.d/umask.sh

#textedit /etc/init.d/umask.sh

Add the following text:

for dir in /etc/rc?.d

do

               ln -s ../init.d/umask $dir/S00umask.sh

              done


	1.33 Special files 

	Vulnerability
	Countermeasure

	The /dev and /devices directories are known locations for hacker placed files.  Special files normally refers to files which represent hardware.  They start their file permissions with a "b" (block device) or a "c" (character device).
	(1.  ENSURE that all files in /dev or /devices are special files. Special files are identified with a letter in the first position of the permissions bits (usually a b or c). 
NOTE: Some systems have directories and a shell script in /dev which may be legitimate. Check the manual pages for more information.

#find /dev –type f –exec ls –l {} \; 

(2.  ENSURE that there are no unexpected special files outside /dev or /devices.

Find block or character special files 

#find / -type b | grep -v '^/dev/'

#find / -type c | grep -v '^/dev/'

See also G.19.


	1.34 Memory 

	Vulnerability
	Countermeasure

	Making changes to the physical or logical memory locations can create serious problems for Unix.  Kmem and mem should never be accessible by Other.


	(1.  ENSURE that permissions on the file /dev/kmem or /dev/mem are set to 600

#chmod 600 /dev/kmem

#chmod 600 /dev/mem


	1.35 Symbolic Links

	Vulnerability
	Countermeasure

	Anyone can create a symbolic link to a file, i.e. /etc/shadow, or a directory.  SUID root programs also create symlinks, usually in /tmp. Unfortunately, programs blindly follow symlinks which could give attackers copies of your password files, or even allow them to create users with a UID=0.


	(1.  REMOVE the SUID bit from as many files as possible to mitigate the risks of symlink vulnerabilities.

NOTE 1: There is no sure-fire cure to this vulnerability. The best defense is to use secure coding practices.

NOTE 2:  Any user can create a symbolic link to any file.  Access is not based on the permissions of the link (lrwxrwxrwx) but on the file that is linked to.  Restrictive permissions on the linked-to file is your best defense.


	1.36 Race conditions

	Vulnerability
	Countermeasure

	Attackers will take advantage of a program or process while it is performing a privileged operation.  This usually involves timing the attack to abuse the program after it enters a privileged mode but before it gives up its privileges. A vulnerability that allows attackers to abuse this window of opportunity is called a “race condition.”


	(1.  REMOVE the SUID bit from as many files as possible and apply all relevant vendor-related security patches.

NOTE 1: As with symlinks, there is no sure-fire cure to this vulnerability. The best defense is for programmers to ensure that the programs they create run trap signals in a secure manner.

NOTE 2:  A good practice for reducing this vulnerability is to reduce the number of SUID/SGID binaries on the system.




	1.37 NIS, NIS+ and /etc/passwd entries 

	Vulnerability
	Countermeasure

	Improper setup of NIS and/or NIS+ have been the cause of several exploits against Unix systems.  Users could have access to the /etc/passwd and the /etc/shadow files.  If you do not need to have a distributed database of all objects in your network, then do not use NIS/NIS+.


	(1.  DO NOT run NIS or NIS+ if you don’t really need it.

·  If NIS functionality is required, DO use NIS+ if possible. Ensure that NIS+ cannot talk to NIS by setting NIS+ to 2.

#grep passwd /etc/nsswitch.conf 

If response is passwd: files, you do not use NIS or NIS+.

· ENSURE that the only machines that have a ‘+’ entry in the /etc/passwd files are NIS (YP) clients; i.e., NOT the NIS master server! There appears to be conflicting documentation and implementations regarding the ‘+’ entry format and so a generic solution is not available here. It would be best to consult your vendor’s documentation. Some of the available documentation suggests placing a ‘*’ in the password field, which is NOT consistent across all implementations of NIS. We recommend testing your systems on a case-by-case basis to see if they correctly implement the ‘*’ in the password field.

Ensure that * in the password field is correctly implemented 

1. Try using NIS with the ‘*’ in the password field for example: +:*:0:0::: If NIS users cannot log in to that machine, remove the ‘*’ and try the next test. 

2. With the ‘*’ removed, try logging in again. If NIS users can log in AND you can also log in unauthenticated as the user ‘+’, then your implementation is vulnerable. Contact the vendor for more information. If NIS users can log in AND you cannot log in as the user ‘+’, your implementation should not be vulnerable to this problem.

· ENSURE that /etc/rc.local or the equivalent startup procedure is set up to start ypbind with the -s option. This may not be applicable on all systems. Check your documentation. 

· /etc/rc.local is only used by NIS/NIS+

· CONSIDER using Secure RPC (used by default with NIS+)

NOTE: Secure RPCs are discussed on pages 570-578

· If you are using NIS (YP) or NIS+, DEFINE each netgroup (Pgs 581-586, 750) to contain only usernames or only hostnames. All utilities parse /etc/netgroup for either hosts or usernames, but never both. Using separate netgroups makes it easier to remember the function of each netgroup. The added time required to administer these extra netgroups is a small cost in ensuring that strange permission combinations have not left your machine in an insecure state.

Refer to the manual pages for more information


	1.38 Guest Accounts

	Vulnerability
	Countermeasure

	Guest accounts allow an unauthorized user to access the system.  This user will not have been verified against login criteria.  The identity of this user will be unknown.
	(1.  IAW HQ DA SAIS-IAS message DTG R 050951Z MAR 99, all guest 

accounts shall be disabled.

· VERIFY that NO guest accounts exist in /etc/passwd or /etc/shadow. 

NOTE: Most systems come preconfigured with guest accounts

· If you cannot remove the account, disable login to the account by assigning /bin/false or /dev/null as the shell.

· USE special groups (such as the wheel group under SunOS) to restrict which users can use su to become root. 

Some versions of Unix use the group /etc/su.people which contains a list of users that may su. 

On Solaris, you must know the su password or utilize the sudo utility.

· DISABLE login to accounts that have no password which execute a command, for example sync.

SET the account’s shell to /bin/false or /dev/null

DELETE or change ownership of any files owned by system accounts, i.e. bin, sys, sync, daemon, etc.

ENSURE that these accounts do not have any cron or at jobs.  It is best to remove these accounts entirely.

· ALWAYS assign non-functional shells (such as /bin/false or /dev/null) to system accounts such as bin, daemon, lib, uucp, news, sys, sync, etc. if they are not needed.  This will disable login to them.

#more /etc/passwd 

Most system accounts have no shell associated with them.

For example:

#usermod –s /bin/false bin


	1.39 Log files

	Vulnerability
	Countermeasure

	Logs often harbor trace evidence of a crime.  Logs are a good starting point to piece together what occurred

 on a computer system or network.  Unfortunately, log files have an inherent vulnerability in that they may

 be forged and/or give misleadning infomraion.  Securing the various log files on a UNIX system can

mitigate this vulnerability.


	(1.  IAW HQ DA SAIS-IAS message DTG R 050951Z MAR 99, all systems servers, as a minimum, shall have auditing turned on and reviewed for the following activities:
· all logins and attempts

· all service connection requests

· all ftp connections

· all super user (root) connections, and requests..
Logs often harbor trace evidence of a crime.  

· DO determine where your log files are located.  They are normally in the /var/log, /usr/adm, or /var/adm directories.

#find / -name *log -print 

Note – there is both a syslog file which is a text file and an executable file named syslog which is used to update the syslogd from third party and home grown software.

Important log files:

lastlog – logs each user’s most recent successful login time, and possibly the last unsuccessful login too

sulog – logs use of the su command 

utmp – records each user currently logged in

utmpx – extended utmp
wtmp – provides a permanent record of each time a user logged in and logged out. also records system shutdowns and startups

wtmpx – extended wtmp
syslog – a host-configurable, uniform system logging facility

loginlog – records bad logins attempts (after 5 tries)

vold.log – logs errors encountered with the use of external media, such as floppy disks/cdroms

xferlog – logs ftp access

messages – records output to the system console and other messages generated from the syslog 

acct or pacct – records command run by every user (accounting)

.history - keeps a record of recent commands used by the user
(2.  CONSIDER installing a PC or other machine as a network log server.
(3.  REGULARLY monitor logs for successful and unsuccessful su attempts. 

All su attempts are, by default, logged in /var/adm/sulog. This location is controlled in the /etc/default/su file. The entry: SULOG=/var/adm/sulog may be changed.

#more /var/adm/sulog 

#more /var/adm/messages | grep su

(4.  ENSURE that you turn logging and debugging on for ftp
Edit /etc/inetd.conf

Modify the ftp entry as follows:

ftp stream  tcp nowait root /usr/sbin/in.ftpd in.ftpd –dl 

(5.  CAPTURE repeated login failures. Create file /var/adm/loginlog. This file does not exist by default. After 5 unsuccessful attempts on Solaris an entry is made in the log.   This can be varied in the /etc/default/login file.

#ls -l /var/adm/loginlog.  If it does not exist as root, create /var/adm/loginlog
#touch /var/adm/loginlog

#chmod 600 /var/adm/loginlog 

#chgrp sys /var/adm/loginlog

(6.  REGULARLY check for LOGIN REFUSED messages. 

#cat /var/adm/messages | grep keyword | more

where keyword = FAILED, failed, FAILURES, su: or login:

(7.  ENSURE that the permissions of all audit logs are set to 640 or more restrictive.

#ls –al /var/log

#chmod 640 /var/log/*

Note : remember to update all logs; not all log files are found in /var/log

RUN last periodically to see who has been using the system.

· TURN on accounting for all users. This will log every command run by every user.  

NOTE: This file will become quite large and should be either backed up or pruned daily.

Syslog consists of 4 files
syslog( ) - an application program interface (API)

logger - a Unix command used to add single line entries to a system log

/etc/syslog.conf - configuration file used to control the logging and routing of system log events.

Syslogd - system daemon used to receive and route system log events from the syslog ( ) and logger program.


	1.40 Syslog priorities and sources

	Vulnerability
	Countermeasure

	The daily/weekly requirement to review log files is complicated by the shear volume of information available.  Care should be taken to view log information that is relevant and important on a daily basis while lesser log entries can be viewed on a weekly basis.
	(1.  Log information is affixed a priority.

· Emerg - most immediate messages like system shutdown

· Alert - system conditions require immediate attention

· Crit - critical system conditions exist

· Err - other system errors

· Warning - warning messages

· Notice - notices requiring attention at a later time

· Info - informational messages

· Debug - messages for debugging purposes

(2.  Log information has an originating facility

· User (default) - generated by user processes

· kern - generated by kernel processes

· mail - generated by e-mail processes

· daemon - generated by system daemons

· auth - generated by authorization programs

· lpr - generated by printing system

· news - generated by usenet news system

· uucp - generated by uucp system

· cron - generated by cron and at

· local 0 thru 7 - generated by up to eight locally defined categories

· mark - generated by syslog itself for time stamping logs


Securing the Network

	1.41 Turn off unnecessary services 

	Vulnerability
	Countermeasure

	Unnecessary services leave a system open to outside attack in  a variety of ways.  A system should only offer services that are necessary for mission performance.  


	(1.   Services often running by default

7/tcp - echo

11/tcp - systat

13/tcp - daytime

19/tcp - chargen

21/tcp - ftp

23/tcp - telnet

25/tcp - smtp

37/tcp - time

42/tcp - nameserver

43/tcp - whois

53/tcp/udp - DNS lookup/zone

69/udp - tftp

79/tcp - finger

80/tcp – http

111/tcp – portmapper/rcpbind

139/tcp - netbios

512/tcp - rexec
513/tcp - rlogin

514/tcp - rsh

(1)Only root can bind to a port below 1024
(2)Binding is when a service connects to and begins listening at a port.

(3)Machines trust that a connection coming from a port less than 1024 on the remote machine is from a program that is run by root.

(4)Port numbers are used by some protocols as a means of authentication.

(5)Attempts to connect to another machine at a low numbered port are taken to be from the official daemon that is possibly requesting a username and password and not some rogue server created by a clever user on that machine.  This also applies to authentication services like ident/auth port, which is used to provide the username associated with an existing connection.

(6)rsh and ssh can be configured to allow certain users to log in without a password from specified systems.  Since the connection is coming from a privileged port, the server can trust that the client username supplied is accurate.

(2  Protect TCP Sequence attacks by modifying the /etc/default/inetinit  to read TCP_STRONG_ISS=2

(3  To stop IP forwarding, creat the file called /etc/notrouter      (no content)

(4  Solaris can detect promiscuous mode with the public domain software “ifstatus”.  It will return a machines promiscuous status.

(5  DA procedural guidance for Unix systems, DA msg 050951Z MAR 99, requires all high numbered ports with known vulnerabilities to be disabled.  ACERT maintains a list of these ports.


	1.42 /etc/inetd.conf 

	Vulnerability
	Countermeasure

	It is best to avoid telnet, ftp, tftp, http, smtp, snmp, udp, and any “r” commands, as they have been major sources of insecurities.


	Network services – IAW HQ DA SAIS-IAS message DTG R 050951Z MAR 99, and as stated in a number of previous alerts, unused or unnecessary ports and services should not be active.  Disable and/or disable at the network layer if possible all unused and unnecessary ports and services, e.g., rpc, tftp, gopher, smtp, http, finger, netstat, etc. Conduct risk assessments to determine if that port must remain open.

NOTE 1: Some system services, specified in system startup files, WILL NOT be disabled simply by commenting them out in the /etc/inetd.conf file.

NOTE 2:  The location of the inetd.conf file will vary between Unix/Linux flavors.  It is oftened linked to the /etc directory and it will be referred to as "/etc/inetd.conf" in this document.

(1.  DISABLE any services that you do not need to operate.  To do this, comment out ALL services by placing a “#” at the beginning of each line. Then enable the ones you NEED by removing the “#” from the beginning of the line. For changes to take effect, you need to restart the inetd process. 

Restart inetd 

BSD commands 

#ps –aux | grep inetd 

#kill –HUP <inetd-PID> 

SVR4 commands 

#ps –ef | grep inetd

#kill –HUP <inetd-PID> 

For some systems (including AIX), these commands are not sufficient. Refer to vendor documentation for more information.

If the above commands do not work, then do this:

#ps –ef | grep inetd

#kill –9 PID <inetd-PID>

#inetd –s

NOTE:  If you do not need ANY services running, prevent Unix from launching the inetd by commenting out the last line of the S72inetsvc startup script in the /etc/rc2.d directory.  This is the line that specifies inetd -s.

Examine your /etc/inetd.conf file on a routine basis to verify that unnecessary services have been disabled.
(2.  ENSURE that the permissions on this file are set to 600. 

(3.  ENSURE that the owner is root.

#ls –l /etc/inetd.conf 

#chmod 600 /etc/inetd.conf 

#chown root /etc/inetd.conf
· ADD the rpc.mountd and nfsd daemons to the /etc/inetd.conf.  This ensures the Internet daemon’s ability to limit client hosts but may cause some commands like showmount to cease functioning.

· START /etc/inetd.conf with logging enabled

Edit /etc/init.d/inetsvc
Add – t option to inetd command line

/usr/sbin/inetd –s –t &

#ps –ef | grep inetd
#kill (inetd PID) 

#inetd -s -t

inetd - Internet services daemon. Options for inetd include: 

   -d : runs inetd in the foreground and enables debugging output

   -s : allows you to run inetd 'stand-alone,' outside the Service Access Facility

   -t : instructs inetd to trace the incoming connections for all of its TCP services. It does this by logging the

client's IP address and TCP port number, along with the name of the service, using the syslog.  UDP services cannot be traced.

   -r : allows inetd to detect and then suspend 'broken' connectionless datagram services servers, i.e. UDP.


	1.43 /etc/services 

	Vulnerability
	Countermeasure

	This file identifies what service is listening on what port. If you have disabled services in /etc/inetd.conf, then you should disable the same service in the /etc/services file.
	(1.  COMMENT out any ports of services that you want disabled.  This should match the services commented out in the /etc/inetd.conf.

· IAW HQ DA SAIS-IAS message DTG R 050951Z MAR 99, and as stated in a number of previous alerts, unused or unnecessary ports and services should not be active.  Disable and/or disable at the network layer if possible all unused and unnecessary ports and services, e.g., rpc, tftp, gopher, smtp, http, finger, netstat, etc. Conduct risk assessments to determine if that port must remain open.
#cat /etc/inetd.conf
#vi /etc/services

· Place a # symbol at the start of each line, for the port you wish to disable.

· Save the /etc/services.  No process restarting or rebooting is required.  This file acts as a database which is referred to as network service requests are received.

(2.  ENSURE that the permissions on this file are set to 440. 

(3.  ENSURE that the owner is root.

#ls –l /etc/services

#chmod 440 /etc/services

#chown root /etc/services




	1.44 Remote Commands ("R" services)

	Vulnerability
	Countermeasure

	The "R" services were developed by Berkeley to provide seamless authentication between trusted hosts and users.  The remote commands can allow users/attackers to circumvent password authentication via trusts.  Authentication is based on IP address, TCP port, and client username.    Remote shell (in.rshd) port 514 and remote login (in.rlogind) port 513 are the more dangerous remote services.


	(1. USE the Secure Shell (ssh) program to replace rlogin (remote login) and rsh (remote shell).  Secure shell is a suite of utilities which utilize port 22 to set up  public key encrypted remote access.  It packages with a secure shell daemon (sshd) which handles all the connections, a secure shell program (ssh), a secure copy program (scp), a secure login program (slogin), and a secure ftp program (sftp).

NOTE 1:  Secure Shell is an ACERT recommended commercial product and can be obtained at:  http://www.ssh.org
There is also a free version of SSH. It can be obtained at:

http://www.openssh.com/
NOTE 2:  Use more secure versions (like Wietse Venema’s) of the “r” commands for cases where there is a specific need. These versions can be configured to consult only /etc/hosts.equiv and not $HOME/.rhosts. There is also an option to disable the use of wildcards (‘+’).

NOTE 3:  To stop the threat of remote services, comment them out in the inetd.conf, comment out the port in /etc/services (rlogin uses port 513 and rsh uses port 514), or rename the associated daemon file.

NOTE 4:  REXEC is oftened confused with other "r" services.  It runs on TCP port 512.  Many Unix distributions do not ship with REXEC.  REXEC uses standard username and password authentication.  All data is sent in clear text.


	1.45 REXEC  (remote execute)

	Vulnerability
	Countermeasure

	REXEC runs on port 512 and uses standard username and password authentication.  Brute force attempts may go unnoticed as the rexecd performs poor logging.  

All communications are unencrypted.

There is no access control built in to rexec. 


	(1. Disable REXEC.  If client applications rely upon it, figure out a migration path away and then disable it.

· If you can not disable REXEC, consider using Secure Shell (ssh)  to tunnel the program.  SSH provides remote terminal access

NOTE 1:  Secure Shell is an ACERT recommended commercial product and can be obtained at:

http://www.ssh.org
There is also a free version of SSH. It can be obtained at:

http://www.openssh.com/



	1.46 /etc/hosts.equiv 

	Vulnerability
	Countermeasure

	The /etc/hosts.equiv file explicitly or implicitly trusts other hosts.  Since trust is transitive, you may be trusting hosts not under your control.  Be very careful when establishing trust.  Remote users can gain unauthorized root access to the system.  Under normal circumstances, you should have no use for this file and it should be removed.


	(1.  – IAW HQ DA SAIS-IAS message DTG R 050951Z MAR 99, eliminate all .rhosts+, .rhosts ++, or host.equiv to external hosts (external to the network)

· DETERMINE if the file /etc/hosts.equiv is required. If you are running certain “r” commands, such as rlogin, rsh, and rcp, this file allows other hosts to be trusted by your system. Programs such as rlogin can then be used to log on to the same account name on your machine from a trusted machine without supplying a password. 

#ls –l /etc/hosts.equiv
#rm /etc/hosts.equiv

· DO NOT specify a username with a specific host.  This allows that user listed in the /etc/hosts.equiv to log into the local system as any user on the local machine!!

· ENSURE that you list only a small number of TRUSTED hosts. Remember that trust is transitive. 

· ONLY trust hosts within your network or under your management.

#more /etc/hosts.equiv

· ENSURE that you use fully qualified hostnames i.e., hostname.domainname. 

· ENSURE that you DO NOT have a ‘+’ entry by itself anywhere in the file as this will possibly allow users on any host to access your system. 

#more /etc/hosts.equiv
· ENSURE that you do not use ‘!’ or ‘#’ in this file. 

NOTE:  There are no comment characters for this file.

#more /etc/hosts.equiv
· ENSURE that the first character of the file is not ‘-‘. 

NOTE: The presence of a '-' as the first character in /etc/hosts.equiv, /etc/hosts.lpd and .rhosts files may allow unauthorized access to the system.   

#more /etc/hosts.equiv

Refer to the CERT advisory CA-91.12. 

http://www.cert.org/advisories/CA-91.12.Trusted.Hosts.Configuration.VULNERABILITY.html
· ENSURE that the permissions are set to 600. 

· ENSURE that the owner is set to root. 

#ls –l /etc/hosts.equiv

If the file exits:

#chmod 600 /etc/hosts.equiv
#chown root /etc/hosts.equiv

CHECK it again after each patch or operating system installation.


	1.47 $HOME/.rhosts 

	Vulnerability
	Countermeasure

	The .rhosts file is potentially a greater security risk than the /etc/hosts.equiv, as one can be created by each user.


	(1.   IAW HQ DA SAIS-IAS message DTG R 050951Z MAR 99, eliminate all rhost+, rhost ++, or host.equiv to external hosts (external to the network).

· ENSURE that no user has a .rhosts file in their home directory. 

To check:

#find / -name .rhosts –print
#rm –r $HOME/.rhosts

· Use CRON to periodically check for, report the contents of, and delete $HOME/.rhosts files. Users should be made aware that you regularly perform this type of audit, as directed by policy.

To see if check is being made for .rhosts 

#more /usr/spool/cron/crontabs/*

Add or modify an existing cron job. See crontab manual page.

Refer to the CERT advisory CA-91.12. http://www.cert.org/advisories/CA-91.12.Trusted.Hosts.Configuration.VULNERABILITY.html
(2.  Edit the /etc/pam.conf file by commenting out the lines for rsh and rlogin that contain reference to pam_rhosts_auth.so.1.  This will allow the login function to skip its check for .rhosts files.

NOTE  Unlike /etc/hosts.equiv, .rhosts allow for root login.  




	1.48 Remote Procedure Call (RPC) 

	Vulnerability
	Countermeasure

	RPC was originally developed by Sun Microsystems, but it has been widely ported to other versions of Unix.  It is a mechanism commonly used to simplify development of networked applications, in particular NFS and NIS. However, RPC uses very weak authentication.

Under the standard RPC authentication mechanism, a given RPC service will only respond to requests from a certain set of user IDs. However, the remote server relies on the client to authenticate the user IDs being sent in the request.
	(1.  DISABLE any RPC services that you do not need, such as rexd, rwall, rwho, rusers, rstat, rpc.ttdbservd, rpc.statd, rpc.cmsd, rpcgen, kcms_server, sprayd, sadmin, etc.  To do this, comment out ALL services by placing a “#” at the beginning of each corresponding line of the /etc/inetd.conf file. 

#more /etc/inetd.conf

#vi /etc/inetd.conf 

Restart inetd 




	1.49 /etc/hosts.lpd  (used for remote printing) 

	Vulnerability
	Countermeasure

	The /etc/hosts.lpd file allows remote computers print access without being a trusted host.  The /etc/hosts.lpd file has the same format as the /etc/hosts.equiv file.  Certain entries could create access problems.  


	(1.  ENSURE that the first character of the file is not "+" unless you want "all" computers to be able to print to your computer.

(2.  ENSURE that the first character of the file is not ‘-‘.

Not used in Solaris.  Check your version of UNIX

#more /etc/hosts.lpd 

· ENSURE that the permissions on this file are set to 600. 

· ENSURE that the owner is set to root.

#ls –l /etc/hosts.lpd

#chmod 600 /etc/hosts.lpd

#chown root /etc/hosts.lpd

· ENSURE that you do not use ‘!’ or ‘#’ in this file. There are no comment characters for this file. 

#more /etc/hosts.lpd

Refer to the CERT advisory CA-91.12 (see C.8). http://www.cert.org/advisories/CA-91.12.Trusted.Hosts.Configuration.VULNERABILITY.html


	1.50 Network File System (NFS) 

	Vulnerability
	Countermeasure

	NFS allows transparent access to files and directories of remote systems as if they were stored locally. The impact varies depending on which vulnerabilities are present. In the worst case, intruders gain unauthorized root access from a remote host.

Sharing  system related filesystems can occur when NFS is Misconfigured.  

Weak authentication is used.  Requests can be spoofed or sometimes proxied through the local portmapper.
	(1.  DO NOT use NFS if you do not need to export file systems.

· DISABLE NFS and related services, i.e. mountd, statd, and lockd.

· Firewall protect your NFS server and block port 2049 on the firewall
· Keep up on NFS security patches

· Share information as "read only" whenever possible.

· BE AWARE that you implicitly trust the security of the NFS server to maintain the integrity of the mounted files. 

NOTE: A “web of trust” is created between hosts connected to each other via NFS. That is, you are trusting the security of any NFS server you use.

· Use strong authentication in the /etc/nfssec.conf file

Refer to the CERT Advisory 94:15. 

http://www.cert.org/advisories/CA-94.15.NFS.Vulnerabilities.html
See section 7 of this document for additional information.


	1.51 Sendmail 

	Vulnerability
	Countermeasure

	Many vulnerabilities relate to buffer overflow and input validation attacks.  In addition, Sendmail allowed attackers to pipe commands directly to sendmail for execution.  It is also possible to gain privileged access.  Sendmail is a daemon that runs at root level.

Older versions of sendmail allow spammers to relay mail through your system.  In addition to abusing your resources, systems that participate in spamming can be listed on the RBL (Realtime Blackhole List).  Many mail servers will disallow servers who try to connect from a mail server on the RBL. 

 http://mail-abuse.org/rbl/ 


	(1.  If you do not need Sendmail running, turn it off.

· Remove or rename the sendmail startup script located in /etc/rc2.d/S88sendmail. Then restart Unix.  This will stop sendmail from listening to the network for incoming mail.

· If you must run sendmail, do not run it as root.  Build a chroot environment and run it as a non-privileged user.
· Sendmail is not required to listen to the network to send  outgoing mail.  You can set up cron so that sendmail will service the queue of outgoing messages on a schedule. 
· Stop sendmail from reporting the version during scans by editing the /etc/mail/sendmail.cf file. (change to SmtpGreetingMeesage=$j)
· Stop the use of EXPN and VRFY.  Edit /etc/mail/sendmail.cf to show:  PrivacyOptions=authwarnings,noexpn,novrfy,goaway,restrictgrun,restrictmailq
See section 7 of this document for additional information.


	1.52 UUCP 

	Vulnerability
	Countermeasure

	The Unix-to-Unix Copy Protocol (UUCP) is not currently in widespread use, however, the main use for sending UUCP data over TCP connections is that some UUCP systems can transmit Usenet news more efficiently than the more modern NNTP.  Unfortunately, several exploits have been developed for UUCP which could potentially give an attacker elevated privileges.  
	(1.  CONSIDER deleting the whole uucp subsystem if it is not required.

Common directories for uucp files are 

/usr/bin/uucp

/usr/lib/uucp

/var/uucp

/var/mail/uucp

/var/spool/cron/crontabs/uucp

/var/spool/uucppublic /etc/init.d/uucp

#find / -name uucp | rm *  (-print as required)
· DISABLE the uucp account, including the shell that it executes for logging in, if it is not used at your site. uucp may be shipped in a dangerous state. 

#usermod -s /bin/false uucp


	1.53 World Wide Web (WWW) – httpd 

	Vulnerability
	Countermeasure

	Http is probably the most widely used protocol in the TCP/IP protocol suite.  It is also the most exploited.  If your Unix system is not a web server, then httpd should be disabled.  Exploitation of httpd could give an attacker root privileges to your system since many sysadmins run their web server application as root
	(1.  DISABLE httpd if the system is not a web server.  Make sure that the http daemon has been disabled in the /etc/inetd.conf file  
NOTE: If you run http, see section 7.1




	1.54 File Transfer Protocol (ftp)

	Vulnerability
	Countermeasure

	Another widely exploited service is FTP.  It transmits passwords in the clear, and could give attackers root access to your system. If you do not have a need to run ftp on your server, then it should be disabled.
	(1.  DISABLE ftp if you are not an ftp server.  FTP can be disabled by commenting out the ftp line in the /etc/inetd.conf file.  Additional steps can be taken by commenting out port 21 in the /etc/services file.

NOTE: If you run ftp, make sure the /etc/ftpusers file has the root and system account names listed.  Also place any user account that you do not want to use ftp in this file.  

For additional information see section 7


	1.55 Services

	Vulnerability
	Countermeasure

	Some network services are not affected by modification of the /etc/inetd.conf file. These services must be individually disabled or renamed.

   Sendmail is one of these.  Those services that do not call for services by service name, bypass the /etc/inetd.conf and /etc/services files.
	(1.  CHECK all /etc/rc* and other system initialization files and remove daemons you do not want running.

(2.  Disable XHOST and CHROOT applications and any other application or process that uses a SETUID to Root upon execution, on all servers.


	1.56 Samba (SMB)

	Vulnerability
	Countermeasure

	SMB is the Microsoft file and print sharing protocol. Samba makes a Unix server look like an NT server by enabling it to run SMB. Vulnerabilities have been discovered in all versions of Samba, especially for Linux running Intel platforms. Exploits may allow unauthorized remote users to obtain root access. 
	(1.  ENSURE that Samba has been removed from your server (if installed and unnecessary).  

#find / -name samba (-print as required)

NOTE.  Samba loads NetBios to your Unix computer.

(2.  A serious security hole has been discovered that effects all versions of Samba.  Edit the smb.conf configuration file and replace all occurances of the macro "%m" .  Replace %m with %I .


	1.57 Domain Name Service 

	Vulnerability
	Countermeasure

	DNS is one of the few services that is almost always required and running on an organization’s Internet perimeter network.  Thus, a flaw in BIND will almost surely result in a remote compromise.  In a typical example of a BIND attack, intruders erased the system logs, and installed tools to gain administrative access. 

SANS rates unpatched BIND servers as the number one security problem on the Internet.
	(1.  DISABLE and REMOVE BIND on any system that is not being used as a DNS server.  
In Solaris, comment entry to start in.named in the file:

/etc/rc2.d/S72inetsvc

kill in.named process and remove any named.xfer processes

#ps –ef | grep in.named; ps –ef | grep xfer

#kill –9 (in.named PID)

#kill –9 (xfer PID)

(2.  ENSURE that the version of BIND you are using is current and patched for security-related flaws.  Bind has had 12 security advisories in the last 4 years.

(3.  Don't run BIND as root.  Create a new user and group.

(4.  Configure BIND to disallow zone transfers except to authorized servers.

(5.  Do you check your DNS logs regularly.  A working DNS is often a forgotten DNS

It is available at:  https://www.acert.belvoir.army.mil/ACERTmain.htm 

References:

http://www.cert.org/advisories/CA-99-14-bind.html
http://www.cert.org/advisories/CA-98.05.bind_problems.html
http://www.cert.org/summaries/CS-98.04.html


	1.58 Print services

	Vulnerability
	Countermeasure

	Unauthorized access to print services allows users access to expensive and special media or could result in rogue print jobs.
	(1.  ENSURE that print services are disabled, if it is not needed.

Rename 

#mv /etc/rc2.d/S801p /etc/rc2.d/X801p

               Run lpshut                         #lpshut


	1.59 Security and the X Window System 

	Vulnerability
	Countermeasure

	The major problem with X is that its security model is an all or nothing approach. Once a client is granted access to an X server, pandemonium is allowed. X clients can capture the keystrokes of the console user, kill windows, capture commands for display elsewhere, and remap keyboard to use nefarious commands not matter what the user types. Most problems stem from a weak access control paradigm.
	Access to your X server may be controlled through either a host-based or user-based method. The former is left to the discretion of the Systems Administrator at your site and is useful as long as all hosts registered in the /etc/Xn.hosts file have users that can be trusted, where "n" represents your X server’s number. 

This may not be possible at every site, so a better method is to educate each and every user about the security implications of the references below. Better still, when setting up a user, give them a set of X security related template files, such as .xserverrc and .xinitrc. These are located in the users home directory. 

You are strongly advised to read the section on X window system security referred to in the X Window System Administrators Guide (C.4). 

(1.  IAW HQ DA SAIS-IAS message DTG R 050951Z MAR 99, disable xhost and chroot applications and any other application or process that uses a setuid to root upon execution on all servers

(2.  Xwindows uses TCP ports 6000-6063.  Blocking these ports will stop outside access.


	1.60 Problems with xdm.

	Vulnerability
	Countermeasure

	xdm bypasses the normal getty and login functions, which means that quotas for the user, ownership of /dev/console and possibly other preventive measures put in place by you may be ignored.

Refer to CERT Vendor-Initiated Bulletin VB-95:08


	NOTE: Release 6 of X11 is now available and solves many problems associated with X security which were present in previous releases. If possible, obtain the source for R6 and compile and install it on your system. 

X11R6 

It is available from: ftp://archie.au/X11/R6/*

HYPERLINK "ftp://archie.au/X11/contrib/*"
ftp://archie.au/X11/contrib/* or ftp://ftp.x.org/pub/R6/*
(1.  Secure XWindows

· DO NOT permit access from arbitrary hosts.  

· Remove all instances of the ‘xhost +’ command from the system-wide Xsession file, from user .xsession files, and from any application programs or shell scripts that use the X window system. 

· If you must allow access to your X server, specify each server by IP address. Keep in mind that any user on that server can connect to your X server and snoop away.

· DO use xauth to replace xhost.  If you use ssh, the xauth is automatic.

· READ the manual pages for xauth and Xsecurity. Use this information to set up the security level you require. 

· USE the X magic cookie mechanism MIT-MAGIC-COOKIE-1 or better. With logins under the control of xdm, you can turn on authentication by editing the xdm-config file and setting the DisplayManager*authorize attribute to true. When granting access to the screen from another machine, use the xauth command in preference to the xhost command. 

MIT-MAGIC-COOKIE-1:
Shared plain-text "cookies"

XDM-AUTHORIZATION-1: Secure DES based private-keys

SUN-DES-1: Based on Sun's Secure RPC system

MIT-KERBEROS-5: Kerberos version 5 user-to-user

· ENSURE that the permissions on /tmp are set to 1777 (or drwxrwxrwt), i.e., the sticky bit should be set. The owner MUST always be root.  If the sticky bit is set, no one other than the owner can delete the file /tmp/.X11-unix/X0, which is a socket for your X server. Once this file is deleted, your X server will no longer be accessible. 

Set ownership and permissions for /tmp correctly 

# chown root /tmp 

# chmod 1777 /tmp

NOTE: This will NOT recursively set the sticky bit on sub-directories below /tmp, such as /tmp/.X11-unix and /tmp/.NeWS-unix; you may have to set these manually.

Linux Note:  Start the xinit program with the -auth argument.  This forces the system to use magic cookies for authentication.  Another solution is to use ipchains.  # ipchains -A input -p tcp -j DENY 0.0.0.0/0 -d 0.0.0.0/0 6000:6063


	1.61 chroot 

	Vulnerability
	Countermeasure

	If a chroot'ed network service is running as root, the attacker can create device files to access RAM directly via the mknod command.  The attacker could change the processor's concept of the root directory and gain unrestricted access to the system
	chroot is a Unix system call that allows a process to give up access to all but a small portion of the file system. The process is only able to access files from the chrooted directory and below.  For the process to execute in the new chrooted directory, a "mini" Unix file system must be created.  The chrooted file system must contain any binaries that the process needs to run, shared libraries, devices, and configuration and log files.

· CONSIDER using the chroot command to isolate vulnerable services




	1.62 netstat 

	Vulnerability
	Countermeasure

	The netstat daemon will report network connections, routing information, and statistics.
	netstat displays the contents of certain network-related data structures in various formats, depending on the options selected.

(1.  ENSURE that permissions for netstat are set to 500

(2.  ENSURE that the netstat daemon (netstatd) has been disabled in the /etc/inetd.conf file.

#chmod 500 /usr/bin/netstat


	1.63 fingerd 

	Vulnerability
	Countermeasure

	The Finger daemon can leak sensitive system information like usernames, home directories, and login patterns.

The Finger daemon has a built in denial of service (DOS) vulnerability.
	(1.  IAW HQ DA SAIS-IAS message DTG R 050951Z MAR 99, as stated in a number of previous alerts, unused or unnecessary ports and services should not be active.  Disable and/or disable at the network layer if possible all unused and necessary ports and services, e.g., rpc, tftp, gopher, smtp, http, finger, netstat, etc. Conduct risk assessments to determine if that port must remain open.

Finger can provide a would-be intruder with a lot of information about your host.

· CONSIDER the finger information you provide and think about reducing the content by disabling finger or by replacing it with a version that only offers restricted information.

NOTE: Other services such as rusers and netstat may give out similar information. 

#grep finger /etc/inetd.conf

To disable fingerd, put # in front of the line that starts with fingerd in /etc/inet/inetd.conf or  /usr/sbin/inetd.conf

· CONSIDER restricting access to finger (client service) by changing the permissions to 500.

#chmod 500 /usr/bin/finger

· DO NOT use GNU finger v1.37 as it may allow intruders to read any file. 


	1.64 ifconfig

	Vulnerability
	Countermeasure

	Loose permissions allow an attacker to configure network interfaces or configure an adapter to run in  promiscuous mode.
	ifconfig is used to assign an address to a network interface and to configure network interface parameters.

(1.  ENSURE that permissions for ifconfig are set to 500.

#chmod 500 /usr/sbin/ifconfig


	1.65 Secure Shell   (ACERT APPROVED)

	Secure Shell (ssh) is a program used to log into another computer over a network, to execute commands in the remote  machine, and to move files from one machine to another.  It provides strong authentication and secure communications over insecure channels.  It is a suggested replacement for telnet, rlogin, rsh, ftp, and rcp.  

Secure Shell can be used to tunnel remote X sessions, do secure network backups,  and remote administration.

USE the Secure Shell (ssh) program to replace telnet, rlogin (remote login) and rsh (remote shell).  Secure shell is a suite of utilities which utilize port 22 to set up  public key encrypted remote access.  It packages with a secure shell daemon (sshd) which handles all the connections, a secure shell program (ssh), a secure copy program (scp), a secure login program (slogin), and a secure ftp program (sftp).

NOTE:  IAW DA Msg 050951ZMar99, all unencrypted root account access must take place on the physical console.  Secure Shell is an ACERT recommended commercial product and can be obtained at:

http://www.ssh.org
There is also a free version of SSH. It can be obtained at:

http://www.openssh.com/


2 Best Security Practices

	2.1 Least Privilege  

	Vulnerability
	Countermeasure

	A user should only have the access they require to perform their mission.


	(1.  Users do not need elevated access to perform normal job functions

(2.  Applications should not run with more access than they require

(3.  Developers do not need administrator access

(4.  Keep the number of root level accounts to a minimum

(5.  Users should be assigned to groups that are in keeping with their level of access.


	2.2 Secure terminals  

	Vulnerability
	Countermeasure

	By default, on most Unix systems, root may log on from any terminal.  This allows the root account to be accessed from anywhere in the network.  A malicious attacker can target the root account to compromise your system.


	(1.  DISABLE network login for root.  All unencrypted root account access must take place on the physical console.  

The files to check may be called /etc/ttys, /etc/default/login, /etc/securetty, or /etc/security
For the /etc/ttys file, ADD:

Console “etc/getty std_9600” vt100 on local secure

For the /etc/default/login file, ADD:

CONSOLE=/dev/console

See the manual pages for file format and usage information for your version of UNIX.

(2.  ENSURE that the secure option is removed from all entries that don’t need root login capabilities. The secure option should be removed from console if you do not want users to be able to reboot in single user mode. 

NOTE: This does not affect usability of the su command. 

(3.  ENSURE that the permissions on this file are 640. 

(4.  ENSURE that the file is owned by root.

#ls –l /etc/default/login
#chmod 640 /etc/default/login
#chown root /etc/default/login

(5.  For Linux systems, edit the /etc/securetty file to contain:  tty1, tty2, etc.  Do not put in any pseudo terminals such as ttyp1.  A tty* entry restricts root to only local logon.  (The "*" symbol represents a number)


	2.3 Core dump files

	Vulnerability
	Countermeasure

	Core files are generally world-readable and their memory often contains sensitive information, including password hashes derived from the /etc/shadow file.

The operating system writes out a core image of a process when it is ungracefully terminated.  The core image is called core and is written in the process's working directory (Note: this is critical. Each terminated process, such as telnet or ftp, can create separate core images).  coreadm is the command used to specify the name and location of core files produced by abnormally-terminated processes.

	(1.  CONSIDER disabling the creation of core dump files. Core images are created when a process abnormally terminates.  The ulimit command can be used to place limits on the user.  You can limit the user's core file size, data segment size, maximum amount of CPU time, maximum number of open files, and more.

To prevent the creation of core files by users, add the entry

ulimit -c 0

to their .login, .cshrc, or .profile.  

To prevent system daemons from creating core files, add the entry

ulimit -c 0

to the appropriate boot script (usually in /etc/rc*.d)

To prevent ANY process from creating a core dump, add the entry

set sys:coredumpsize = 0

to the /etc/system file.




	2.4 Buffer Overflow

	Vulnerability
	Countermeasure

	A buffer overflow condition occurs when a user or process attempts to place more data into a buffer than was originally allocated.  This would normally cause a segmentation violation to occur, however, this type of behavior can be exploited to gain access, often root, to the target system.


	(1.  PREVENT the execution of arbitrary code in the data buffer.
For Solaris, to prevent the execution of instructions in the data stack, add the following entries to the /etc/system file.

set noexec_user_stack=1

set noexec_user_stacklog=1

Restart the system by typing:  init 6
NOTE 1: Check your vendor documentation for your version of Unix.

NOTE 2:  Software patches are you best defense against buffer overflows and poor programming.

NOTE 3:  Stack settings currently fail to work on the X86 architecture (PC's running Unix).

For more information, see “Smashing the Stack for Fun and Profit” at:  http://www.2600.com/phrack/p49-14.html
*** Linux systems****

Buffer overflow events can be prevented by compiling programs with the StackGuard compiler available at:  http://www.immunix.org.  This compiler places other values called "canaries" on the stack area that are overwritten by buffer overflow attacks.  An overwritten canary results in immediate program termination.


	2.5   .exrc 

	Vulnerability
	Countermeasure

	.exrc is an editor startup file.  This file is read for initialization when the ex or vi editor is started. If there is a version of this file present in the current working directory, then its contents may be read and used in preference to the one in the user's home directory. If started by Superuser, it will create an SUID sh.

When an editing session is initiated, vi or ex attempts to read the EXINIT environment variable, otherwise the values in $HOME/.exrc are used. Use printenv  or  env  to display settings of environment variables.


	(1.  ENSURE that there are NO .exrc files on your system that have no legitimate purpose.

Find .exrc files 

#find / -name ‘.exrc’ -exec cat {} \; -print 

Also see G.19.

· USE the EXINIT environment variable to disable .exrc file functionality. 

These files may inadvertently perform commands that may compromise the security of your system if you happen to start either vi or ex in a directory which contains such a file.

for Bourne and Korn shells, put this entry in the .profile file:

EXINIT='set noexrc'

At the command line, type:

#set EXINIT=set noexrc

For C shell, put this entry in the .login file:

setenv EXINIT 'set noexrc'

At the command line, type:

#setenv EXINIT set noexrc




	2.6 /usr/lib/expreserve 

	Vulnerability
	Countermeasure

	Expreserve is a utility that preserves the state of a file being edited by vi or ex when an edit session terminates abnormally or when the system crashes. Expreserve has a VULNERABILITY that allows users to overwrite any file on the system. 


	(1.  REMOVE execute permission on /usr/lib/expreserve. This will mean that users, who edit their files with either vi or ex and have their sessions interrupted, will not be able to recover their lost work. If you implement the above, advise your users to regularly save their editing sessions. 

NOTE: This VULNERABILITY is present in versions of HP-HP-UX, Sol 2.X, SunOS4, and SGI.

Remove the execute permission on /usr/lib/expreserve 

#chmod 400 /usr/lib/expreserve 

(Refer to the CERT advisory CA-96.19 http://www.cert.org/advisories/CA-1996-19.html for advice on fixing this problem for the SunOS and Solaris environments).


	2.7 Lock Workstations 

	Vulnerability
	Countermeasures

	If a user leaves their workstation unattended and does not lock the workstation, unauthorized personnel could access the workstation and the associated network.

system.


	( 1. LOCK your workstation whenever you walk away

· Right-click the display background and select "Lock Display" from the menu pop-up box.

· Some Unix GUI's will display an icon of a "lock" on the menu bar.  Clicking on this icon will automatically lock the workstation.  The password to unlock the workstation is equal to that of the login.



	2.8 Screen Saver Passwords

	Vulnerability
	Countermeasure

	If a user leaves their workstation unattended and the screen saver is not password protected, unauthorized personnel could access the workstation and the associated network.


	( 1.   IMPLEMENT a Screen Saver Password 

· Open up your desktop controls properties section of the GUI and set the desired time for the Screen to initiate the lock.  There is normally a check box that you would also check to turn on the feature.




	2.9 Backups 

	Vulnerability
	Countermeasures

	Since backup tapes contain all of your sensitive information from your system, to include user data, and passwords, they become a target for anyone who has physical access to your system.


	( 1. MAKE regular backups.

· UPDATE your backups whenever you update or change your system.

· ENSURE that EVERYTHING on your system is addressed in on your backup plan.

· DO NOT reuse a backup tape too many times because it will eventually fail.

· RESTORE a few files from your backup tapes on a regular basis.  This ensures that you have good backup tapes.

· REBUILD your system from a set of backup tapes to be certain that your backup procedures are complete.

· KEEP your backup tapes under lock and key.

· Keep written records of key backup and system configuration information.

· Store back-up tapes off-site whenever possible.

· Encrypt back-up tapes whenever possible.


	2.10 Root account 

	Vulnerability
	Countermeasure

	Gaining root access is the primary goal of every hacker trying to get into your system.  Root has absolute control over your box.  If an attacker gains root access, it’s no longer your system.  This account should be protected at all costs.


	(1.  IAW HQ DA SAIS-IAS message DTG R 050951Z MAR 99, ALL unencrypted root account access must take place on the physical console.  Programs such as secure shell (ssh) should be used for remote login, ensuring the passwords are not transmitted in the clear.

· DO NOT log in as root over the network. 

· ENSURE that direct logon for root is limited to the system console.

NOTE: This is enabled by default on Solaris 2.6, Sol 7 and Sol 8.

#grep CONSOLE /etc/default/login
Line should be CONSOLE=/dev/console

If the file contains the entry, make sure it is uncommented. Remove the # at the beginning of the line that contains the entry

CONSOLE=/dev/console

· RESTRICT the number of people who know the root password. These should be the same users registered with groupid 0. Typically this is limited to at most 3 or 4 people. 

CONSIDER the use of sudo

DO NOT use the root account for routine activities that can be done under a regular user ID.

· su from user accounts rather than logging in as root. This provides greater accountability. 

· ENSURE that root does not have a ~/.rhosts file. 

#ls -la /
#rm /.rhosts 

· ENSURE that "." is NOT in root’s search path. 

Use set to display the value of the PATH variable.

· ENSURE that root’s home directory is something other than “/” (i.e. /roothome), and has permissions of 700.

#mkdir /roothome

#chmod 700 /roothome
#grep root /etc/passwd

Edit the /etc/passwd file to reflect the new home directory

· ENSURE that root’s login files do not source any other files not owned by root or which are group or world-writeable. 

Note:  Root, by default, is usually assigned the Bourne shell 

#more .profile

· ENSURE that root cron job files do not source any other files not owned by root or which are group or world-writeable. 

#cat /usr/spool/cron/crontabs/*

USE absolute path names when logged in as root, e.g., /bin/su, /bin/find, /bin/passwd. This is to stop the possibility of root accidentally executing a trojan horse. To execute commands in the current directory, root should prefix the command with "./", e.g., ./command.


	2.11 Files run by root

	Vulnerability
	Countermeasure

	Files not owned by root, if ran by root, may compromise root access or perform functions that are unwanted.
	(1.  CHECK the contents of the files listed below.  Any programs or scripts referenced in these files should meet the following requirements: 

1. ANYTHING run by root SHOULD be owned by root.

2. SHOULD NOT be group or world-writeable. 

3. SHOULD be located in a directory where every directory in the path is owned by root.
4. IS NOT group or world-writeable.

CHECK the contents of these files:

- /.login, /.profile, ./cshrc and similar login initialization files. 

- /.exrc and similar program initialization files 

- /.logout and similar session cleanup files 

- crontab and at entries 

- files on NFS partitions 

-  /etc/rc* and similar system startup and shutdown files 

· If any programs or scripts referenced in these files source/call additional programs or scripts they also need to be verified and meet the requirements of 1-4.

#chmod 555 file

#chown root file


	2.12 Administration

	Vulnerability
	Countermeasure

	A password/security policy is only as good as its enforcement.  
	(1.  -IAW HQ DA SAIS-IAS message DTG R 050951Z MAR 99, all system administrators will review date stamp for each user account password for compliance with current Army policy.

(2.  - IAW HQ DA SAIS-IAS message DTG R 050951Z MAR 99, all systems will be configured to limit logon attempts to three tries by timing out or disabling them.

ALL user files should be routinely backed up utilizing ufsdump.

· CONSIDER imposing quotas on users. 

Consult the manual pages on quotaon and edquota for specifics.

quotaon turns on disk quotas for one or more ufs file systems. Before a file system may have quotas enabled, a file named quotas, owned by root, must exist in the root directory of the file system. The file system specified must already be mounted.  edquota allows you to specify one or more users and limit how many files they may create.

· REQUIRE users to physically identify themselves before granting any requests regarding accounts (e.g., before creating a user account).

It is recommended that users sign a UserID Receipt Form at the time that they are assigned a userid/password.

· ENSURE that each user account has a unique name, and UNIQUE user id (UID) [usually greater than 100].

#cat /etc/passwd
#cat /etc/shadow

ENSURE that every user account is assigned to at least one group.

ENSURE that normal users are NOT assigned to privileged groups.

ENSURE that the /etc/group file does not contain duplicate GIDs.

ENSURE that every group referenced in the /etc/passwd file is defined in the /etc/group file.


	2.13 Orphaned files

	Vulnerability
	Countermeasure

	Unix doesn’t normally create files without an identifiable owner or group. The discovery of such files either indicates that there is a major problem with your operating system, administrators are not removing user files when they delete user accounts, or someone is attempting to hide files.
	(1.  ENSURE that all directories and files (both data and executable) have an identifiable owner and group.

#find / -nouser –o –nogroup     ( –print as required)

NFS:

#find / \ (-local –o –prune \) –nouser –o –nogroup ( –print as required)


	2.14 Hidden files 

	Vulnerability
	Countermeasure

	Unix doesn’t typically create files with Non-printing characters unless there happens to be a catastrophic system crash. If you discover hidden files, you can bet that someone is attempting to hide files on your system. The operative question would be ‘Why?”


	(1.  USE the ls -alb command to show hidden files and files with nonprintable characters 
#ls -abl
NOTE:  ls with the –b option will display the nonprintable characters.  An example of non-printable characters would be the sequence backspace control-H (\^H).  In SYSV systems, ls -b shows file names with non-printing characters represented by their octal value, i.e. \010 is octal for \^H. To determine the octal value of a character type:

#man ascii

BSD systems generally automatically show non-printable characters as "?" in the output of ls



	2.15 Processes

	Vulnerability
	Countermeasure

	Processes can access/utilize files.  
	(1.  USE the fuser command to identify processes using a file or file structure
#man fuser     (for directions on implementation)


	2.16 Password Policy

	Vulnerability
	Countermeasure

	Weak, easily guessed passwords allow access to accounts by unauthorized personnel.  Passwords of insufficient length increase password cracking tool's efficiency.
	(1.  Passwords on all systems MUST comply with AR25-2, Password Control.
This regulation applies to the Active Army, the Army National Guard of the U.S. (ARNGUS), and the United States Army Reserve (USAR). It applies to contractors who operate Government-owned or contractor-owned, AIS (Army Automated Information Systems) that process or store Army information. Contractors who process Sensitive But Unclassified (SBU) information on contractor-owned AIS are governed by this regulation if specified in the contractual requirements or if they connect to an installation AIS/network system. All of the above must comply with sections 1 through 8, Act of 8 January 1988, PL 100-235, 101 Stat 1,724-1,730. During mobilization, deployment, or national emergency, this regulation remains in effect without change.

NOTE:  In Unix, only the first 8 characters of a password are significant.  Unix will truncate any password to 8 characters or less.  This is a default behavior and cannot be modified.

· Passwords must be at least 10 characters in length
· Passwords will also contain UPPERCASE, lowercase, numbers, or special characters (2 of each)
· Passwords will not contain personal information, or any part of the user login name or full name

· Passwords will be changed every 90 days 

· The maximum and minimum time for passwords and password length are set in the /etc/default/passwd file.




	2.17 Proactive Checking

	Vulnerability
	Countermeasure

	Dormant accounts, backdoor system passwords, and accounts without passwords allow unauthorized access to the system.
	(1.  CHANGE default system passwords which were created when software was installed

(2.  MAKE sure that all accounts have a password. 

The second field of /etc/shadow should contain an encrypted password.

Ensure that users listed in /etc/passwd are listed in /etc/shadow

(3.  MAKE sure that users that should no longer have access are removed from all the systems to which they had access. 

You must do this on every system on which the user had a valid account.

#grep username /etc/passwd

(4.  MAKE sure the system is configured to limit logon attempts to three tries by timing out or disabling them.
· MAKE sure that the home directories and files of users removed from the system are also deleted or moved to the ownership of someone else. 




	2.18 Password Shadowing 

	Vulnerability
	Countermeasure

	Most current versions of Unix/Linux/BSD have implemented password shadowing.  The permissions on this file are more restrictive than those on the /etc/passwd file.  This prevents anyone other than root from reading the file or attempting to make a copy of the file and then attempt to crack user passwords.
	(1.  ENABLE vendor supplied password shadowing or a third party product. With password shadowing, the encrypted password hash is kept in /etc/shadow which has a 1 to 1 relationship to the /etc/passwd file. 

The pwconv command is normally used to implement shadow passwords. Check your vendor documentation.

(2.  PERIODICALLY audit your password and shadow password files for unauthorized additions or inconsistencies. 

#cat /etc/passwd 

#cat /etc/shadow
Suggest backing it up regularly via a cron job and checking what changes have been introduced.

(3.  ENSURE that the /etc/shadow file is accessible only by root.

NOTE:  root ownership is enabled by default on the /etc/shadow file.   

#ls -l /etc/shadow
#chmod 400 /etc/shadow




	2.19 Restricted Shell 

	Vulnerability
	Countermeasure

	Many systems must provide “open accounts”, guest accounts or ftp “drop-box” account, an intruder can use an open account to gain initial access to your machine and then use that access to probe further for greater security lapses.

Restricted shells can limit some of the vulnerabilities that having access to a open account will create.  The main advantages are:

· The user can’t change the current directory

· The user can’t change the value of the PATH environmental variable (even though they own their .profile)

· The user can’t use command names containing slashes (means they can’t start commands at root)

· The user can’t redirect output with > or >> 

If the user attempts to interrupt the restricted shell while it is processing the $HOME/.profile, restricted shell will immediately exit.
	(1.  IAW HQ DA SAIS-IAS message DTG R 050951Z MAR 99, ENABLE restricted shells to limit access for application specific accounts.

Solaris:

/usr/bin/rsh (restricted Bourne shell)

/usr/bin/rksh (restricted Korn shell)

NOTE: There is no such thing as a restricted C-shell.

· ENSURE that the account’s default PATH statement does not include “.”or “::”

Check the manual pages for your version of UNIX.

Files that contained the PATH variable are diverse.  

/etc/profile or
/usr/profile

Also check in the following directories:

/etc/skel/ 

/usr/skel/

/etc/security/

/usr/lib/mkuser/shell_name

/etc/d.profile or stdprofile 

/etc/d.login or stdlogin

/etc/d.cshrc or stdcshrc

· DISCONNECT users after a period of inactivity

In implementation of the C shell, 

set autologout=??  Within the .cshrc file

NOTE : this option is not available with all versions of c-shell


	2.20 Special accounts

	Vulnerability
	Countermeasure

	Special and optional accounts have caused numerous problems for system administrators.  Access to these accounts gives attackers elevated privileges, which will ultimately be used to gain root access.  These accounts should be disabled wherever possible.
	(1.  ENSURE that there are no shared accounts other than root in accordance with site security policy, i.e. more than one person should not know the password to an account.

NOTE:  Some systems utilize Roll Based Access Control (RBAC) to break down administrator functions to specific tasks.  Accounts are then created with only the necessary privileges required for completion of the particular task.


	2.21 Penetration Testing

	Vulnerability
	Countermeasure

	One of the best tests of your security is to break into your system.  Hacking your own system can identify backdoors that may exist for the hacker.  
	(1.  Start your penetration testing with the simplest methods first.  Use common tools readily available on the Internet.  
(2.  Analyze the access control infrastructure for vulnerabilities and single points of failure.

(3.  Any weaknesses identified by the penetration testing should be fixed immediately

NOTE:  Make sure that the testing is authorized and conducted with management's knowledge.  Create a step by step plan and document findings as you encounter them.


Unix Tools

	2.22 lsof 

	· If authorized, RUN lsof (list open files) periodically. It is similar in function to the Unix command fuser but with more functionality.
Lsof  will identify all open files on UNIX and indicates which processes have opened them. This tool can be used to help determine whether hackers are reading or writing files to which they should not have access.

It can be found at: http://sunfreeware.com or ftp://coast.cs.purdue.edu/pub/tools/unix/sysutils/lsof/


	2.23 Pluggable Authentication Module (PAM)

	PAM enables the authentication mechanism to be extended beyond UNIX passwords and to be both "stackable" and "tailorable" on a host- or application-basis using other authentication mechanisms like s/key, kerberos, and smart cards.  Rules can be written such that a user must pass multiple authentication schemes to access high-security servers.  In addition to authentication, PAM enables administrative customization of account management and session management.   PAM allows you to change on the fly your authentication methods, requirements, and encapsulate all local authentication methods without re-compiling any of your binaries. 

  Just a few of the things you can do with PAM:

· Use a non-DES encryption for your passwords. (Making them harder to brute force decode)

· Set resource limits on all your users so they can't perform denial of service attacks (number of processes, amount of memory, etc)

· Enable shadow passwords (see below) on the fly

· allow specific users to login only at specific times from specific places

· Create a password history file

· Write your own PAM to lockout accounts after 3 failed login attempts.

· Disable.rhosts lookup

· Port over Linux modules to Solaris and other Unix platforms.

PAM is supported in Solaris 2.5 - Solaris 9 (see vendor documentation), and many distributions of Linux, such as Caldera, Debian, FreeBSD, Red Hat, SuSE.  

For Solaris, PAM is a separate software package.

For Linux, it is available at: http://www.kernel.org/pub/linux/libs/pam/index.html



	2.24 YASSP (Yet Another Solaris Security Package)

	YASSP is designed to deal with host security under Solaris 2.6, 2. 7 and Solaris 9 (on SunSparc hardware).  The goal is to install Solaris and have a good host security without having to spend hours in modification.  The default behavior of yassp when installed will be to turn off most of the services, which is suitable for an external (exposed) server like a firewall, a web server or a ftp server.   The OS security tuning is performed at various levels: turning off (networked) services, changing file owner/mode, enabling logging, tuning the network stack, changing the system parameters and also providing a coherent default environment so that people knows what they can expect and where.

It is available at: http://yassp.parc.com/


	2.25 ASET (Automated Security Enhancement Tool)

	ASET is available in Solaris distributions 2.51 and up.  ASET can automatically assess the state of the system as well 

place it in one of three pre-determined security states:  low, medium or high.  When run periodically, ASET will alert the administrator to any potential security breaches.

ASET looks for:

    - existence of system EEPROM password

    - insecure use of umask

    - insecure use of path variables

    - system file permission settings

    - existence of new setuid programs

    - home directory permissions

    - contents of .rhosts, /etc/passwd, and /etc/group

    - size of files in /usr/bin and /bin

Security states:

1.  Low - ASET ensures that file attributes are set at the standard release values.  Security checks are performed.

2.  Medium - ASET provides adequate security for most environments.  ASET will modify permission settings on some system files and parameters to restrict system access.  Additional security checks are performed.

3.  High - Produces an exceedingly secure system.  ASET sets many system files and parameters to allow only minimum access.  


	2.26 Chrootuid 

	Chrootuid makes it easy to run a network service at low privilege level and with restricted file system access. At Eindhoven University we use this program to run the gopher and www (world-wide web) network daemons in a restricted environment: the daemons have access only to their own directory tree, and run under a low-privileged userid. The arrangement greatly reduces the impact of possible loopholes in daemon software. 

It is available from: ftp://coast.cs.purdue.edu/pub/tools/unix/sysutils/chrootuid/


3 Security Tools

	3.1 COPS 

	If authorized, this program can enhance your overall security posture.  No longer on the ACERT website but can be authorized for use.  This tool is older (1995) but has been a favorite of Unix SA's.  

COPS is a collection of programs that checks for:

· file, directory, and device permissions/modes.

· poor passwords.

· content, format, and security of password and group files.

· the programs and files run in /etc/rc* and cron(tab) files.

· finds SUID files, and checks for their writeability and if they are shell scripts.

· runs a crc check against important binaries or key files, and reports any changes therein.

· writability of users home directories and startup files (.profile, .cshrc, etc.)

· anonymous ftp setup.

· unrestricted tftp, decode alias in sendmail, SUID uudecode problems.

· miscellaneous root checks -- current directory in the search path, a "+" in /etc/host.equiv, unrestricted NFS mounts, ensures root is in /etc/ftpusers, etc.

· includes the Kuang expert system

It can be found at: ftp://coast.cs.purdue.edu/pub/tools/unix/scanners/cops/


	3.2 Tiger 

	· If authorized, RUN this program on all of your systems. 

Tiger is a package of system monitoring scripts. It is similar to COPS in what is does, but is significantly more up to date, and easier to configure and use.

It can be found at: ftp://coast.cs.purdue.edu/pub/tools/unix/scanners/tiger


	3.3 TARA (Tiger Analytical Research Assistant)

	TARA is an upgrade to the TAMU 'tiger' program. Since 'tiger' has not been updated since 1994, there were numerous changes made to the 'systems' directories. Output was streamlined to provide a more readable report file. Also, minor bugs in the 'scripts' directory were corrected. TARA was tested under Red Hat Version 5.x, 6.x, SGI IRIX 5.3, 6.x, and SunOS 5.x. This upgrade was performed by the Advanced Research Corporation under a contract from the United States Government. 

It is available at: http://www.www-arc.com/tara/



	3.4 Tripwire (ACERT APPROVED)

	Tripwire is a utility that scans a set of designated files and directories, computes a digital signature, then compares the digital signature/fingerprint to a signature previously generated and stored in a database. Differences are flagged and logged including additions and deletions. When used regularly it enables a system administrator to spot any changes to files and directories rapidly. 

Tripwire has 9 levels of security descriptors for each file or directory it monitors.  It can monitor files that can not be changed, binaries with the SUID/SGID bit set, read only binaries, configuration files, logs, directory permissions/ownership, members of the trusted computing base, Kernel processes, and dynamic Kernel processes.  Tripwire watches file sizes and computes checksums of files to produce signatures that shouldn't change.

Tripwire is a good tool for keeping Trojan horses off of your system.  It protects you from unauthorized persons toying with your critical data files.  You establish a policy in the twpol.txt file that consists of variable and rule definitions.  The Tripwire policy tells tripwire what files to examine, what types of information to look for, and when to alert you to changes. Tripwire utilizes a site and local pass-phrase to encrypt tripwire policies, databases, and configuration files to keep them from being tampered with.  

It can be found at: https://www.acert.belvoir.army.mil/ACERTmain.htm
NOTE:  It does not currently function with the Solaris 8 x86 platform.


	3.5 Titan  (ACERT APPROVED)

	Titan is a collection of programs, each of which either fixes or tightens one or more potential security problems with a particular aspect in the setup or configuration of a Unix system. It was written in Bourne shell, and its simple modular design makes it trivial for anyone who can write a shell script or program to add to it, as well completely understand the internal workings of the system.   Titan does not replace other security tools, but when used in combination with them it can help make the transformation of a new, out of the box system into a firewall or security conscious system into a significantly easier task. In a nutshell, it attempts to help improve the security of the system it runs on. 

NOTE: Due to time and access to hardware/software resource, Titan will only run on Solaris, versions 1.1.4 , 2.X, Solaris 8. Other than taking the time to create Titan modules for other systems, there is nothing Sun specific (except for some few modules that are Solaris feature specific) about Titan that would prevent it working on other Unix systems. 

It is available at: http://www.fish.com/titan/



	3.6 Webmin

	Webmin is a powerful web-based administration interface for system administration for Unix. Using any browser that supports tables and forms (and Java for the File Manager module), you can setup user accounts, Apache, DNS, file sharing and so on.  Using Webmin you can configure DNS, Samba, NFS, local/remote filesystems and more.

Webmin consists of a simple web server, and a number of CGI programs which directly update system files like /etc/inetd.conf and /etc/passwd. The web server and all CGI programs are written in Perl version 5, and use no external modules. This means that you only need a Perl binary to run Webmin. Webmin also supports SSL, however SSL must be downloaded and installed first. 

Many OSes are supported by Webmin. See the website for a more complete list:

BSDI 3.0, 3.1, 4.0; Caldera OpenLinux 2.3, 2.4, 2.5; Debian Linux 1.3, 2.0, 2.1, 2.2; DEC/Compaq OSF/1 4.0; FreeBSD 2.1, 2.2, 3.0, 3.1, 3.2, 3.3, 3.4, 3.5, 4.0, 5.0; HP/UX 10.01, 10.10, 10.20, 10.30, 11; IBM AIX 4.3; Mandrake Linux 5.3, 6.0, 6.1, 7.0, 7.1; OpenBSD 2.5, 2.6, 2.7; Redhat Linux 4.0, 4.1, 4.2, 5.0, 5.1, 5.2, 6.0, 6.1, 6.2, 7.0; SCO UnixWare 7, 2; SCO OpenServer 5; SGI Irix 6.0, 6.1, 6.2, 6.3, 6.4, 6.5; Slackware Linux 3.2, 3.3, 3.4, 3.5, 3.6, 4.0, 7.0, 7.1; Sun Solaris 2.5, 2.5.1, 2.6, 7, 8; SuSE Linux 5.1, 5.2, 5.3, 6.0, 6.1, 6.2, 6.3, 6.4, 7.0; TurboLinux 4.0, 6.0

The best supported systems are Solaris, Linux (Redhat in particular) and FreeBSD. 

It is available at: http://www.webmin.com/


	3.7 Courtney   (ACERT APPROVED)

	Courtney is a program that monitors a network and tries to identify an incoming SATAN attack/probe.  Courtney receives input from tcpdump counting the number of new services a machine originates within a specific time period.  If one machine connects to numerous services within that window, Courtney identifies the machine as a potential SATAN host.  

It is available from: https://www.acert.belvoir.army.mil/ACERTmain.htm 


	3.8 cpm (check promiscuous mode)

	cpm checks to see if your network interfaces are running in promiscuous mode.  If you do not normally run in this state then it may be an indication that an intruder is running a network sniffer on your system.  This program was designed to run on SunOS 4.1.x and may also work on many BSD systems. 

It is available from: ftp://coast.cs.purdue.edu/pub/tools/unix/sysutils/cpm/



	3.9 nfsbug

	nfsbug is designed to detect any of several known bugs in various NFS implementations:

· connect to NFS mount daemon using TCP/IP

· connect to NFS server using UDP/IP

· world-mountable NFS file systems

· NFS file systems mountable via the portmapper

· NFS file handle guessing

· chdir bug

· mknod bug

· uid bug

It is available from: ftp://ftp.cs.vu.nl/pub/leendert/nfsbug.shar


	3.10   Portmap 

	Portmap is a Wietse Venema's replacement for the original portmapper program that comes with the operating system. There is an increasing interest in access-control for the NIS and RPC-based services that are normally registered with the portmap process. This replacement is intended to reduce the vulnerabilities of the basic program with improved logging and tcp_wrapper like access control lists. This program works with SunOS 4.x releases, Ultrix 4.x, HP-UX 9.x, AIX 3.x and 4.x, and OSF/1. Solaris 2.x and other System V.4 Unixes should use rpcbind. 

It is available at:

https://www.acert.belvoir.army.mil/ACERTmain.htm 

(1.  DISABLE any non-required services that are started up in the system startup procedures and registered with the portmapper. 

Ascertain which services are registered with the portmapper 

#rpcinfo –p


	3.11   rpcbind    (ACERT APPROVED)

	Rpcbind is a Wieste Venema's drop-in rpcbind replacement for the standard RPC registry server. This program provides built-in tcp wrapper style client access control and automatically have proxy access disabled. It provides a simple mechanism to discourage remote access to the NIS, NFS and other RPC services. 

It is available at: https://www.acert.belvoir.army.mil/ACERTmain.htm 




	3.12 Tkined            (ACERT APPROVED)

	The Tkined network editor is an ICMP Network Mapping Tool that provides a framework for an extensible network management platform.  

It is available from: https://www.acert.belvoir.army.mil/ACERTmain.htm 




	3.13 Smrsh           (ACERT APPROVED)

	A sendmail restricted shell utility that provides the ability to specify through configuration, an explicit list of executable programs.  Smrsh helps protect against the vulnerability that allows unauthorized remote users to execute programs as any system user.  When used in conjunction with sendmail, smrsh effectively limits sendmail's scope of program execution to only those programs specified in smrsh's configuration.

It is available from: https://www.acert.belvoir.army.mil/ACERTmain.htm 




	3.14 ARL sentinel           (ACERT APPROVED)

	An early warning sensor tool devolped by the ALC of the Army Research Laboratory to provide warnings about possible reconnaissance activity or deviant traffic patterns that may signal malicious intent.

It is available from: https://www.acert.belvoir.army.mil/ACERTmain.htm 




	3.15 SPI-NET

	SPI-NET

 Security Profile Inspector (SPI) is a set of tools that provides security managers with the ability to establish and monitor the security of UNIX based computer systems.  SPI provides for profile review of system vulnerabilities, testing for weak passwords, test for changes to key system files and testing of system binaries.  

It is available from: https://www.acert.belvoir.army.mil/ACERTmain.htm



	3.16 Sudo

	Sudo is a program designed to allow a sysadmin to give limited root privileges to users and log root activity. The basic philosophy is to give as few privileges as possible but still allow people to get their work done.   Sudo is configured in the sudoer file.  The commands or directories from which commands can be run are identified by the individual user allowed to run them.  The sudolog records activity.

It is available at: http://www.courtesan.com/sudo or ftp://coast.cs.purdue.edu/pub/tools/unix/sysutils/sudo


	3.17 wu-ftpd       (ACERT Approved)

	WU-FTPD (Washington University File Transfer Protocol Daemon)

A replacement FTP daemon that has security and functional enhancements geared toward anonymous FTP access.  It replaces the standard ftp server daemons on UNIX systems.  Features include extensive logging and a way of limiting the number of ftp users accessing a site.


	3.18  NIPC DDOS Detection Tool  (ACERT Approved)

	The National Infrastructure Protection Center (NIPC) Special Technology Applications Unit (STAU) has developed a tool to assist in combating Distributed Denial of Service attacks.  The tool (called "find_ddos") is intended to scan a local system that is either known or suspected to contain a DDOS program.




	3.19 tcp_wrapper (ACERT APPROVED)

	tcp_wrapper: This software gives logging and access control to most network services. 

- IAW HQ DA SAIS-IAS message DTG R 050951Z MAR 99,  tcp wrappers are recommended for all UNIX systems.  Ensure the program is downloaded from a verifiable source-ACERT web site has tcp wrappers and portmap available at https://www.acert.belvoir.army.mil/ACERTmain.htm.

Contact your supporting ACERT/CC or RCERT for assistance.

· TCP Wrappers will provide additional logging, a banner, reverse DNS lookup, and access control.

· CUSTOMIZE and install it for your system.

It is available from the ACERT site:  https://www.acert.belvoir.army.mil/ACERTmain.htm
· ENABLE PARANOID mode.

Note: This is usually enabled by default.

· CONSIDER running with the RFC 931 option.

This is a connection-based application on TCP. A server listens for TCP connections on TCP port 113 (decimal). Once a connection is established, the server reads one line of data which specifies the connection of interest. If it exists, the system dependent user identifier of the connection of interest is sent out the connection. The service closes the connection after sending the user identifier. 

· DENY all hosts by putting “all:all” in /etc/hosts.deny and explicitly list trusted hosts who are allowed access to your machine in /etc/hosts.allow.

#more /etc/hosts.deny 

#more /etc/hosts.allow

· WRAP all TCP services that you have enabled in /etc/inet/inetd.conf or /etc/inetd.conf, or other appropriate file.

Modify the /etc/inetd.conf. For example, to modify telnet:

Original entry: 

telnet  stream  tcp  nowait  root /usr/sbin/in.telnetd  in.telnetd

Modified entry:

telnet stream tcp nowait  root /usr/sbin/in.tcpd /usr/sbin/in.telnetd

· CONSIDER wrapping any udp services you have enabled. If you wrap them, then you will have to use the nowait option in the /etc/inet/inetd.conf file.

· TCP Wrappers is high speed, low drag protection that does not require additional communications between the client and server.  It serves as a stateless firewall, applying rules prior to allowing connections.   New releases of some OS's already come with TCP Wrappers incorporated into a xinetd.conf file for use by the xinetd program.




	3.20 IPSEC

	· IPSEC is a security architecture for the IP protocol.  It is a layer 3 (network layer) security solution that is an Internet standard and is not dependent on any particular encryption or authentication algorithm or operating system.  IPSEC is transparent to upper-level protocols and applications.   IPSEC provides authentication, encryption, integrity, and replay protection.
· IPSEC uses two protocols to provide security at the IP level:  Authentication Header (AH) and Encapsulating Security Payload (ESP).
· IPSEC has two modes:  Transport and tunnel modes
· IPSEC may be used to configure a VPN (virtual Private Network)



4 Intrusion Detection Tools

	4.1 CyberCop Monitor           (ACERT APPROVED)

	· One of the Army’s host-based intrusion detection system solutions
Operating Systems: WinNT, UNIX for Sun Solaris, and HP-UX
Latest Version: 2.5
Features: 

· Protects against Web Defacement using Vandal Guard technology 

· AutoRestore of Web pages 

· Fast attack response with fine granularity 

· Remote management 


	4.2 Intruder Alert           (ACERT APPROVED)

	One of Army’s host-based intrusion detection system solutions
Operating Systems: Windows NT, Sun Solaris, and HP-UX + 35 other operating systems including Novell
Latest Version: 3.5 for both the manager and agent
Features: 

· Policy-based monitoring (both packet and segment) 

· 24X7 Real-time updates 

· Post-event audit trail review 

· Server/manager ratio: 100:1 




	4.3 RealSecure           (ACERT APPROVED)

	Army’s network-based intrusion detection solution
Operating Systems: WinNT and Solaris
Latest Version: 5.0
Features: 

· Real-time intrusion detection and response systems monitors for “attacks” and “misuse” 

· Terminate the connection, send e-mail or pager alerts, record the session, or reconfigure select firewalls 

· Incident prioritization 




	4.4 Network Intrusion Detector (NID)  (ACERT APPROVED)

	NID is a suite of security tools that detects and analyzes network intrusions.  NID provides detection and analysis of intrusion from individuals not authorized use of a particular system or from individuals who perform unauthorized activities or activities of a suspicious nature.  Access to NID software requires a Commanders written request to the Chief, ACERT and is installed in response to an intrusion.  

It is available from: 

https://www.acert.belvoir.army.mil/ACERTmain.htm 


5 Password Tools

	5.1 Npasswd (ACERT APPROVED)

	(1.  USE npasswd as a replacement for the default Unix passwd command.

Npasswd (new password) is a replacement for the system passwd command that incorporates a password checking system (word lists) that refuses poor password selections.  It also incorporates the crack utility to eliminate easily guessed passwords from being used. This program reduces the chance of users choosing poor passwords.  

It is available from: https://www.acert.belvoir.army.mil/ACERTmain.htm


	5.2 OPIE (One-Time Passwords In Everything)  (ACERT APPROVED)

	OPIE is an implementation of challenge/response that is being considered for the Internet standards track.  OPIE provides a one-time password system.  OPIE is primarily written for UNIX-like operating systems and supports MD4 & MD5.  The OPIE software is derived in part from and is fully interoperable with the Bell Communications Research (BellCore) S/Key Release 1 software.  

It is available from: https://www.acert.belvoir.army.mil/ACERTmain.htm



	5.3 SECpw Tool       (ACERT APPROVED)

	SECpw has been provided by CECOM to allow system administrators to test their users passwords against the site policy.  It does not display the actual password but tells that the password was found. Password Cracking tool for UNIX source files.  A quick synopsis of the use of the tool for Unix systems: Identify the file containing the password hash values (if the file /etc/shadow exists, use it; otherwise use /etc/passwd).  Execute the Secpw command with the appropriate password file and dictionary file as options (e.g. SECpw -wordfile:words.txt /etc/shadow).  

It is available from: https://www.acert.belvoir.army.mil/ACERTmain.htm



	5.4 password+       (ACERT APPROVED)

	A proactive password checker which replaces the system's passwd command.  It is driven by a configuration file that determines what types of passwords are allowed.

It is currently not available.


6 Log Tools

	6.1 Logcheck

	Logcheck is software package that is designed to automatically run and check system log files for security violations and unusual activity. Logcheck utilizes a program called logtail that remembers the last position it read from in a log file and uses this position on subsequent runs to process new information. 

It is available at: ftp://coast.cs.purdue.edu/pub/tools/unix/logutils/logcheck/


	6.2 Logdaemon 

	Logdaemon is software package that does the following:

· Rlogin and rsh daemons that log the remote user name as well as the remote host name, with tcp_wrapper access control. These daemons are believed to be drop-in replacements for SunOS 4.x, Ultrix 4.x and SunOS 5.x (Solaris 2.x). 

· Login replacement supporting S/Key one-time passwords, SecureNet keycard one-time passwords, per-user/host/terminal access control, and with fascist login failure logging (tested with SunOS 4.x and 5.x). Probably works with HP-UX 9.x, IRIX 5.3, Digital UNIX. 

· Ftp daemon that supports S/Key one-time passwords, SecureNet keycard one-time passwords, fascist login failure logging, and logging of anonymous FTP xfers (tested with SunOS 4.x and 5.x). Probably works with Ultrix 4.x, HP-UX 9.x, IRIX 5.3, Digital UNIX. 

· Rexec daemon that supports S/Key one-time passwords, fascist login failure logging, and that blocks access to the root account (tested with SunOS 4.x and 5.x). Probably works with Ultrix 4.x, HP-UX 9.x, IRIX 5.3, Digital UNIX.

It is available at: ftp://coast.cs.purdue.edu/pub/tools/unix/logutils/logdaemon/logdaemon-5.8.tar.gz


	6.3 Simple Watcher (SWATCH)  (ACERT APPROVED)

	· CONSIDER running an automatic log monitor such as Swatch.  The Perl Compiler is required for installation.

SWATCH is a program that is designed to monitor system activity and filter log files.  This package monitors and scans log files for pattern matches specified by the system administrator and takes action as specified by the system administrator.  SWATCH's configuration file identifies what the program looks for and what it does when it locates a pattern match.  SWATCH can react in three different ways to triggers: email; page; execute scripts.

CVE-MAP-NOMATCH /Bugtraq 4746:  Under some circumstances, a message may not be reported by swatch. When an event occurs on a system numerous times, and swatch has placed a throttle on the event to prevent multiple alerts, swatch does not sufficiently handle events of the same type afterwards. When an event has occurred and alerts for the event are throttled, a bug in the swatch throttle code prevents swatch from reporting the event if it occurs a month later.

It is available from: https://www.acert.belvoir.army.mil/ACERTmain.htm


	6.4 SunSHIELD BSM

	Vulnerability
	Countermeasure

	Logging is a key ingredient in the overall security of an IT system.  Data Integrity is of the utmost importance.  Logging is important for two main reasons:  regular analysis of our logs gives us an early warning of suspicious activity and, if stored securely it can provide the evidence required to find out what went on during a breach in security.
	(1.  BSM does not use syslog.  The audit trail is written to binary files on the local or NFS mounts.  The Utility "auditreduce" is used for filtering and the utility "praudit" is used for viewing.  Records are initiated from two distinct places in Solaris, the Kernel processes and privileged user program usage.  

Procedures

1.  Run /etc/security/bsmconv from root.

       a.  Stop-A will be disabled

       b.  Volume manager will be disabled in rc2.d

2.  Set up the /etc/security/audit_control file.  Use this to set up what kind of auditing to perform and where you want the records to go.

3.  Reboot the system so that the C2audit module is fully loaded and internal audit settings and structures are set up.

Note:  The man pages on auditconfig and audit_control contain additional information on audit classes and setup.

Note1:  Supported in Solaris 8 & 9


7 Encryption Tools

	7.1 Data Encryption System (DES)  (ACERT APPROVED)

	· If possible, ALWAYS super-encrypt with Triple-DES.

· DO NOT use the 40-bit DES algorithm for encryption (it has been broken).

DES is a kit that builds a DES encryption library. It supports numerous encryption modes including: Electronic Code Book (ecb), Cipher Block Chaining (cbc), Output Feedback (ofb), Cipher Feedback (cfb), Triple cbc, MIT's pcbc and has a fast implementation of crypt. It contains support routines to read keys from a terminal, generate a key from an arbitrary length string, read/write encrypted data from a file descriptor. 

It can be found at: https://www.acert.belvoir.army.mil/ACERTmain.htm 

· NEVER use a login password as an encryption key.

· PROTECT your encryption key as you would your password

· PROTECT your encryption programs against tampering.




	7.2 Triple DES Algorithm

	· Based on the DES algorithm.  The encryption is performed three times with three different keys.  The multiple encryptions result in a ciphertext that has an effective key size as large as the sum of the sizes of the three keys.

· If all three 64bit keys have the same value, the algorithm is no stronger than DES.




	7.3 Advanced Encryption Standard (AES)

	· A new algorithm to use in place of DES.  It utilizes the Rijndael algorithm.

· AES has a private key symmetric block cipher similar to DES

· AES is stronger and faster than DES.  Encrypts at 70.2 Mbps versus DES at 28 Mbps.

· AES has a life expectancy of 20 to 30 years

· AES supports key sizes of 128 bit, 192 bit, and 256 bit.


	7.4 Pretty Good Privacy (PGP) 

	· USE PGP (where authorized, if practical) to encrypt files and sensitive email, and to create and check digital signatures on important files.

· VERIFY the digital signature of any signed files.  Tools like PGP may be used to sign files and to verify those signatures.

PGP implements encryption and authentication. 

It can be found at: ftp://ftp.ox.ac.uk/pub/pgp/unix/ 




	7.5     Message Digest 5 (MD5) (ACERT APPROVED)

	· USE a message digest program, such as MD5 or SHA-1.  MD5 is a message digest algorithm. If no digital signature is supplied but an md5 checksum is supplied, then verify the checksum information to confirm that you have retrieved a valid copy. 

· Creates a 128 bit  message digest
It can be found at: ftp://coast.cs.purdue.edu/pub/tools/unix/md5/


	7.6     SHA-1

	· USE a message digest program, such as MD5 or SHA-1.  SHA-1 is a message digest algorithm. If no digital signature is supplied but an SHA-1 checksum is supplied, then verify the checksum information to confirm that you have retrieved a valid copy. 

· Creates a 160 bit message digest.
· Stronger but slower than MD5
It can be found at: ftp://coast.cs.purdue.edu/pub/tools/unix/md5/


8 Scanning Tools

	8.1 SARA (Security Auditor's Research Assistant)

	SARA is a third generation Unix-based security analysis tool that is: 

1. SANS/ISTS Certified New 

2. CVE standards support New 

3. Enterprise search module New 

4. Sandalone or daemon mode New 

5. Free-use open license 

6. Updated twice a month 

7. User extension support 

8. Based on the SATAN model 

The first generation assistant, the Security Administrator's Tool for Analyzing Networks (SATAN) was developed in early 1995. It became the benchmark for network security analysis for several years. However, few updates were provided and the tool slowly became obsolete in the growing threat environment. 

The original author of SAINT (a SATAN derivative), Bob Todd, joined Advanced Research in early 1999 and has been working to evolve SATAN and the original SAINT concept to a community oriented product (i.e, SARA). 

It is available from:  http://www.www-arc.com/sara/


	8.2 ESATAN (Enhanced Security Administrator Tool for Analyzing Networks) (ACERT APPROVED)

	E-SATAN (Enhanced Security Administrator Tool for Analyzing Networks) is a testing and reporting tool that collects information about networked hosts. It can also be run to check for a number of vulnerabilities accessible via the network.  SATAN is modular in design and can be easily updated with new checks and vulnerabilities 

What sets SATAN or E-SATAN apart is that it does not treat each computer as a separate entity.  It examines the web of trust for security vulnerabilities and analyzes potential problems.

Some of the things E-SATAN will check for:

FTP configuration, NFS access, portmapper exports, NIS access, rexd, rsh access, sendmail, TFTP access, X.11 server, modem access, additional user configured probes.

SATAN/ESATAN is a good tool to analyze computer systems in preparation for and during the certification process.

It is available from: https://www.acert.belvoir.army.mil/ACERTmain.htm


	8.3 Snort           (ACERT APPROVED)

	A lightweight network intrusion detection system, capable of performing real-time traffic analysis and packet logging on IP networks.  It can perform protocol analysis, content searching/matching and can be used to detect a variety of attacks and probes, such as buffer overflows, stealth port scans, CGI attacks, SMB probes, OS fingerprinting attempts, and much more.  Snort has three primary uses.  It can be used aas a straight packet sniffer like tcpdump, a packet logger (useful for network traffic debugging, etc), or as a full blown network intrusion detection system.

It is available from: https://www.acert.belvoir.army.mil/ACERTmain.htm 




	8.4 Cyber Cop Scanner           (ACERT APPROVED)

	· Runs on: WinNT and LINUX platforms 

· Identifies security holes to prevent intruder from accessing your
mission-critical data. 

· Unveils weaknesses 

· Validates policies 

· Enforces corporate security strategies 

· Tests both NT and UNIX workstations, servers, hubs, and switches 

· Performs though perimeter audits of firewalls and routers 


	8.5 Internet Security Systems (ISS) Scanner           (ACERT APPROVED)

	· Identify and addresses technical vulnerabilities 

· Analyzes the security of hosts/devices on an enterprise-wide network. 

· Provides real-time notification of critical issues 

· Provides detailed info for each vulnerability 

· Provides user-defined or custom reports 


	8.6 Security Test and Analysis Tool (STAT) (ACERT APPROVED)

	· Comprehensive vulnerability assessment and solutions tool for WinNT, Windows 2000, Linux, and Unix 

· Five minutes from install to reports 

· Remote Auto Fix™/patch capability and solutions 

· Monthly vulnerability updates available via the web 

· Identifies and corrects 1,007 vulnerabilities with 5 to 25 new security problems addressed each month 

· Scans based on administrative privileges; not IP based; no agent installation or target machine configuration required 


9 Firewalls

	9.1 Gauntlet/E-ppliance       (ACERT APPROVED)

	Type of Firewall: packet screen rules, application proxies, and adaptive proxies
Operating System: UNIX for Sun Solaris and HP-UX
Latest Version: 6.1
Features: 

· Flexibility to use packet screening, application proxies, and adaptive proxies 

· Incorporates content filtering, scanning for viruses (McAfee), scans for Java and Active X applets and other malicious code. 

· Enterprise manage for multiple firewalls 

· Load balancing for distributing network traffic 




	9.2 Lucent Managed Firewall           (ACERT APPROVED)

	Type of Firewall: Stateful filtering and content security proxies
Operating Systems: Lucent Security Management Server runs on NT or Solaris)
Latest Version: 5.0
Features: 

· Superior firewall throughput 

· VPN using IPSec standards 

· Evaluation Assurance Level Rated 2 against NIAP’s protection profile 




	9.3 Raptor           (ACERT APPROVED)

	Type of Firewall: Proxy-based (application-level proxies, network circuits, and packet filtering)
Operating Systems: Solaris/NT/HP-UX
Latest Version: 6.5 for NT and UNIX
Features: 

· Centralized management 

· Security policy management 

· Standard VPN (IPsec and Internet key) 

· Comprehensive logging and reporting 

· Cross-platform management from a single console 

· High availability/load balancing 




	9.4 Sidewinder           (ACERT APPROVED)

	Type of Firewall: Application-level gateway with high assurance OS
Operating System: SecureOS? (BSD-I operating system with “type enforced” security model applied)
Latest Version: 5.0
Features: 

· State of the Art GUI and command line interface (includes remote NT administration) 

· VPN server 

· SmartFilter web monitoring and blocking option 




	9.5 SunScreen Secure Net           (ACERT APPROVED)

	Type of Firewall: Proxy and stateful-inspection
Operating System: Solaris and Solaris X68
Latest Version: 3.1 
Features: 

· Stealth and routing design, hardened OS 

· Dynamic and proxy filtering (SMTP, HTTP, FTP, Telnet) 

· Remote administration and central management 

· High availability and scalability 

· SPARC and INTEL hardware, ATM (CIP or LANE), FDDI, token ring, or Ethernet (10, 100, and Gigabit) 




	9.6 Checkpoint          (ACERT APPROVED)

	Type of Firewall: Stateful inspection
Operating System: Solaris, NT, HP-UX, Linux, and appliances (Nokia, Intrusion.com)
Latest Version: 4.1.3
Features: 

· Sold by the number of IP the firewall is protecting 

· Enterprise management with centralized control 

· Ease of use 

· Integrated Quality of Service 

· Integrated firewall and IPSec virtue private network 




Detection and Forensics

	9.7 DISCOVERING A BREAK-IN 

	(Note:  The following information was taken in its entirety from the Software Engineering Institute, Carnegie Mellon University)
U.S. Government only
Software Engineering Institute authored documents are sponsored by the U.S. Department of Defense under Contract F19628-95-C-0003. Carnegie Mellon University retains copyrights in all material produced under this contract. The U.S. Government retains a non-exclusive, royalty-free license to publish or reproduce these documents, or allow others to do so, for U.S. Government purposes only pursuant to the copyright license under the contract clause at 52.227-7013.

References:

ftp://info.cert.org/pub/tech_tips/intruder_detection_checklist
ftp://info.cert.org/pub/tech_tips/UNIX_configuration_guidelines



 HYPERLINK "ftp://info.cert.org/pub/tech_tips/security_tools" 

ftp://info.cert.org/pub/tech_tips/security_tools

ftp://info.cert.org/pub/tech_tips/root_compromise
http://www.porcupine.org/satan/admin-guide-to-cracking.html


	9.8 Log files

	(1.  EXAMINE log files for connections from unusual locations or other unusual activity. For example, look at your last log, process accounting, all logs created by syslog, and other security logs.

If your firewall or router writes logs to a different location than the compromised system, remember to check these logs also. Note that this is not foolproof unless you log to append-only media; many intruders edit log files in an attempt to hide their activity.


	9.9 SetUID & SetGID files

	(1.  LOOK for setuid and setgid files (especially setuid root files) everywhere on your system. Intruders often leave setuid copies of  /bin/sh or /bin/time around to allow them root access at a later time. The UNIX find(1) program can be used to hunt for setuid and/or setgid files. For example, you can use the following commands to find setuid root files and setgid kmem files on the entire file system:

# find / -user root -perm -4000 (-print as required)

        #find / -group kmem -perm -2000 (-print as required)

· Note that the above examples search the entire directory tree, including NFS/AFS mounted file systems. Some find(1) commands support an "-xdev" option to avoid searching those hierarchies.

      For example:

        #find / -user root -perm -4000 -print -xdev

· Another way to search for setuid files is to use the ncheck(8) command on each disk partition. For example, use the following command to search for setuid files and special devices on the disk partition /dev/rsd0g:

        #ncheck -s /dev/rsd0g

	9.10 System binaries

	(1.  CHECK your system binaries to make sure that they haven't been altered. We've seen intruders change programs on UNIX systems such as login, su, telnet, netstat, ifconfig, ls, find, du, df, libc, sync, any binaries referenced in /etc/inetd.conf, and other critical network and system programs and shared object libraries. Compare the versions on your systems with known good copies, such as those from your initial installation media. Be careful of trusting backups; your backups could also contain Trojan horses.

Trojan horse programs may produce the same standard checksum and timestamp as the legitimate version. Because of this, the standard UNIX sum(1) command and the timestamps associated with the programs are not sufficient to determine whether the programs have been replaced. The use of cpm, MD5, Tripwire, and other cryptographic checksum tools is sufficient to detect these Trojan horse programs, provided the checksum tools themselves are kept secure and are not available for modification by the intruder. Additionally, you may want to consider using a tool (PGP, for example) to "sign" the output generated by MD5 or Tripwire, for future reference


	9.11 Monitoring programs

	(1.  CHECK your systems for unauthorized use of a network monitoring program, commonly called a sniffer or packet sniffer. Intruders may use a sniffer to capture user account and password information. 
· For related information, see CERT advisory CA-94:01 available in ftp://info.cert.org/pub/cert_advisories/CA-94:01.network.monitoring.attacks



	9.12 Cron & at jobs

	(1.  EXAMINE all the files that are run by cron and at. We've seen intruders leave back doors in files run from cron or submitted to at. These techniques can let an intruder back on the system (even after you believe you had addressed the original compromise). Also, verify that all files/programs referenced (directly or indirectly) by the cron and at jobs, and that the job files are not world-writeable.


	9.13 Unauthorized services

	(1.  CHECK for unauthorized services. Inspect /etc/inetd.conf for unauthorized additions or changes. In particular, search for entries that execute a shell program (for example, /bin/sh or /bin/csh) and check all programs that are specified in /etc/inetd.conf to verify that they are correct and haven't been replaced by Trojan horse programs.

· Also CHECK for legitimate services that you have commented out in your /etc/inetd.conf. Intruders may turn on a service that you previously thought you had turned off, or replace the inetd program with a Trojan horse program.


	9.14 Password file

	(1.  EXAMINE the /etc/passwd file on the system and check for modifications to that file. In particular, look for the unauthorized creation of new accounts, accounts with no passwords, or UID changes (especially UID 0) to existing accounts.


	9.15 Configuration files

	(1.  CHECK your system and network configuration files for unauthorized entries. In particular, look for '+' (plus sign) entries and inappropriate non-local host names in /etc/hosts.equiv, /etc/hosts.lpd, and in all .rhosts files (especially root, uucp, ftp, and other system accounts) on the system. These files should not be world-writeable.  Furthermore, confirm that these files existed prior to any intrusion and were not created by the intruder.


	9.16 Hidden or unusual files

	(1.  LOOK everywhere on the system for unusual or hidden files (files that start with a period and are normally not shown by ls), as these can be used to hide tools and information (password cracking programs, password files from other systems, etc.). A common technique on UNIX systems is to put a hidden directory in a user's account with an unusual name, something like '...' or '.. ' (dot dot space) or '..^G' (dot dot control-G). Again, the find(1) program can be used to look for hidden files, for example:

#find / -name ".. " -xdev (-print as required)
#find / -name ".*"   -xdev | cat -v (-print as required)

Also, files with names such as '.xx' and '.mail' have been used (that is, files that might appear to be normal).


	9.17 Local machines

	(1.  EXAMINE all machines on the local network when searching for signs of intrusion. Most of the time, if one host has been compromised, others on the network have been, too. This is especially true for networks where NIS is running or where hosts trust each other through the use of .rhosts files and/or /etc/hosts.equiv files. Also, check hosts for which your users share .rhosts access.




	9.18 Create a Unix Response Toolkit

	(1.  When investigating an incident, it is vital to have trusted commands on hand.  Create a CD or floppy disk with the following tools:

· ls, dd, des, file, pkginfo, find, icat, lsof, md5sum, netcat, netstat, pcat, perl, ps, strace, strings, truss, df, vi, cat, more, gzip, last, w, rm, script, hash, modinfo, lsmod, ifconfig




	9.19 Protect the Evidence

	(1.  When an incident is suspected, preserve the evidence by making a duplicate of the evidence media.  Perform the investigative steps on the restored image.  Freezing the scene is key to preserving evidence.  Evidence has differing levels of volatility.  It can be in places such as the processor registers, kernel data structures in memory, swap space, network data structures and counters, user process memory and stacks, file system buffer cache, the file system itself, etc.




	9.20 Conducting a Unix investigation

	(1.  Review all pertinent logs

(2.  Perform key word searches

(3.  Review relevant files

(4.  Identify unauthorized user accounts or groups

(5.  Identify rogue processes

(6.  Check for unauthorized access points

(7.  Analyze trust relationships

(8.  Maintain a chain of custody on any evidence collected.



Miscellaneous

	9.21 Web server

	Vulnerability
	Countermeasure

	Because of their high profile, web servers are a popular target of hackers.  The web contains volumes of how to circumvent webserver security.  Many system administrators run outdated versions of web server software or have not installed the proper patches.
	(1.  ENSURE that you are using the most recent version of the http daemon of your choice.

· RUN the server daemon httpd as a specially created non-privileged user such as httpd. This way, if an intruder finds a VULNERABILITY in the server, they will only have access privileges for this unprivileged user. 

#grep http /etc/passwd
#useradd –s /bin/false –u 1001 –d /export/home/httpd httpd

(2.  DO NOT run the server daemon as root.

(3.  DO NOT run the client processes as root.

· RUN httpd in a chroot(1) environment. This sets up an alternate root directory that severely limits access of http clients to the rest of the disk. 

· For systems which do not have a chroot(1) command, use of chrootuid may be of assistance 

chrootuid Allows chroot functionality. The current version is 1.2 (at time of writing). Please check for later versions.

It is available from: ftp://coast.cs.purdue.edu/pub/tools/unix/chrootuid
CAREFULLY go through the configuration options for your server.

· USE the configuration options to give extra protection to sensitive directories by turning off the ‘include files’ feature. This will disallow files from these directories from being included in HTML documents. 

USE the configuration options to give extra protection to sensitive directories by turning off the ‘include files’ feature. This will disallow files from these directories from being included in HTML documents.

(4.  DO NOT run CGI (Common Gateway Interface) scripts if they are not required.

· ALL CGI programs should either perform the expected function or return an error message. 

BE very careful in constructing CGI programs. These programs compute information to be returned to clients and are often driven by input from the remote user who may be hostile. If these programs are not carefully constructed, it may be possible for remote users to subvert them to execute arbitrary commands on the server system. Almost all vulnerabilities arise from these issues.

(5.  DO NOT allow users to place CGI scripts on a server unless a knowledgeable administrator has reviewed the scripts.

ENSURE that the contents, permissions and ownership of files in the cgi-bin directory are what you expect them to be.

· PROVIDE CGIs as statically linked binaries rather than as interpreted scripts. This will remove the need for a command interpreter to be available inside the chrooted environment. 

AVOID passing user input directly to command interpreters such as Perl, AWK, UNIX shells or programs that allow commands to be embedded in outgoing mail messages such as /usr/ucb/mail.

· FILTER user input for potentially dangerous characters before it is passed to any command interpreters. Possible dangerous characters include \n \r (.,/;~!)>|^&<

Refer to the CERT Advisory CA-95.04 

http://www.cert.org/advisories/CA-95.04.NCSA.http.daemon.for.unix.VULNERABILITY.html
Many sites create a “www” group to which trusted authors are added. The document root is made writeable only by members of this group. The server root, where vital configuration files are kept, is made writeable only by the official Web administrator.

· TURN OFF unused services on your web server. See section 3.1.1 (/etc/inetd.conf). Protect remaining services with tcp_wrapper. 

Tcp_wrapper software gives logging and access control to most network services.

It is available from: https://www.acert.belvoir.army.mil/frames.html/cgi-bin/tools.cgi?DIR=/access_control/tcp_wrappers&TITLE=tcp_wrappers&ACTION=parse
(6.  DO NOT RUN YOUR SERVER AS ROOT. Although your server must be started by root, the http.conf file must not contain the line “user root”.

(7.  LIMIT the number of system login accounts available on your WEB server machine.


	9.22 ftpd and anonymous ftpd 

	Vulnerability
	Countermeasure

	Running anonymous FTP opens your system up to numerous potential dangers.
	(1.  ENSURE that you are using the most recent version of the ftp daemon of your choice.

· CONSIDER installing the Washington University ftpd if you don’t already have it. 

IAW DoD CERT IAVB 2000-B-0004.0

Update/Install to wu-ftpd 2.6.1 since previous versions have vulnerabilities with input validation.

wu-ftpd (Washington University ftpd) 

This can log all events and provide users with a login banner and provide writeable directory support in a more secure manner.

 It is available from: 

https://www.acert.belvoir.army.mil/ACERTmain.htm 

Patches are available either from your vendor or the WU-FTPD primary distribution site at: 

ftp://ftp.wu-ftpd.org/pub/wu-ftpd/wu-ftpd-current.tar.gz



· To ascertain whether you are running anonymous ftp, try to connect to the localhost using anonymous ftp. 

#ftp localhost 

enter anonymous when prompted for username.

· To disable anonymous ftp, MOVE or DELETE all files in ~ftp/ and then remove the user ftp from your password file. 

#grep ftp /etc/passwd 

The 6th field specifies the home address for user ftp.

(Solaris) 

#userdel -r ftp will delete user ftp as well as the home directory.




	9.23 .netrc files 

	Vulnerability
	Countermeasure

	.netrc files contain default information for accessing anonymous FTP sites.  It also can contain live accounts and passwords for authenticated FTP.  The password hash is stored in clear text in a .netrc file.
	(1.  DO NOT use .netrc files unless it is absolutely necessary. 

#cd $HOME 

#ls -la | grep .netrc

· If .netrc files must be used, DO NOT store password information in them. 

#cd $HOME 

#more .netrc

If you are running distributed passwords (e.g., NIS, NIS+) then you will need to check the password entries served to your machine as well as those in your local password file.


	9.24 Configuration

	Vulnerability
	Countermeasure

	Command interpreters, if placed in the ftp/bin or associated directories, can enable ftp user commands to run on the system 
	(1.  CHECK all default configuration options on your ftp server. Not all versions of ftp are configurable. If you have a configurable version of ftp (e.g., wu-ftp, ssh) then make sure that all delete, overwrite, rename, chmod and umask options (there may be others) are NOT allowed for guests and anonymous users. In general, anonymous users should not have any unnecessary privileges. 

The standard release versions of ftp do not have configurable options.

· URN on logging, if the ftp daemon supports it.

In the /etc/inetd.conf file, add entry:

“ftp stream  tcp no wait root /usr/bin/ftpd ftpd –l”

#touch /var/adm/xferlog

(2.  ENSURE that you have set up a file /etc/ftpusers which specifies those users that are NOT allowed to connect to your ftpd. This should include, as a MINIMUM, the entries: root, bin, uucp, ingres, daemon, news, sys, nobody, ALL default system/optional accounts,  ALL vendor supplied accounts, and ANY user account that DOES NOT require access.

#more /etc/ftpusers

Create the file /etc/ftpusers using your favorite editor specifying those users that are NOT allowed to connect to ftpd. Entries are 1 user per line.

(3.  ENSURE that you DO NOT include a command interpreter (such as a shell or tools like perl) in ~ftp/bin, ~ftp/usr/bin, ~ftp/sbin or similar directory configurations that can be executed by SITE EXEC. 

It is available at: ftp://ftp.auscert.org.au/pub/auscert/advisory/AA-94.01.ftpd.Configuration.Advice
· DO NOT keep system commands in ~ftp/bin, ~ftp/usr/bin, ~ftp/sbin or similar directory configurations that can be executed by SITE EXEC. It may be necessary to keep some commands, such as uncompress, in these locations. Consider the inclusion of each command on a case by case basis and be aware that the presence of such commands may make it possible for local users to gain unauthorized access. Be wary of including commands that can execute arbitrary commands. For example, some versions of tar may allow you to execute an arbitrary file. 

It is available at: ftp://ftp.auscert.org.au/pub/auscert/advisory/AA-94.01.ftpd.Configuration.Advice
· ENSURE that you use an invalid password and user shell for the ftp entry in the system password file and the shadow password file. 

#grep ftp /etc/passwd 

If you have one, it should look something like: 

ftp:*:400:400:Anonymous FTP:/home/ftp:/bin/false where /home/ftp is the anonymous ftp area.

(4.  ENSURE that you DO NOT have a copy of your real /etc/passwd file as ~ftp/etc/passwd.  Create one from scratch with permissions 444, owned by root. It should not contain the names of any accounts in your real password file. It should contain only root and ftp. These should be dummy entries with disabled passwords e.g.: 

root:*:0:0:Ftp maintainer:: 

ftp:*:400:400:Anonymous ftp:: 

The password file is used only to provide uid to username mappings for ls(1) listings. 

#more ~ftp/etc/passwd

#chmod 444 ~ftp/etc/passwd 

#chown root ~ftp/etc/passwd

· ENSURE that you DO NOT have a copy of your real /etc/group file as ~ftp/etc/group. Create one from scratch with permissions 440, owned by root. 

#more ~ftp/etc/group

#chmod 440 ~ftp/etc/group

#chown root ~ftp/etc/group

· ENSURE the files ~ftp/.rhosts and ~ftp/.forward do not exist. 

#ls –al ~ftp | more

#rm ~ftp/.rhosts 

#rm ~ftp/.forward

· SET the login shell of the ftp account to a non-functional shell such as /bin/false. 

#grep ftp /etc/passwd (7th field)

· ENSURE NO files or directories are owned by the ftp account or have the same group as the ftp account. If they are, it may be possible for an intruder to replace them with a trojan version.

#ls -laR ~ftp|more

ENSURE that the anonymous ftp user cannot create files or directories in ANY directory unless required.

ENSURE that the anonymous ftp user can only read information in public areas.

· ENSURE that the permissions of the ftp home directory (~ftp/) are set to 555 (read nowrite execute), owner set to root (NOT ftp). 

#ls -la ~ftp (home directory for user ftp)

#chmod 555 ~ftp 

#chown root ~ftp

· ENSURE that the system subdirectories ~ftp/etc and ~ftp/bin have the permissions 111 only, owner set to root. 

#ls –als ~ftp

#chmod 111 ~ftp/etc 

#chown root ~ftp/etc 

#chmod 111 ~ftp/bin 

#chown root ~ftp/bin

· ENSURE that the permissions of all the files in ~ftp/etc/* are set to 440, owner set to root. 

#ls -las ~ftp/etc/*
#chmod 440 ~ftp/etc/* 

#chown root ~/ftp/etc/*

· ENSURE that there is a mail alias for ftp to avoid mail bounces. 

#grep ftp /etc/mail/aliases or
#/usr/lib/aliases

· ENSURE that /usr/spool/mail/ftp is owned by root with permissions 400. 

#ls -l /usr/spool/mail/ftp or
#ls -l /var/mail/ftp

#chmod 400 /usr/spool/mail/ftp 

#chown root /usr/spool/mailftp or
#chmod 400 /bin/var/mail/ftp 

#chown root /bin/var/mail/ftp



	9.25 Disk mounting

	Vulnerability
	Countermeasure

	anonymous FTP allows users to bypass web server document restrictions.
	(1.  NEVER mount disks from other machines to the ~ftp hierarchy unless they are set read-only in the mount command.

· DO NOT allow anonymous FTP access to the FTP directories.  This gives users a means of bypassing any restrictions on document access that the Web server may be providing.  If an attacker can download your CGI scripts with FTP, he can search them for avenues for attack. 

MAKE sure that there is no way for an FTP user to upload a script to run on your server.

	9.26 Network File System (NFS)

	Vulnerability
	Countermeasure

	NFS traffic is transported in clear text and can allow unauthorized access to a variety of files or data. 
	(1.  DISABLE NFS if you do not need it. See your vendor supplied documentation for detailed instructions. 

In Solaris, comment entries in /etc/dfs/dfstab.

Rename  /etc/rc3.d/S15nfs.server to /etc/rc3.d/X15nsfserver
#mv /etc/rc3.d/S15nfs.server /etc/rc3.d/X15nsf.server

Kill nfsd process(es)

#ps –ef | grep nfsd
#kill –9 (nfsd PID)

· FILTER NFS traffic at the router. Filter TCP/UDP on port 111 and on port 2049. This will prevent machines not on your subnet from accessing file systems exported by your machines.

(2.  APPLY ALL available patches. NFS has had a large number of security vulnerabilities.

· ENABLE NFS port monitoring. Calls to mount a file system will then be accepted from ports < 1024 only. This will provide added security in some circumstances. See your vendor’s documentation to determine whether this is an option for your version of UNIX.

To enable NFS port monitoring, add this line to /etc/system 

set nfs:nfs_portmon=1 (Solaris 2.4 and below) 

set nfssrv:nfs_portmon=1 (Solaris 2.5 and up)

· USE /etc/exports or /etc/dfs/dfstab to export ONLY the file systems you need to export (using NFS). If you aren’t certain that a file system needs to be exported, then it probably shouldn’t be exported. 

anon= UID

If a request comes from a root user, use the user identification (UID) value as the effective user ID. 

The default value for this option is -2. Setting the value of the anon option to -1 disables anonymous access. Note that, by default, secure NFS accepts nonsecure requests as anonymous, and users who want more security can disable this feature by setting anon to a value of -1. 

To check:

#more /etc/exports 

#more /etc/dfs/dfstab

The anon option in the /etc/exports file will be set to anon=-1. The default value is –2.

· DO NOT self-reference an NFS server in its own exports file, i.e. the exports file should not export the NFS server to itself in part or in total. In particular, ensure that the NFS server is not contained in any netgroups listed in its exports file. 

DO NOT allow the /etc/exports file to contain a ‘localhost’ entry.

EXPORT to fully qualified hostnames only, i.e., Use the full machine address "machinename.domainname" and do not abbreviate it to "machinename".

· RUN fsirand for all your file systems and rerun it periodically. Firstly, ensure that you have installed any patches for fsirand. Then ensure the file system is unmounted and run fsirand. Predictable file handles assist crackers in abusing NFS. 

Do the following for exported file systems:

#umount /(name of fs, should specify device name such as /dev/dsk/c0d010)

#fsirand /(name of fs you unmounted)

For root: 

Reboot system into single user mode, then:

#umount /(name of fs, should specify device name such as /dev/dsk/c0d010)

#fsirand /(name of fs you unmounted)

· NEVER export file systems unintentionally to the world. 

Use a –access=host.domainname option or equivalent in /etc/exports. See the manual page for exports or dfstab for further examples.

· ENSURE that file systems are exported read-only (-ro) whenever possible.

See the manual page for exports or dfstab for more information.

Modify either the /etc/exports or /etc/dfstab file:

share –F nfs –o ro=clients /(name of fs)

· USE the secure option in the exports file and mount requests (if the secure option is available). 

The access and secure options, where available, will be used for all entries in /etc/exports, /etc/dfs/dfstab or equivalent.

For example:

/usr/spool/mail  -secure,access=allws

Within the /etc/dfstab or /etc/fstab, 

mailhub:/usr/spool/mail /usr/spool/mail nfs rw,intr,bg,secure 00

After changing the /etc/dfstab, you will need to unmount and mount the filesystem.

NFS clients will mount file systems with the nosuid and nosgid options set.

· USE showmount to see what you currently have exported. 

#showmount –e

· ENSURE that the permissions of /etc/exports are set to 640. 

· ENSURE that /etc/exports is owned by root.

#ls –l /etc/exports 

#ls –l /etc/dfs/dfstab
#chmod 640 /etc/exports 

#chmod 640 /etc/dfs/dfstab

#chown root /etc/exports 

#chown root /etc/dfs/dfstab

ENSURE that you run a portmapper or rpcbind that does not forward mount requests from clients. A malicious NFS client can ask the server’s portmapper daemon to forward requests to the mount daemon. The mount daemon processes the request as if it came directly from the portmapper. If the file system is self-mounted this gives the client unauthorized permissions to the file system.

· REMEMBER that changes in /etc/exports will only take effect after you run /usr/etc/exportfs or equivalent. 

For Solaris, the changes in /etc/dfs/dfstab will not take place until you run /usr/lib/fs/nfs/share


	9.27 Sendmail 

	Vulnerability
	Countermeasure

	It is only a matter of time, once a version of sendmail is released, before it becomes documented by the hacker community.  Always maintain the most up to date version of sendmail possible.
	(1.  USE the latest version of Eric Allman’s sendmail 8.11, however, 8.9.3 is considered secure and stable. 

The sendmail configuration file is:

#/usr/lib/sendmail.cf or

#/etc/mail/sendmail.cf

NOTE:  All versions of sendmail can be obtained at ftp://ftp.sendmail.org/pub/sendmail
· ENSURE that you have installed the latest patches as sendmail(8) has been a source of NUMEROUS security vulnerabilities. 

Modify the P=/bin/sh part of the line beginning with Mprog. Refer to CERT Advisories CA 95-8 http://www.cert.org/advisories/CA-95.08.sendmail.v.5.VULNERABILITY.html 

CA 96-20 http://www.cert.org/advisories/CA-96.20.sendmail_vul.html 

CA 96-24 http://www.cert.org/advisories/CA-96.24.sendmail.daemon.mode.html 

CA 96-25 http://www.cert.org/advisories/CA-96.25.sendmail_groups.html
· If you require progmailer functionality then USE smrsh.

See if the ‘line Mprog’ is in the sendmail configuration file

#cat /usr/lib/sendmail.cf 

#cat /etc/mail/sendmail

Modify the P=/bin/sh part of the line beginning with Mprog 

smrsh – The smrsh(8) program is intended as a replacement for /bin/sh in the program mailer definition of sendmail(8). Smrsh is a restricted shell utility that provides the ability to specify, through a configuration, an explicit list of executable programs. When used in conjunction with sendmail, smrsh effectively limits sendmail’s scope of program execution to only those programs specified in smrsh’s configuration. 

It is available via anonymous ftp from: 

https://www.acert.belvoir.army.mil/ACERTmain.htm 

NOTE: smrsh comes bundled with Eric Allman’s sendmail 8.7.1 and higher.

· IF you do not require progmailer functionality then DISABLE mail to programs by setting this field to /bin/false in the sendmail configuration file. 

See the line Mprog in the sendmail configuration file is:

/usr/lib/sendmail.cf 

/etc/mail/sendmail.

In Solaris, rename /etc/rc2d/S88sendmail to /etc/rc2./X88sendmail
#mv /etc/rc2d/S88sendmail /etc/rc2./X88sendmail

Kill all sendmail processes

#kill (sendmail PID)

· ENSURE that your version of sendmail does not have the wizard password enabled.  

· ENSURE that if you have a line starting with “OW” in /etc/sendmail.cf, it only has a “*” next to it. 

Search sendmail.cf for line starting with OW 

Test whether sendmail wizard password is enabled 

% telnet hostname 25 

wiz 

debug 

kill 

quit 

% 

You should see the response “5nn error return” (e.g., “500 Command unrecognized”) after each of the commands wiz, debug and kill. Otherwise, your version of sendmail may be vulnerable. If you are unsure whether your version is vulnerable, update it.

If OW line is present it should be OW*

· INCREASE sendmail(8) logging to a minimum log level of 9. This will help detect attempted exploitation of the sendmail(8) vulnerabilities.

sendmail.cf entry is OL9 

(Solaris) sendmail 8.7 or higher 

0 LogLevel=9

Set sendmail log level to 9 

Include lines describing the log level (similar to the following two) in the options part of the general configuration information section of the sendmail configuration file: 

# log level 

OL9 

The log level syntax changed in sendmail 8.7 to: 

# log level 

O LogLevel=9

· INCREASE the level of logging provided by syslog. Enable a minimum level of “info” for mail messages to be logged to the console and/or the syslog file. 

Set syslog log level for mail messages 

Include lines describing the logging required (similar to the following two) in the syslog.conf file: 

mail.info /dev/console 

mail.info /var/adm/messages 

For the change to take effect, you must then instruct syslog to reread the configuration file. 

BSD commands 

Get the current PID of syslog: 

#ps –aux | grep syslogd | grep –v grep 

Then tell syslog to reread its configuration file: 

# kill –HUP <syslog-PID> 

SVR4 commands: 

Get the current PID of syslog: 

# ps –ef | grep syslogd | grep –v grep 

Then tell syslog to reread its configuration file: 

# kill –HUP <syslog-PID> 

NOTE: In the logs, look for error messages like: 

· mail to or from a single pipe (“|”) 

· mail to or from an obviously invalid user (e.g., bounce or blah) 

· REMEMBER that you will need to restart sendmail for any changes to take effect. If you are running a configuration file i.e. sendmail.cf, you will need to rebuild it before restarting sendmail(8).

Rebuilding and restarting sendmail(8) 

To rebuild the configuration file, first: 

# /usr/lib/sendmail –bz 

NOTE: The above process does not apply to sendmail v8.x which does not support configuration files. 

To restart sendmail(8), you should kill all existing sendmail(8) processes by sending them a TERM signal using kill, then restart sendmail(8). 

BSD commands 

Get the process id of every running sendmail process: 

# ps –aux | grep sendmail | grep –v grep 

Kill every running sendmail process and restart sendmail: 

# kill <PID> #pid of every running sendmail process 

# /usr/lib/sendmail –bd –q1h 

SVR4 commands process 

# /usr/lib/sendmail –bd –q1h 

Get the pid of every running sendmail process: 

# ps –ef | grep sendmail | grep –v grep 

Kill every running sendmail process and restart sendmail: 

# kill <pid> #pid of every running sendmail

· ENSURE that any .forward files in user home directories do not execute an unauthorized command or program. The mailer may be fooled into allowing a normal user privileged access. Authorized programs may be restricted through use of smrsh. 

Refer to CERT Advisories CA 96-20 http://www.cert.org/advisories/CA-96.20.sendmail_vul.html 

CA 96-24 http://www.cert.org/advisories/CA-96.24.sendmail.daemon.mode.html 

CA 96-25 http://www.cert.org/advisories/CA-96.25.sendmail_groups.html


	9.28 /etc/aliases or (Solaris) /etc/mail/aliases

	Vulnerability
	Countermeasure

	If the system is not running UUCP, mail aliases need to be disabled or commented out.  
	(1.  COMMENT out the “decode” alias by placing a “#” at the beginning of the line. For this change to take effect you will need to run /usr/bin/newaliases. If you run NIS (YP), you will then need to rebuild your maps.

#more /etc/mail/aliases 

#more /usr/var/lib/aliases
Rebuild alias maps 

# /usr/bin/newaliases 

If you run NIS (YP), you will then need to rebuild your maps to have the change take effect over all clients: 

# (cd /var/yp; /usr/bin/make aliases)

· ENSURE that all programs executable by an alias are owned by root, have permissions 755 and are stored in a systems directory e.g., /usr/local/bin. If smrsh is in use, program execution may be further restricted.

smrsh – The smrsh(8) program is intended as a replacement for /bin/sh in the program mailer definition of sendmail(8). Smrsh is a restricted shell utility that provides the ability to specify, through a configuration, an explicit list of executable programs. When used in conjunction with sendmail, smrsh effectively limits sendmail’s scope of program execution to only those programs specified in smrsh’s configuration. 

It is available from: https://www.acert.belvoir.army.mil/ACERTmain.htm 

· CONSIDER changing the permissions on the /etc/aliases to 644

#chmod 644 /etc/aliases


	9.29 Include system name in root shell prompt

	Vulnerability
	Countermeasure

	Many system administrators make the correct security operations, but on the wrong machine.  Managing numerous machines can confuse you when accessing from the command line.  
	(1.  Placing the system name in the root shell prompt stops the administrator from expending additional energy to find which machine they are administrating.  
· To put the system name in the Bourne/Korn/Bash root shell, edit the /.profile

                              PS1="'uname -n' #"

                              export PS1

· To put the system name in the Csh shell prompt, edit the /.login

                            set prompt="'uname -n' #"


	9.30 Roll Based Access Control (RBAC)  

	Vulnerability
	Countermeasure

	Too many individuals with knowledge of the root password has been a historical problem. The integrity of root activity is nullified by too many individuals acting under the guise of root. In keeping with the basic rules of access, "No user should be given more access than is required in the performance of their duties." 
	(1.  Role Based Access Control (RBAC) is an alternative to the all-or-nothing super user model.  RBAC packages separate super user capabilities into special user accounts or roles.  A site could have a single strong administrator and several special purpose administrators to handle functions like security, networking, logging, backups, and system operation. 

Information:

1.  Authorizations are stored in the /etc/auth_attr file.  Authorizations are checked using the user_attr, prof_attr, or policy.conf files.   

2.  A new role is created on the system with the /usr/bin/roleadd command.  This modifies the /etc/passwd, /etc/shadow, and /etc/user_attr files.

3.  A role is deleted with the /usr/bin/roledel command.  

4.  A role is modified with the /usr/bin/rolemod command.

5.  The /usr/bin/roles utility shows the granted roles of the given user or users.

Note:  Supported in Solaris 8 & 9


============================================================================

The IA team has made every effort to ensure that the information contained in this checklist is accurate.  However, the decision to use the tools and techniques described is the responsibility of each user or organization.  The appropriateness of each item for an organization or individual system should be considered before application in conjunction with local policies and procedures.  The School of information Technology takes no responsibility for the consequences of applying the contents of this document.  

============================================================================

If you believe that your system has been compromised, contact your SA, IASO, IAM, RCERT, or ACERT.
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